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TM-Parcel Fresh Installation Guide Introduction

Introduction

Notes on This Parcel Platform, Filenames, Path names, and Windows Service Names.
When installing this version of Parcel, please keep the following considerations in mind:

« E20pen LLC. represents a rebranding of BluJay Solutions and Kewill, Inc.
E2open Parcel now includes the platform formerly named Flagship.

» Currently, Parcel platform updates in this regard apply only to the product name
and logo as they appear on the Parcel user interface, as well as references in
Parcel documentation. Most Folder names, filenames and Windows Service
names currently still bear the BluJay Solutions, Kewill and/or Flagship label.
These are to be updated in future releases to reflect the Parcel rebranding.

Note

The standard path for Parcel is C:\Program Files (x86)\Kewill\Flagship. If you are
installing in different path, you need to refer to that path, wherever the installation path
is preferred.

This guide also contains sections on uninstalling Parcel and troubleshooting your Parcel
installation.

The following sections describe the Parcel Components, Third Party Applications, and
Programs that are installed and configured during the installation process.

Parcel Components

Parcel User | Matches Combination browser-based shipping application and
Interface the Web Admin (carrier configuration) tool for setting up
(Client UI) version of | locations and carriers.

Parcel you

are

installing
DIServer Matches Required to run Parcel. Processes shipments and

the maintains the Parcel databases.

version of

Parcel you

are

installing
Interface Matches Facilitates integration of customers' host applications
Adapter the with Parcel. The Interface

version of | Adapter (IA) Server is deployed as a Windows Service.

Parcel you | Also known as Integration Adapter/Connect.

are

installing

Third Party Applications Required by Parcel

Parcel is installed using a standard Installation Wizard program. Depending on the
selections you make in the process, in addition to the Parcel Browser-based User
Interface, DIServer, and Integration Adapter (Connect), and Windows services, the

Copyright © 2024. e2open, LLC. All rights reserved. 5



TM-Parcel Fresh Installation Guide Introduction

Installation Wizard includes several third-party components needed to run Parcel. The
following table lists and describes the third-party applications required by Parcel.
Note: In the following table of applications an asterisk (*) indicates an application for
which another application may be substituted:

Third Party Version | Notes

Application

*Apache HTTP 2.4.57 *Alternatively, you can use Microsoft Internet
Server Information Services (1I1S) as your Web Server. If you

choose 1IS, you must configure IS previously to
installing Parcel. In this case, the Wizard detects the
presence of 1IS and allows you to bypass the Apache
installation.

Note: If you prefer to use a different Web Server than
either Apache or IS, you must contact Technical
Support for instructions before installing Parcel.

Microsoft .NET 4.0 Parcel is a Web-based application that uses
Framework Microsoft .NET Framework. The Parcel Installation
Wizard checks to determine whether Microsoft .NET
4.0 is installed on the computer where Parcel is being
installed and, if not, automatically installs and
registers .NET 4.0 before proceeding with the

installation.

MySQL Server 8.0.32 Required by carrier compliance engines and
database Business Rules modules.
application
MySQL 8.0.33 Required by MySQL ODBC connector for following:
Connector/ODBC e 34bit
Driver *  64bit
PHP 8.2.7 Required to view the Parcel user interface.
Windows Services | N/A These include services such as:

e STunnel (needed to upload files to UPS)

e Tracking service for tracking all packages

» Notification service for sending and receiving

shipment notification emails

e Scheduler service for scheduling systems tasks
Java Run-time 1.8.0_ 92 | This is JRE v. 8, required for the Jasper reporting
Environment tool. Java is installed in the Parcel directory only. It
(JRE) does not have any impact on any existing customer

applications.

FedEx Ship 20.x The FedEx Ship Manager® Server must be installed
Manager® Server separately and runs independently from Parcel,

although data is passed from and to Parcel.

Copyright © 2024. e2open, LLC. All rights reserved. 6



TM-Parcel Fresh Installation Guide Introduction

Note on Third Party Applications with Parcel

The following third party applications are embedded with Parcel when you run the
Parcel Installer:

» Apache (if you choose Apache as your Web server — see the following note)
e Java Run-time Environment (JRE)

*  MySQL
*  MySQL connector
* PHP and the PHP engine

This embedding means that the process of installing Parcel controls the version of these
applications. This embedding also means that these applications cannot be used
independently or separately outside of Parcel. Additionally, because Parcel relies on the
specific versions (see previous table) and locations of these applications configured
during the Parcel installation, you cannot independently upgrade or change versions for
these third party applications and you cannot change their locations. Such modifications
can introduce changes that disable the automated upgrades of Parcel or introduce
hardto-trace issues in Parcel itself. A partial exception to this rule is the MySQL
connector, which can be used to create new connections to other MySQL databases.
However, you should never independently install another version of the MYSQL
connector on the Application Server. Notes:

» Ifyou choose IIS as a Web server, this application is not embedded.

* You can install additional instances with other versions of MySQL for other
purposes such as reporting, analysis, etc., including for the Parcel SOR
database. However, you cannot "repurpose" the MySQL instance used for the
didb database.

* The FedEx Ship Manager® Server must be installed separately and runs
independently from Parcel, although data is passed from and to Parcel. (See the
following section.)

Navigation Chart of Parcel Installation in Distributed Environment.

Copyright © 2024. e2open, LLC. All rights reserved. 7
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i Wik Senup Wioed - AppRosion i i Vaaly

Hardware and Software Requirements

The following table shows the minimum hardware and software requirements that must
be in place before installing the Parcel application and Application Server. In addition,
below the table, please note the ports that must be open for Parcel to work correctly and

Copyright © 2024. e2open, LLC. All rights reserved. 8



TM-Parcel Fresh Installation Guide

Hardware and Software Requirements

the additional deployment attributes that will affect the hardware requirements listed after
the following table.

Component Server Workstations

Operating Windows® Server 2019 and Windows® 10

Systems Windows® Server 2022

CPU Minimum: Dual Intel Pentium Single Intel Pentium running at
IV or Dual Intel Xeon running 700 MHz
at 2GHz or higher.

Recommended: 8GB RAM,
100GB hard drive.

RAM 512 MB (2 GB for Server with 512 MB (2 GB for Server with
Desktop Experience Desktop Experience installation
installation option) option)

Hard Disk 32 GB (Drive should be 1GB

Space mirrored)

Ethernet 100 MB 100 MB

Network

Adapter

Internet Full-time direct connection to N/A

connection allow FTP of data files to
carriers

Web browser Microsoft Internet Explorer Microsoft Internet Explorer
Version 11 Version 11
Edge in IE mode Edge in IE mode
Chrome Chrome

Report viewer | None required Adobe Acrobat Reader (required

by the Jasper reporting tool which
is used to view reports in Parcel).

Additional Hardware Considerations

The minimum hardware configuration listed in the previous table is sufficient for basic
daily shipment transaction volumes of up to 25,000 packages per day. However, the
following additional customer deployment attributes will affect hardware requirements:

» Peak transaction volumes in excess of 25,000 packages per day.
» Use of Pre-Ship (PSHP) and Confirm Ship (CSHP) workflows.
* Use of the Configurable Business Rules Module and the related Orchestration

Layer.

» Universal Carrier Module (UCM) development environments (clients).

» System of Record (SOR) database topology and database type (MySQL, MS
SQL, or Oracle).

* Required performance characteristics.

Copyright © 2024. e2open, LLC. All rights reserved.



TM-Parcel Fresh Installation Guide Hardware and Software Requirements

Prior to obtaining the required hardware for installing and operating your Parcel system,
please consult BluJay Solution's Profession Services team for specific hardware
recommendations based on your specific requirements.

Note: If you are also using the FedEx Ship Manage Server® (FSMS) in conjunction with

your Parcel system, please refer to the FedEx hardware and software requirements for
the current required version.

Ports

In order for Parcel to function properly, the following ports must be open to accept
requests.

Port Usage

80 Microsoft Internet Information Services (IIS) or Apache HTTP Server

135 Microsoft DCE Locator Service (end-point mapper) - required by Windows
Server

1028 | Isass.exe (Local Security Authentication Server) - required by Windows Server

1200 | DIServer_Svc.exe (Kewill DI Server service)
3306 | mysqld-nt.exe (MySQL)

4010 | Stunnel.exe (Universal SSL wrapper)

4011 | Stunnel.exe (Universal SSL wrapper)

8101 | Orchestration Layer

6789, | Universal Carrier Module

8102
8103 | Configurable Business Rules Module
10001 | Tracking Service

23000 | Scheduler Service

Pre-requisites
As Parcel and other modules supports storing the Parcel Artifacts to remote folder
location for secured storage and if user prefer to configure remote folder location using
either network or mapped drive then user need to ensure that they have full access to the
configured remote folder location.
Below are the minimum access permissions required for remote folder location to install
Parcel Application.
1. Full access to Domain Computers.
2. Full access to the User, who is installing Parcel in the Application Server. Notes:

» Please ensure configured remote location exists before initiating Parcel
Application and it should have all required permissions.

* Windows services by default run with windows system account privileges. To
provide access to System user, we need to provide full access to Domain
Computers.

Copyright © 2024. e2open, LLC. All rights reserved. 10
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Installing Parcel

Overview of Installation

Before you begin Parcel Installation

The initial steps of the Parcel Installation Wizard include the following:
* Selecting a destination folder to install Parcel.
» Selecting an installation type: Complete or Custom.
» Detecting the existence of a Web Server (Apache or IIS).

» Selecting where to install the MySQL Server (local computer or a separate
computer)

Note

Before starting the Installation Wizard, you can save time by determining in advance
which of the following Web servers you want to use with Parcel, and whether one or
both of these Web servers is already installed on your system.

Apache — The Parcel installation program installs this Web server if one does not
already exist.

Microsoft 1IS — You must install this Web service yourself. See the Microsoft Web site
for details. The IIS Web server also requires additional configuration to work with
Parcel: If you are using windows 2019 or IIS web server, please follow the steps
described in the Configuring IIS 10.0 on Windows Server 2019 section.

Complete Installation

Performing a Fresh Installation
To begin installing Parcel, follow these steps:

1. Download Parcel from the BluJay Solutions FTP site and extract the contents
from the installation zip file to a local system.

2. Navigate to extracted folder, right click on setup.exe from the Pop-up menu.

3. Select ‘Run as administrator’.

Note

Ensure that installer path to the setup.exe file should not contain spaces. The
Parcel Installation Setup Wizard guides you through the steps to install all the
Parcel components.

4. If the Parcel Installation Setup Wizard has not already started, double-click the
setup.exe file in the folder. The Installer checks to see if the computer where you
are installing Parcel 24.1.0 has the required Microsoft Visual C++
redistributables. If it is not installed the installer displays the following screen:

Copyright © 2024. e2open, LLC. All rights reserved. 11



TM-Parcel Fresh Installation Guide Installing Parcel

Blulay Selutions Parcel Installer - InstallShield Wizard

o BluJay Solutions Parcel Installer requires the following items to be installed on your
(¥ computer. Click Install to beqin installing these requirements.

Status  Requirement

Pending Microsoft Visual C++ 2019 Redistributable Package (x64)
Pending Microsoft Visual C++ 2012 Redistributable Package (x64)
Pending Microsoft Visual C++ 2008 Redistributable Package (x88)
Pending Microsoft Visual C++ 2008 Redistributable Package (x64)
Pending Microsoft Visual C++ 2015 Redistributable Package (x86)
Pending Microsoft Visual C++ 2013 Redistributable Package (x64)
Pending Microsoft Visual C++ 2013 Redistributable Package (x88)
Pending Microsoft Visual C++ 2017 Redistributable Padkage (x3a)
Pending Microsoft Visual C++ 2019 Redistributable Package (x88)

Install | | Cancel

5. Click Install.
BluJay Solutions Parcel Installer - InstallShield Wizard

The installation of Blulay 5olutions Parcel Installer requires a
reboot. Click Yes to restart now or Mo if you plan to restart
later.

[ [ n

Click [Yes]. The parcel server will reboot.
After parcel server is rebooted, the following screen will be shown.

Copyright © 2024. e2open, LLC. All rights reserved. 12
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Installing Parcel

Blulay 5clutions Parcel Installer - InstallShield Wizard

4y BluJay Solutions Parcel Installer reguires the following items to be installed on your
computer, Click Ing egin installing these requirements,
o ter, Click Install to begin installing th i ts

Status  Reguirement
Pending Microsoft Visual C++ 2013 Redistributable Package (x3&)

Click [Install].

Elulay Solutions Parcel Installer - InstallShield Wizard

4 BluJay Solutions Parcel Installer requires the following items to be installed on your
computer. Click Install to begin installing these requirements.

Status  Requirement
Instaling Microsoft Visual C++ 2013 Redistributable Package (x85)

Instaling Microsoft Visual C++ 2013 Redistributable Package (x8a)

Blulay Selutions Parcel Installer - InstallShield Wizard

The installation of Blulay Solutions Parcel Installer requires a
reboot. Click Yes to restart now or No if you plan to restart
later.

It will ask parcel server restart again, click Yes.

After parcel server is rebooted, the following Welcome wizard screen will be shown

Copyright © 2024. e2open, LLC. All rights reserved.
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Elulay Solutions Parcel Setup

ot

Welcome to the Setup for BluJay Solutions
@ par-cel Parcel 24.1

The Setup wWizard will inztall Blulap Saolutions Parcel on
wour computer, To continue, click Mest

< Back I MHext = | Cancel

6. Click Next.

The Choose Destination Location screen appears.
Blulay Solutions Parcel Setup

Choosze Destination Location

Select folder where zetup will inztall files,

Setup will inztall Blulay Solutions Parcel in the following folder.

To install to thiz folder, click Mext. To install to a different folder, click Browse and select
another folder.

Drestination Folder

C:\Program Files [#26]\ ewilhFlagzhip

Browse. ..

InztallS hield

< Back Cahcel

On the Choose Destination Location screen, review the Destination Folder
location. If you want to install the Parcel Application somewhere else, click
Browse and select the location. On the next screen of the wizard, you will choose
which of the Parcel components you want to install on this computer.

Copyright © 2024. e2open, LLC. All rights reserved. 14
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7. Click Next.

The Installation Type screen appears. On the Installation Type screen, select
Complete and then click Next.

Blulay Selutions Parcel Setup X

Parcel

Flease indicate the installation type. Selecting "Complete’ will ingtall the entire Blu) ay Solutions
Parzel system, while ‘Cugtom’ allows you specify exactly which features are to reside on thiz

(®) Complete

Installation Type

All program features will be installed. [Requires the most disk space.]

() Custom

Select which program features you want installed. Fecommended for
advahced users,

< Back Cancel

Installation Type Description

Complete Install all Parcel components.

Note: All of the Parcel components
(DIServer, User Interface, and
Interface Adapter) are installed on the
same computer as the one on which
you are running the Installation
Wizard. To install the DIServer on a
different machine from the client, you
need to select Custom installation run
the Installation Wizard on that
machine.

Copyright © 2024. e2open, LLC. All rights reserved. 15
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Custom Choose which Parcel components you
want to install. You can choose
whether you want to install the User
Interface, DIServer, and Demo scripts.
Notes:

e If you select Demo Scripts, the
DIServer is selected
automatically (because the
demo scripts require the
DIServer on the same
machine).

* You must install the DIServer
either on this machine or on a
different machine. (You can
install the DIServer and the
User Interface on separate
computers.

The installation program looks for a Web Server on your computer and responds
as follows:

If an existing Apache HTTP Server is detected, the Installation Wizard returns a
message that it found an Apache Web Server and asks if you wish to use this
existing Apache Web Server as the Web Server for Parcel. If so, click Next to
continue.

If Microsoft IIS is detected, the Installation Wizard returns a message that it
found IIS. If you want to use 1IS as the Web Server for Parcel, click Next to
continue. If you do not want to use IIS for the Web server and wish to install
Apache instead, you must first exit the Parcel Installation Wizard, stop the World
Wide Web Publishing service and the IIS Admin service, and then restart the
Installation

Wizard. (Note also that the World Wide Web Publishing service and the 1IS
Admin service must be running in order for the Installation Wizard to detect IIS.)
If both an Apache Web Server and a Microsoft IIS Web server are detected, the
Installation Wizard returns a message that it found both and prompts you to
choose which one to use as the Web Server for Parcel. After making this choice,
click Next to continue.

If no Web Server is detected, the Installation Wizard displays the following
message: NO WEB SERVER HAS BEEN LOCATED.

Copyright © 2024. e2open, LLC. All rights reserved. 16
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Installing Parcel

8.

Blulay Selutions Parcel Setup

Web Server Access

The Uszer Interface requires access to a web server, Pleaze review the following, and then to
continue, click Next

MO WEE SERVER HaS BEEN LOCATED

The installation will invoke an install of the Apache Web Server. If this is not desired, select
Cancel and contact Techrical Support.

<Ea.ck . . i:anc:el

If you want the Wizard to install the Apache Web Server, click Next to continue.
If no Web Server is detected, and you wish to use Microsoft IIS instead of
Apache, click Cancel to exit the installation. If this is the case, you need to install
IIS separately. After installing 1S, you also need to configure 1IS to work with
Parcel. After installing 11S, run the Parcel installation program again.

On the Setup Type screen (as shown in the following illustration), select the
'Install the MySQL software' option to install the MySQL software and then click

Next.

Blulay Sclutions Parcel Setup

Setup Type

Thiz inztallation requires access to a MuSOL databaze, select the way pou wish to provide
thiz access, and then to continue, click Nest

(@) |nztal the MySOL software
() Use aremote MyS AL database.
() Do not install the MySAL software,

< Back _ ] Cancel

Select the setup type that best suits your needs. Par’ce|

X

Copyright © 2024. e2open, LLC. All rights reserved.
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Installing Parcel

described in the table) and then click Next.

Blulay Selutions Parcel Setup

Setup Type
Select the setup type that best suits pour needs.

The Blulay Solutionz Parcel server includes several optional
Fleasze indicate which of theze services you wizsh to activate.

STunnel for UPS PLD Uploadd/Tracking
Scheduler to allow scheduling of tasks
Maotifier to send email notifications
Tracking for batch tracking of UPS/FedEx
Adaptor for application interfacing

Parcel Data Upload Service

zervices that you can utilize.

9. On the next Setup Type screen, select the services that you want to install as (as

< Back . Cancel
Service Description
STunnel for UPS Required to upload files to UPS and
PLD Upload/ track UPS packages, including batch
Tracking tracking.

Note: When you change from a test
environment to a production
environment, you need to edit the
stunnel configuration file.

Scheduler to allow scheduling of tasks

Required to schedule system tasks in
Parcel (such as backing up the
database or batch tracking).

Notifier to send email

Required to send shipment and other

notifications event notification e-mails.
Tracking for batch tracking of Required to track UPS/FedEx
UPS/FedEx packages in Parcel using the

Scheduler for to set up batch tracking.

Adapter for application Interfacing

This checkbox is deactivated by
default. Activation is required to use
the Interface Adapter (IA Server). If
you want to use Parcel's Connect add-
on, select (check) this checkbox. Note:
Connect requires carrier-level
configuration.

Service

Description
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Parcel Data Upload Service This checkbox is unselected by
default.
Selection is required to use the Parcel

Data Upload Service. If you want to
use Parcel Data Upload Service,
select (check) this checkbox.

Note: We strongly recommend that you select (activate) the first four checkboxes
on this screen, especially if you plan to track shipments using batch tracking via
the Scheduler.

10. The Installation Wizard displays the message: "Start installing third party
software..." on the next Setup Type screen. Click Install to continue with the
installation.

Elulay Sclutions Parcel Setup >

Parcel

Before continuing the installation of Blulay Solutions Parcel 24. 1, the installer will first start
the Apache, MySQL, and MyQDBC installation processes.,

Start installing third party software...

Installing MySQL Server
If you select to install the MySQL Server on this machine (as described in Step 6), the
installation wizard program will guide you through the installation as follows:
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1. Onthe Setup Type screen, select the Server only option and then click Next, as

shown in following illustration:Note: If you want to install MySQL on different

drive, refer to Installing MySQL on different drive section under Troubleshooting.

[ mysoL insealler - *
R
A ‘
MySQL. Installer Choosing a Setup Type
Adding Community

Please select the Setup Type that suits your use case.

) Deirclopes Default Setup Type Description
ISl AT produdts neaded Tar Installs anby the MySOL Server, Thes type should
WMySOL development purposes be used where you want te deploy 2 My5CL

Server, but will not be developing MySOL
applications,

® Server only FRCEE
Installs onty the MySOL Server
produet,

() Chent only
Installs onty the MySOL O
products, with

) Full
Installs all included MySOL
progucts and features.

D Custom
Manisdlly 3¢lect the produdts that
should be instalied on the
system.

Mext > Cancel
Setup Type Description

Developer Default

Select this option to install all products
needed for MySQL application
development.

Server only Select this option to install only the
MySQL Server product.

Client only Select this option to install the MySQL
Client products, without a server.

Full Select this option to install all
including MySQL products and
features.

Custom Select this option to manually select

the products that you want to install in
different drive or system.

The Installation screen appears.

2. Onthe Installation screen, click Execute.
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[Z] MysQL instalter - bt

MySQL. Installer Installation

Adding Community

The following products will be installed.

Product Status Progress Hotes
MySQL Server 8.0.32 Ready to Install

Click [Execute] to install the follewing packages.

< Back Execute
After few seconds, the MySQL Installation gets completed.

3. On the Installation screen, click Next to continue with the Product configuration.

[Z] MysaL Installer - *
MySQL. Installer Installation
Adding Community
The following products will be installed.
Product Status Progress MNotes
@[] wysaLseverso32 Complete
Show Details > |
o

4. On the Product Configuration screen, click Next.
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[55] MySQL tnstaller

MySQL. Installer

Adding Community

Product Configuration

We'll now walk throwgh a cenfiguration wizard fior each of the following preducts.

You can cancel at any peint if you wish to leave this wizard without configuring all the
products.

Product Status
MySQOL Server 8032 Ready to configure

Mext > Cancel

5. On the Type and Networking screen, select "Server Computer” from the "Config
Type" drop-down and leave the default settings in "Connectivity" and "Advanced
Configuration" section and then click Next.

[=] MySQL Installer

MySQL. Installer

MySQL Server 8.0.32

Type and Networking

Server Configuration Type

Choose the correct server configuration type for this MySCOL Server installation. This setting will
define how much system resources are assigned to the MySOL Server instance.

Config Type: Se
Connectivity
Use the following cantrels to select hew you would fike to connect to this server.
& teene Port: [3306 | XProtocol Port: [33060 |
[ Open Windows Firewall ports for m* all:c:ss .
] Mamed Pipe Pipe Name:  MY50L

[] Shared Memory  Memory Mame:  MYSQL

Advanced Configuration

Select the check box below to get additional configuration pages where you can set advanced
and legging options for this server instance.

[[] Sheow Advanced and Logging Options

Mext » Cancel

6. On the Authentication method screen, select "Use Legacy Authentication
Method" and click Next.
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[Z] My, Installer

MySQI:‘ Installer Authentication Method

MySQL Server 8.0.32

() Use Strong Password Encryption for Authentication (RECOMMENDED)
MySOL & supports 8 new authentication based on improved stronger SHA256-based password

methods. It is recommended that all new MySCOL Server installations use this methed going
forward,

j Attention: This new authentication plugin on the server side requires new versions

Currently MySQL 8.0 Connectors and community drivers which use libmysqlchient 8.0 support
this new method. if clients and applicstions cannot be updated to suppert this new
suthentication methed, the MySOL 8.0 Server can be configured to use the legacy MySCL
Authentication Method below.

(®) Use Legacy Authentication Method (Retain MySOL 5.x Compatibility)

Using the old MySCOL 5.x legacy authentication method should only be considered in the
following cases:

- I applications cannot be updated to use MySOL B enabled Connectors and drivers.
- For cases where re-compilation of an existing application is not feasible.
= An updated, language specific connector or driver is not yet available,

Security Guidance: When possible, we highly recommiend taking needed steps towards
upgrading your applications, libraries, and database senvers to the new stronger authentication,
This new methad will significantly improve your security.

of connectors and clients which add support for this new 8.0 default authentication
{caching_sha2_password authentication).

< Back Mext > Cancel

7. On the Accounts and Roles screen, type "root" (all lowercase letters without
guotation marks) in the "MySQL Root Password" and "Repeat Password" fields,

and then click Next.

You must type this specific password, since Parcel uses this as the root account
password as required by the Parcel Configuration (Web Admin) Tool. The root
account has all privileges in the MySQL database.lt is important to create a root
account password. Any user logged in from a valid hostname can access

MySQL and make alterations to the database using this root account.

[Z] MyS0L Instalier

MySQL' nstaller
32

MySQL Server 8.0.32

Accounts and Roles

Root Account Password
Enter the password for the root account. Please remember to store this password in a secure
place

MySQL Root Password: | eees |

Repeat Password: !l'l'l |

Password strength: Weak

MySCL User Accounts

Create MySOL user accounts for your users and applications. Assign a role to the user that
consists of a set of privileges.

MySOL User Name Hest User Rele Add User

< Back Next > Cancel
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8. On the Windows Service screen change the window service hame to MySQL in
"Windows Service Name" field and leave the default settings as it is in the screen
and then click Next.

Note
Ensure that the Windows Service Name field is MYSQL.

(] MysOL Installer - X

MySQL. Installer Windows Service

MySQL Server 8.0.32

4 Configure MySQL Server as a Windows Service

Windows Service Details

Phease specify 8 Windows Service name to be used for this MySOL Server instance.
A unigue name is required for each instance.

Windows Senice Name: [Mysall
[ Start the MySQL Server at Systern Startup

Run Windows Service as ...
The MySOL Server needs to run under 2 given user account. Based on the security
requirements of your system you need to pick one of the opticns below.

(® Standard System Account

Recommended for most scenanios
() Custom User

An exsting user account can be selected for advanced scenanos.

< Back Mext > Cancel

9. On the Server File Permissions screen, select "No, | will manage the permissions
after the server configuration" option and click Next.

[£] MysaL Installer = X

MySQL. Installer Server File Permissions

MySQL Server 8.0.32 MySOL Installer can secure the sesver's data directory by updating the permissions of files and

folders located at:
Ci\ProgramData\MySQL\MySOL Server 8.0\Data
Do you want MySCL Installer to update the server file permissions for you?

0 Yes, grant full access to the user running the Windows Service (if spplicable) and the
administrators group only. Other users and groups will not have access.

() Yes, but let me review and configure the level of access.

®) Mo, | will manage the permissions after the server config

< Back Mext > Cancel
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10. On the Apply Configuration screen, click Execute to enable your configuration

settings.

[Z] MysQL Installer

MySQL. Installer
MySQL Server 8.0.32

Apply Configuration
Click [Execute] to apply the changes
Cenfiguration Steps  Log

(@] Writing configuration file
O Updating Windows Firewall rules
O Adjusting Windows service
O Intializing database (may take a long time)
O Starting the server

L} Applying security settings

' Updating the Start menu link

< Back

Execute

11. On the Apply Configuration screen, click Finish.

] MySQL Installer

: Installer

SQL Server 8.0.32

12. On the Product Configuration screen, click Next.

Apply Configuration

The configuration cperation has completed.
Configuration Steps Log

& 'Writing configuration file

Updating Windows Firewall rules

| &

Adjusting Windows service

&

Initializing database {may take a long time)

Starting the sesver

Q&

Applying security settings
Updating the Start menu fink

Q

The configuration for MySOL Server 8.0.32 was successful.
Click Finish to continue.

Finish
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[E] Mysat installer = W
L \'e
MySQL. Installer Product Configuration
Adding Community
We'll now walk through a configuration wizard for each of the following preducts.
You can cancel at any point if you wish to leave this wizard without cenfiguring all the
products.
Product Status
MySCL Server 8032 Configuration complete.
< >
Mt > Cancel

13. On the Installation Complete screen, click Finish to complete the MySQL
installation.

[2) MySQL Installer - o
MySQL. Installer Installation Complete
Adding Community
The installation procedure has been completed.
Copy Log to Clipboard
Finish

Installing MySQL Connector/ODBC 64bit
After you install the MySQL Server, the MySQL Connector/ODBC Setup Wizard opens.
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Inztall Third Party Software

1. On the Welcome screen of the MySQL Connector/ODBC Setup Wizard, click
Next.

ﬁ MySOL Connector/ODBC 8.0 (B4-bit) - Setup Wizard *

Welcome to the Setup Wizard for MySQL
Connectorf0ODBEC 8.0 (64-bit)

The Setup Wizard will install MySQL Connector JODBC 8.0
[64+hit) release 8.0.33 on your computer. To continue, dick
Mext,

e BT e

2. Accept the MySQL ODBC License Agreement.
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ﬁ WySCL Connector/ODBC 8.0 (84-bit) - License Agreement

License Agreement

Flease read the following license agreement carefully,

Licen=ing Informatiom U=ser Manual

My3QL Connector/ODBC B.0

Insroduction

My3QL Connector/ODBC B.0.

La=st updated: FPebruary 2023

(®)1 accept the terms in the license agreement

(7)1 do not accept the terms in the license agreement

This License Information User Manual contains Oracle's product license
and other licensing information, including licens=sing information for
third-party software which may be included in this distribution of

=

Cancel

3. Onthe Setup Type screen, select the Typical option and then click Next.

ﬁ My50L Connector/ODBC 8.0 (64-bit) - Setup Wizard

Setup Type
Choose the setup type that best suits your needs.

Please select a setup type.

(®) Typical

'z
general use,
o)

) Complete

=

il': -, space.)

O Custom

— Common program features will be installed. Recommended for

— All program features will be installed. (Requires the most disk

— Choose which program features you want installed and where they
'y 5 E will be installed. Recommended for advanced users.
[ 1

Cancel

4. On the Ready to Install screen, click Install.
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ﬁ MySCOL Connector,/ODBC 8.0 (64-bit) - Setup Wizard

Ready to Install the Program
The wizard is ready to begin installation,

exit the wizard.

Current Settings:

If you want to review or change any of your installation settings, dick Back. Click Cancel to

Setup Type:
Typical

Destination Folder:

C:\Program Files\MySQL\Connector ODBC 8.0%

- <Bak [ instal

Cancel

5. Click Finish in MySQL Connector/ODBC 8.0 (64-bit)-Setup Wizard to complete

the installation.

ﬁ MySOL Connector/ODBC 8.0 (64-bit) - Setup Wizard

Wizard Completed

(64-bit). Click Finish to exit the wizard.

MySoL

Setup has finished installing MySQL Connector {ODEC 3.0

x

Cancel

Installing MySQL Connector/ODBC 32bit

After you install the MySQL Server, the MySQL Connector/ODBC Setup Wizard opens.

1. Onthe Welcome screen of the MySQL Connector/ODBC Setup Wizard, click

Next.
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ﬁ MySOL Connector/ODBC 8.0 (32-bit) - Setup Wizard *

Welcome to the Setup Wizard for MySQL
Connector/ODBC 8.0 (32-bit)

The Setup Wizard will install MySQL Connector/ODBC 8.0
(32-bit) release 8.0.33 on your computer, To continue, dick
Mext.

MySsQoL

< Badk Next = I | Cancel

2. Accept the MySQL ODBC License Agreement.

ﬂ MySCL Connecter/ODBC 8.0 (32-bit) - License Agreement o

License Agreement

Please read the following license agreement carefully.

Licensing Information User Manual Y

My3QL Connector/CDEC B.0

Introduction

Thi=s Licen=se Information User Manual contains Oracle's product license
and other licensing information, including licen=ing information for
third-party =oftware which may be included in this dissribution of
My3{L Connector/CDBC B.0.

La=t updated: February 2023

(@) I accept the terms in the license agreement
()1 do not accept the terms in the license agreement

| < Back |I Next > I | Cancel |

3. Onthe Setup Type screen, select the Typical option and then click Next.
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ﬁ MyS0L Connector/ODBC 8.0 (32-bit) - Setup Wizard

Setup Type
Choose the setup type that best suits your needs.

Flease select a setup type.

{®) Typical

'i\' -, } general use,

() Complete

.ii': - E" space.)

D Custom

-— Common program features will be installed. Recommended for

- All program features will be installed. (Requires the most disk

— Choose which program features you want installed and where they
o i ? will be installed. Recommended for advanced users.
[}

< Back

Cancel

4. On the Ready to Install screen, click Install.

ﬁ MySOL Connector/QDBC 8.0 (32-bit) - Setup Wizard

Ready to Install the Program
The wizard is ready to begin installation.

exit the wizard.

Current Settings:

If you want to review or change any of your installation settings, dick Back. Click Cancel to

Setup Type:
Typical
Destination Folder:
C:'\Program Files (x86)MySQL\Connector ODBC 8.0Y

< Back

Install

Cancel

5. Aprogress bar enables you to view the progress of the installation. Installation
completes when the MySQL Connector/ODBC 8.0 Setup Wizard displays the

Finish window. Click Finish.

Copyright © 2024. e2open, LLC. All rights reserved.

31



TM-Parcel Fresh Installation Guide Installing Parcel

ﬁ MyS0L Connector/ODBC 8.0 (32-bit) - Setup Wizard *

Wizard Completed

Setup has finished installing MySQL Connector fODBC 8.0
(32-bit). Click Finish to exit the wizard.

MySoL

< Badk Finish Cancel

After the installation wizard completes installing the MySQL components that you
selected to install, there are a few more steps to complete the Parcel installation.

6. Enter the Parcel Artifacts Folder path for storing the Parcel Artifacts of Parcel,
UCM and Java services such as configuration files, log files, etc., in the Parcel
Artifact Folder screen.

Blulay Sclutions Parcel Setup

Parcel Artifact Folder
Provide path to Parcel Artifact folder

Specify the folder where the parcel artifacts should be stored. This iz the root location for
configuration files, log files, electronic manifests etc.

C:5Program Files [#86]Fewillhartifactzfndlogs |

Browse... 1

InztallShield

| Mewxt » | | Cancel
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7. The Parcel Artifacts Folder location can be configured using any one of the
following methods:
a. Application Server Local Path. For Example: C:\BluJay\ParcelArtifacts

b. Universal Naming Convention (UNC) Path. For Example:
\\blujay.global\GlobalShares\ParcelArtifacts

c. Mapped Drive. For Example: Z:\

d. AWS FSx. For Example:
\\amznfsxw4c3qtd6.iaaad.blujaysolutions.net\share

Notes

The Parcel Artifact Folder provided in the above screen should be same
across all the products.

The Parcel Artifact Folder provided in the above screen gets saved in
ParcelSystem.ini file (under installation folder/flagship/bin).

8. Click Next.
The Ready to begin installing software for BluJay Solutions screen appears.

Blulay Solutions Parcel Setup

Ready to begin installing software for Blulay Solutions

The Blulay Solutions Parcel install will take a while, however you will not be azked for any
further infarmation.

< Back Install Cancel

9. Click Install to begin installing the Parcel components — DIServer, Parcel User
Interface, and Parcel databases — that you selected to install at the beginning of
the installation program. While installing the Parcel components, the Installation
Wizard displays a progress bar (as shown in following illustration) enabling you to
track the progress of the installation. This could take anywhere from several
minutes to an extended period of time (depending on machine speed) to
complete.

Completing Database Installation
The following status screens display progress of database instillation:
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Blulay Solutions Parcel Setup >

Parcel

Setup Status

BluJay Solutions Parcel 24. 1 - Installation Setup Wizard

Installing

C:\Program Files (x86)ewil\Flagship\DEUpdate WML \capo. zip

[nztallShield
Blulay Solutions Parcel Setup >
Setup Status

Parcel

BluJay Solutions Parcel 24. 1 - Installation Setup Wizard

Installing Database - Pass 1

niztallS hield

Cancel

After the Parcel Database installation, the installer displays the Schema update
screen.
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¥ Schema update *

Flease wait while your schema is being updated. ..

[OR] i
INSERT INTO DATABASECHANGELOG (ID, AUTHOR, FILEMAME, DATEEXECUTED, ORDEp.
[CK]
CREATE INDEX region_index ON holiday{region)
[OK]
INSERT INTO DATABASECHAMGELOG {ID, AUTHOR, FILEMAME, DATEEXECUTED, ORDE|
[OK]
CREATE INDEX statename_index ON states{state_name)
[CK]
INSERT INTC DATABASECHAMGELDG {ID, AUTHOR, FILEMAME, DATEEXECUTED, CRDE
¥

[oK]

|

<
i | _upcste corprts |

FeF ol Fral

When the Schema update is complete, click Update complete to finish the installation.

The Setup Status screen appears with the Activating Services progress bar.
Blulay Selutions Parcel Setup >

Setup Status

Parcel

BluJay Solutions Parcel 24. 1 - Installation Setup Wizard

Activating Services

[ nztallS hield

Cancel

Installing Stunnel

1. Click I Agree on Setup License Agreement screen, when the stunnel 5.59
installer opens.
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0 stunnel 3.59 Setup — X
License Agreement
Please review the license terms before installing stunnel 5.59. o

Press Page Down to see the rest of the agreement.

“opyright () 1998-2021 Michal Trojnara -

This program is free software; you can redistribute it andfor modify it under the terms of
the GMU General Public License as published by the Free Software Foundation; either
wersion 2 of the License, or (at your option) any later version,

This program is distributed in the hope that it will be useful, but WITHOUT ANY
WARRANTY ; without even the implied warranty of MERCHANTABILITY or FITNESS FOR
A PARTICULAR. PURPOSE. See the GNU General Public License for more details.

‘You should have received a copy of the GNU General Public License along with this W

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install stunnel 5,53,

Cancel

2. On the stunnel 5.59 Setup: Choose Users screen, select Install for anyone
using this computer option, and then click Next.

o stunnel 3.59 Setup — *
Choose Users
Choose for which users you want to install stunnel 5,53, o

Select whether you want to install stunnel 5.59 only for yourself or for all users of this
computer. Clidk Mext to continue.

{®) Install for anyone using this computer

() Install just for me

Install stunnel users Description

Install for anyone using this Install stunnel 5.59 for all users of this

computer compulter.

Install just for me Install stunnel 5.59 for just for
yourself.

3. Onthe stunnel 5.59 Setup: Choose Components to install stunnel with selecting
openssl.exe check box or without selecting openssl.exe check box.
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With selecting openssl.exe check box

If you plan to use stunnel with client-side certificates (i.e., certificatebased
authentication), then you must select openssl.exe check box during
stunnel installation.

a. Select openssl.exe check box and then click Next.

@ stunnel 5.58 Setup — it
Choose Components
Choose which features of stunnel 5.59 you want to install. o

Check the compeonents you want to install and unchedk the components you don't want to
install. Click Mext to continue.

Select components to install; .| Core Files Description

Toals

i i~[v] openssl.exe
[ tstunnel.exe
SR Shor tcuts

|:| Start Menu
|:| Desktop

Space reguired: 4.8 MB

b. On the stunnel 5.59 Setup: Choose Install Location screen, click Browse...

and specify the following Destination Folder and then click Install to
proceed with the stunnel installation.

<Drive>: \<Parcel Install Folder>\Flagship\STunnelService\

For Example: C:\Program Files
(x86)\Kewill\Flagship\STunnelService\
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o stunnel 5.59 Setup — *
Choose Install Location
Choose the folder in which to install stunnel 5.59. o

Setup will install stunnel 5.55 in the following folder. To install in a different folder, didk
Browse and select another folder, Click Install to start the installation.

Destination Folder

| C:\Program Files (x88)\Kewil\Flagship\stunnelService| | Browse...

Space required: 4.8 MB
Space available: 170.4 GB

« Back Install Cancel

c. Enter your address details for the certificate in the openssl.exe file, as
shown in following table to proceed with the stunnel installation.

5 CoProgram Files (288 Keanlh Flaghip| StumnelService b opensl exe

In this field... Do this...
Country Name Enter the country name in 2 letter code. For
Example: US

State or Province Name | Enter the state or province name.
For Example: Massachusetts

Locality Name Enter the city name.
For Example: Chelmsford
Organization Name Enter the organization name (i.e., company name.)

For Example: CA Solutions Ltd.
Organization Unit Name | Enter the company unit name. (i.e, section) For
Example: Engineering
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Common Name

Enter the FQDN details of your server. For
Example: localhost

d. On the stunnel 5.59 Setup: Completing stunnel 5.59 Setup screen, click
Finish to complete the stunnel installation.

o stunnel 5.59 Setup

Completing stunnel 5.59 Setup

stunnel 5.59 has been installed on your computer.

Click Finish to dose Setup,

[(start stunnel after installation;

After Stunnel installation is complete, Setup Status screen displays Activating Services

progress bar.

After the Activating Service is completed, if there are any errors, the Parcel Setup wizard
displays these errors, along with the location of the installation log file.

Note

If there are errors, see the sections under Troubleshooting for information on resolving

these.

Otherwise, click Next to complete the installation.
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Blulay Solutions Parcel Setup >
Problems that need to be resolved

Parcel

The install is not complete. Errors were encountered and some tasks were not able to be
accomplished and need to be completed. Please refer to the list below or to the installation

| 1) Logfile can be found at:
C:\Program Files (x88)ewil\Flagship\BJ241Instal_2024012507_18_10.log

@
ol
LN

m

= Back Cancel

The Install Wizard Complete screen appears.

4. To run Parcel, you need to restart the computer where it is installed. The Install
Wizard Complete screen gives you the following options:

* Yes, | want to restart my compute now (the default selection)

* No, I will restart my computer later.
5. Make the desired selection, and then click Finish to complete the installation.

Blulay Solutions Parcel Setup

Install Wizard Complete

The Setup Wizard haz finizhed, but did encounter errors.
Pleaze refer to the installation log. Click Finish to exit the
wizard.

@?‘r’ea, | want to restart my cormputer now

0 Mo, | will restart iy computer later.

Liog file is: BJ247 Instal_2024012507_18_10.log
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After Parcel installation is successful, follow the Post Installation Steps.

Without selecting openssl.exe check box

If you are not planning to use stunnel with client-side certificates (i.e., certificatebased

authentication), then you do not need to select openssl.exe check box during the
stunnel installation.

1. Clear openssl.exe check box and click Next, as shown in following screen.

Ié stunnel 5.59 Setup =

Choose Components

Check the components you want to install and uncheck the components you don't want ko
install, Click Next to continue,

Select components to install: | Description
=[] Tools
-["] openssl.exe
[[] tstunnel.exe
—-[] shorteuts
[[] start Menu
[[] pesktop

Space required: 4,1 MB

X

Choose which Features of stunnel 5.59 you want to install. o

stunnel installation.
<Drive>:<Parcel Install Folder>\Flagship\STunnelService\

For Example: <Parcel Install Folder>\Flagship\STunnelService\

2. Onthe stunnel 5.59 Setup: Choose Install Location screen, click Browse... and
specify the following Destination Folder and the click Install to proceed with the

Copyright © 2024. e2open, LLC. All rights reserved.

41



TM-Parcel Fresh Installation Guide Connecting Remotely to Database

O stunnel 5.59 Setup = X

Choose Install Location
Choose the folder in which to install stunnel 5.59, o

Setup will install stunnel 5.59 in the following Folder. To install in a different Folder, click
Browse and select another folder. Click Install to skart the installation.

Destination Folder

Browse...

Space required: 4.1 MB
Space available: 20.2 GB

< Back ~ Install Cancel

3. On the stunnel 5.59 Setup: Completing stunnel 5.59 Setup screen, click Finish to
complete the stunnel installation.

o stunnel 5.59 Setup

Completing stunnel 5.59 Setup

stunnel 5.59 has been installed on your computer.

Click Finish to close Setup.

[CIstart stunnel after installation:

After Stunnel installation is completed the Installation Wizard continues with the
installation.

Installing Parcel in a Distributed Environment
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Installing Parcel on the Application Server

To install Parcel on the Application Server so that it points to the Remote MySQL server,
please follow these steps:

1.

Install Parcel on the Application Server, as per the instructions mentioned in
"Complete Installation" section.

Setup and Install Parcel DB on Remote Server, as per instructions mentioned in
"Installing Parcel DB 24.1.0 on Remote Server" section.

Connect Application Server with Remote MySQL Server, as per instructions
mentioned in "Connecting Remotely to Database" section.

Restart DIServer.
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Installing Parcel DB on Aurora Server

Prerequisites:

» Application Server should be installed with Parcel 24.1.0.
e Aurora Server.
To install Parcel DB 24.1.0 on Aurora Server, follow these steps:

1. In Application Server, Navigate to

<Parcel Artifact Folder>\Flagship\DBUpdate\XML\flagshipProperties.xml to change
the value for 'flagshipHost' element from 'localhost’ to the Remote IP Address or
Remote Hostname.

Navigate to<Parcel Install Folder>\Flagship\DBUpdate\XML\SetupProperties.bat

Replace the line "mysql -N -e "SELECT SCHEMA_NAME FROM
INFORMATION_SCHEMA.SCHEMATA WHERE SCHEMA_NAME="didb™ >
"%CURR_DIR%didb_exists.txt" with the line below and replace <hostname>,
<username>, <pwd> with the Hostname/IP, username and password of the
Aurora Sever respectively.

mysql -h <hosthame> -u<username> -p<pwd> -N -e "SELECT SCHEMA_NAME
FROM INFORMATION_SCHEMA.SCHEMATA WHERE
SCHEMA_NAME='didb™ > "%CURR_DIR%didb_exists.txt"

4. Replace the line "mysql -f < %drop_fs_user%" with the line below and replace
<hostname>, <username>, <pwd> with the Hostname/IP, username and
password of the Aurora Sever respectively.

mysql -h <hosthame> -u<username> -p<pwd> -f < %drop_fs_user%

5. Replace the line "mysql -f < %create_fs_user%" with the line below and replace
<hostname>, <username>, <pwd> with the Hostname/IP, username and
password of the Aurora Sever respectively.

mysql -h <hostname> -u<username> -p<pwd> -f < %create_fs_user%
Save the file.
Navigate to<Parcel Install Folder>\Flagship\DBUpdate\installDB_ALL_50.bat

Replace the line "mysql -f < set_permissions.sql" with the line below and replace
<hostname> with the Hostname/IP, username and password of the Remote
Server respectively.

mysql -h <hosthame> -u<username> -p<pwd> -f < set_permissions.sq|

© © N o

10. Open a command prompt using Administrative privileges and change directory to
folder: <Parcel Install Folder>\Flagship\DBUpdate and Execute the command.

11. Execute the following command and wait for it to complete.

InstallDB_ALL_50.bat 1 > update.log 2>&1
Now, the Parcel DB 24.1.0 on Aurora Server is successfully installed.

Installing MySQL on Remote Server

This section provides the information on installing MySQL on Remote Server. To
install MySQL on a Remote Server, follow these steps:
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1. Extract the contents of the Parcel distribution zip file to a folder with no spaces on
the remote server.

2. Navigate to ThirdParty/MySQL folder and install MySQL. Carry out steps 1-12

from Installing the MySQL Server section.Now, the MySQL on Remote Server
is successfully installed.

Note
Make sure that the Remote DB Server has ‘Environment Variables’ > ‘System

variables’ > ‘Path’ as “C:\Program Files\MySQL\MySQL Server 8.0\bin” set. Add
if it is not available already.

3. Inthe ThirdParty/MySQL folder, double-click the CreateRemoteRootUser.bat
file.

4. Copy the my.ini file from Application Server and replace the file on MySQL Server
folder on Remote Server.

For Example:
C:\ProgramData\MySQL\MySQL Server 8.0

5. Ensure that the datadir field in my.ini file is correctly pointed to database root
folder in Remote Machine.

6. Restart MySQL on Remote Server.

Installing MySQL Connector/ODBC on Remote

Server

After you install the MySQL Server, the MySQL Connector/ODBC Setup Wizard
opens.To Install the MySQL Connector/ODBC on Remote Server, carry out steps 1-5

from Installing the MySQL Connector/ODBC section.Now, the MySQL Connector/ODBC
on Remote Server is successfully installed.

After the successful installation of MySQL Connector/ODBC on Remote Server, you
must install Parcel DB 24.1.0 on Remote Server. Refer Installing Parcel DB on Remote
Server for details. After Parcel DB installation, you connect Parcel DB on Remote
Server. Refer to Connecting Remotely to Database for details.

Installing Parcel DB on Remote Server

Prerequisites:

» Application Server should have Parcel 24.1.0 and ensure that MySQL along with
data folder exists.

* Install MySQL on Remote Server. Follow the steps mentioned in Installing
MySQL on Remote Server section.

To install Parcel DB 24.1.0 on Remote Server, follow these steps:
In Application Server:
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1. Copy the 'RemoteMySQL' folder from Parcel 24.1.0 installation package to any of
the drive.

2. Unzip 'RemoteMySQL' and open shipnow.ini file. Replace Hostname "127.0.0.1"
with "Remote Server Name or IP" and save the file.

3. Navigate to 'RemoteMySQL' folder and double click on
"EnableAnonymous_RemoteServer_install.bat" file to enable anonymous user. In
command prompt "Enabled Anonymous MySQL user" confirmation message will
be displayed, as shown in the following screen.

T C\Windows | system32\cmd.cxe i =101 %]

The SqglUserAdmin.log file is generated and placed in the same file path folder.

4. Navigate to <Parcel Artifact
Folder>\Flagship\DBUpdate\XML\flagshipProperties.xml to change the value for
'flagshipHost' element from 'localhost' to the Remote IP Address or Remote
Hostname and 'mySglRootUsername' and 'mySqlRootPassword' element values
need to updated to 'root' and 'root'.

5. Navigate to
<Parcel Install Folder>\Flagship\DBUpdate\XML\SetupProperties.bat

a. Replace the line "mysql -N -e "SELECT SCHEMA_NAME FROM
INFORMATION_SCHEMA.SCHEMATA WHERE
SCHEMA_NAME='didb™ > "%CURR_DIR%didb_exists.txt" with the line
below and replace <hostname> with the Hostname/IP of the Remote
Server.
mysql -h <hostname> -N -e "SELECT SCHEMA_NAME FROM
INFORMATION_SCHEMA.SCHEMATA WHERE
SCHEMA_NAME='didb" > "%CURR_DIR%didb_exists.txt"

b. Replace the line "mysql -f < %drop_fs_user%" with the line below and
replace <hostname> with the Hostname/IP of the Remote Server.mysqgl h
<hostname> -f < %drop_fs_user% .

c. Replace the line "mysql -f < %create_fs_user%" with the line below and
replace <hostname> with the Hostname/IP of the Remote Server.mysqgl h
<hostname> -f < %create_fs_user%

d. Save the file.
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6. Navigate to <Parcel Install Folder>\Flagship\DBUpdate\lnstallDB_ALL 50.bat
Replace the line "mysql -f < set_permissions.sql" with the line below and replace
<hostname> with the Hostname/IP of the Remote Server. mysql -h <hosthame> -
f < set_permissions.sq|l

7. Open a command prompt using Administrative privileges and change directory to
folder: <Parcel Install Folder>\Flagship\DBUpdate and Execute the command.

8. Execute the following command and wait for it to complete.
InstallDB_ALL_50.bat 1 > update.log 2>&1

Once the database update is completed, the command prompt gets closed.
Now, the 24.1.0 Parcel DB is installed on Remote Server.

9. To disable anonymous user navigate to 'RemoteMySQL' folder and double click
on 'DisableAnonymous_RemoteServer.bat' file.

After the user successfully installs the Parcel DB 24.1.0 on Remote Server, they must
connect Application Server with Remote MySQL Server, so refer to Connecting
Remotely to Database section.

Connecting Remotely to Database

This section provides the information on connecting Application Server with Aurora DB
and Remote MySQL Server.

1. In Application Server, Navigate to
<Parcel Artifact Folder>\Flagship\bin\shipnow.ini

2. In shipnow.ini file, comment and place the below code in shipnow.ini and
configure Machine Name or IP (depending whether both Application Server and
Remote MySQL Server available on same network) in the place of localhost
(Remote MySQL Server IP).
MySQLHost="Hostname=localhost;database=didb;User
Id=sn_usr;Password=shipnowdb;ServerPort=1200;"

o X

n f5-1800-c3 ( 10.10.108,146 )

= = *: o 29 o :I,- RLE® 10.10.108.146 n

B shipnow.ini - Notepad

=18 x]
File | Edit Format View Help
[ConnecT] | : 4 d
lCoppectsiringapex="provigde EMDADB2: A "
onnect h

% :
[SCHEMA,
NAME=T10
[DEBUGLOG]

Debugl ogSettings="; DebugRotationvalue=5000000; EventRotationvalue=5000000; EventRotationCriteria=LOGROTNSIZE; DebugRotationCritel

3. Navigate to <Parcel Artifact Folder>\Flagship\WebGUI\config\config-Flagship.php
and provide Remote MySQL Server IP address replacing localhost under "mysq|
didb connection settings" section, as shown in following screen.
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Jk?php
define |
define (
define|
define (

+ §_SERVER(["I- MENT R "1 »:
+r WEBROOT . tegrart I
, dirname(_ FILE ) ):
e  FILE ):

define |

' WEBROOT .
define | 3

. WEBROOT . '/integrat \gship' )z

fimyaql dide iecTion &
define( °* LI . . . .202% Yz
define(| ° . 2 . # yz

define( 'DBPFWD' , *ahig ib* )z
define( °* E EN r - w DS* , *n' )

define(| °* MYSQL', o B* )z

//define defaulr locations

define( ° i ERV DEFA 1 Wi . . sEt 33
define (| 'FLAG 1 ERVER DEFAULT PORT", Ll B .
define( * : 4 [ F i n ¥ N oy
define| °* G F SERVE DEFR I FIVE ME o "¢ L T

serves

4. Navigate to <Parcel Artifact Folder>\Flagship\WebGUI\defines\dbdefines.php and
provide Remote MySQL Server IP address replacing localhost under "mysql didb
connection settings" section, as shown in following screen.

k?php
FILE DESCRIPTION - Javalin database connection settings

E AUTHORS: aslam sayyed

.

[/ fmysql didb connection settings

define ('L ’ ) 3

define ("] - ) 2

define (*DEFWD', ‘shipr b'):

define ("USE ENCRYPTED PASSWORDS', "n'):

define ('DIDB", 'didb'):
£

f/some client may hide the port for security reasons

fdefine{ "DBPORT" , '" ):

™

5. For UCM - configure the details in Config.xml file: ucm/java/META-INF and
Persistence.xml file: ucmljavalMETA-INF (replace localhost and provide Remote
MySQL Server IP address and update username and password.)

6. Navigate to <Parcel Install Folder>\Flagship\ucm\java folder, open 'UCM-
ServerService-Install.bat' file and replace localhost with Remote MySQL IP
address.

7. Open acommand prompt using Administrative privileges and navigate to the
<Parcel Install Folder>\Flagship\ucm\java folder and then run 'UCM-
ServerService-Install.bat' file by passing DBUsername and DBPassword as
command line arguments.
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For Example: UCM-Server-Service-Install.bat <DBUsername> <DBPassword>The
Schema update screen displays, as shown in following screen.

Please wait while your schema is being updated...

[OK]
[OK]
[OK]
[OK]
[OK]
[OK]

INSERT INTO DATABASECHANGELOG (ID, AUTHOR, FILENAME, DATEEXECUTED, ORDE 3
ALTER TABLE package MODIFY keyWaluePais LONGTEXT

INSERT INTO DATABASECHANGELOG (ID, AUTHOR, FILENAME, DATEEXECUTED, ORDE
ALTER TABLE shipment MODIFY keyValueF airs LONGTEXT

INSERT INTO DATABASECHANGELOG (ID, AUTHOR, FILENAME, DATEEXECUTED, ORDE

v

RAN J

T

R | wsostecompet |

When the Schema update (foreground screen) is complete, the Update complete is
activated. Click Update complete to finish the schema upgrade.

8. Do the below modifications as shown in ODBC 32 bit (replace localhost with the

Remote MySQL Server IP address.

System Chata Scunces
Hama Platform
26t
dobB4  Babt
datadh 324k
atadbB4 B4
sorch 124t
sordbBd  BAbt

EX2]

= ODBC Data Seurce Administrator (32-bit)

User DS System DSN | File DSH  Dvivers Tracing  Connection Pooling  About

Drwer

Add
My SQL ODEC 8.0 Unicode Dever
Wy SGL ODEC 8.0 Unicode Deiver Bamove
Wy 501 ODEC B.0 Unicods Dever
MySGLODEC 8.0 Unicode Driver Configure
My5G1L ODEC 8.0 Unicode Deiver
My'SQL ODEC 8.0 Unicode Dever

™y AN OOBC System data source stores information about how fo cornect 1o the ndcated data provider
522k A System data source is visbie to ol users of this computer, including NT senvices

X

o) o | [ Heb

9. Select didb and click Configure.

10. In didb replace localhost of TCP/IP server and provide Remote MySQL Server IP

address, as shown in following screen.
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MySCL Connector/ODBC Dota Scurce Configuration >
I, -__r ‘

Mys0o
Connector/ODBC ?

Connection Parameters
Data Source Mame: IE |

Description: | MySQL ODEC 8.0 Unicede Driver DSN |

(®) TCB/IP Sarver; i12r.n.u.1 port: | 3306
':F HNamed Fipe:

Liser: |5|‘|J_|§f

Password: | EEREREREE

Database: | didb w Test

Detads >3 |I| Cancel Help

11. Similarly do for idatadb and sordb.

12. Do the below madifications as shown in ODBC 64 bit (replace localhost with the
Remote MySQL Server IP address.

3 ODBC Data Source Administeator (B4-bit) x

User DSM  System DSN  Fle DSM  Drivers  Tracing Conmection Pooing  About

System Data Sources
Name Platform  Defwer Add...
didb kri- My3GL ODBC 8.0 Unicode Driver
645t  MySOL ODEC E0 Unicode Driver Remave
datadh 324k MySGL ODEC 8.0 Unicode Driver
idatadbB4 B4bi My5GL ODBC 8.0 Unicode Driver Configure..

sordd kel MySQL QDEC 8.0 Unicode Driver
sordbbd  G4-bi MySGL ODEC 8.0 Unicode Driver

pln An ODBC System data source stores information about how 1o connect to the indicated data provider.
[F--f| A System data source is visible to all users of this computer. inclhuding NT senvices

oo | [ [ ok

13. Select didb64 and click Configure.
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14. In didb64 replace localhost of TCP/IP server and provide Remote MySQL
Server IP address, as shown in following screen.

My5S0L Connector/ODEC Data Source Configuration >

Conn <

Connector/ODBC '
Connection Parameters

Data Source Name: | ot |
Deseription: | MySQL ODBC 3.0 Urscode Driver DSN

(®) TCP/IP Server: 127.0.0.1 poet: 3306 ]
() Hamed Pipe:

Lser: | N _sr

Passyord: |vllrul“ull |
D tabame: [dd:' u: Test

Detals II' Cancal Help

15. Similarly do for idatadb and sordb.

16. Update the following configuration files (files with the .ini extension) in the
local <Parcel Artifact Folder>\Flagship\bin folder so that these files point to
the remote MySQL server:

0 checkver.ini
0 purge.ini

o0 tracking.ini

Note: Wherever you see "localhost" in these files, substitute the IP address of the
MySQL server.

17. Do the below changes in didb.settings (replace localhost and provide
Remote MySQL Server IP address in Remote MySQL Server) Didb URL:
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gl

~BENAB WEE ¥ & Cimtoms
chine s

oooooooooooo &
EEEEEEEEEE

:?Ef EEEEEEEEF

T |

[re———
Gy

T T LI S I = =

Idatadb URL:

Ty

Noté: Update didb.settings t act
Folder>\Flagship\WebGUNoutput where key _name is 'output_dir'
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18. Configure Parcel App Servers in Remote MySQL Server (by default
localhost will be available)

eZopen  Th-Parcel I

reefl ENER . &5 Faal S . B R e

19. Verify the configuration of Parcel App Servers in didb.parcel_app_servers.

After making all the changes Restart MySQL Server in Application Server.
Note: If you are running the Script to add UPS SurePost, update the UPS SurePost
activation batch file as follows:
Replace the line "mysql -ufs_admin_user -pF5@dM1nU5er0!1 -f <
UPS_SurePost_Activation.sgl" with the line below and replace <hostname> with the host
namel/ip of the remote server
mysql -h <hostname> -ufs_admin_user -pF5@dM1nU5er0!1 -f <
UPS_SurePost_Activation.sql
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Post Installation Steps

Configuring HTTPS Certificate on Apache Server

Note: By default, Parcel uses the server.crt and server.key files as certificate in
C:\Program Files (x86)\Apache-httpd\Apache24\conf. It is suggested to get the
certificates from a certification authority and follow the below steps to deploy:

1. Copy the certificate issued from certification authority to the following location.
C:\Program Files (x86)\Apache-httpd\Apache24\conf

2. Navigate to the following location and open the httpd-ssl.conf file in a text
editor:C:\Program Files (x86)\Apache-httpd\Apache24\confiextra

3. Search for the word 'SSLCertificateFile' and replace the <Certificate file> as per the
certificate received from certification authority, as shown below:

j | _ssl.conf - Notepad =l =]
e SE torat ViewilHelp

# Enablé/Disable ssL for this virtual host. o
SSLEngine on

Server Certificate:

Point SSLCertificateFile at a PEM encoded certificate. If
the certificate is encrypted, then you will be prompted for a
pass phrase. Note that a kill -HUP will prompt again. Keep
in mind that if you have both an RSA and a DSA certificate you
can configure both in parallel (to also allow the use of DSA
ciphers, etc.)

Some ECC cipher suites (http://www.ietf.org/rfc/rfca4492.txt)
require an ECC certificate which can also be configured in

# parallel.

SSLCertificateFile "C:\Program Files (xss)\apache-httpd\Apacheu\confkcerti‘d}cate file>"
#55LCertificateFile "${SRVROOT}/conf/server-dsa.crt”
#ssLcertificateFile "${SRVROOT}/conf/server-ecc.crt”

B

Server Private Key:

If the key is not combined with the certificate, use this

directive to point at the key file. keep in mind that if

you've both a RSA and a DSA private key you can configure

both in parallel (to also allow the use of DSA ciphers, etc.)

# ECC keys, when in use, can also be configured in parallel

ssLCertificateKeyFile "C:\Program Files (x86)\apache-httpd\Apache24\conf\<Certificate key file>"|
#ssLCertificatekeyFile "${SRVROOT}/conf/server-dsa.key"

#ssLcertificateKeyFile "${SRVROOT}/conf/server-ecc.key"

#* # o H B

# Server Certificate Chain:
# Point ssiLCertificatechainFile at a file containing the

< {11} >

4. Repeat Step 2.

5. Search for the word 'SSLCertificateKeyFile' and replace the <Certificate key file> as per
the certificate received from certification authority, as shown below:
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File Edit Format View Help

# Enable/Disable ssL for this virtuwal host. ~
SSLEngine on

Server Certificate:

Point SSLCertificateFile at a PEM encoded certificate. If
the certificate is encrypted, then you will be prompted for a
pass phrase. Note that a kill -HUP will prompt again. Keep
in mind that if you have both an RSA and a DSA certificate you
can configure both in parallel (to also allow the use of DSA
ciphers, etc.)

Some ECC cipher suites (http://www.ietf.org/rfc/rfca492.txt)
require an ECC certificate which can also be configured in
parallel.

SSLCertificateFile "C:\Program Files (xss)\apache-httpd\Apachezd\conf\<Certiﬂ:{ate file»”
#SSLCertificateFile "${SRVROOT}/conf/server-dsa.crt”
#5SLCertificateFrile "${SRVROOT}/conf/server-ecc.crt”

#oH o o R N R B R

Server Private Key:

If the key is not combined with the certificate, use this

directive to point at the key file. Keep in mind that if

you've both a RSA and a DSA private key you can configure

both in parallel (to also allow the use of DSA ciphers, etc.)

ECC keys, when in use, can also be configured in parallel

ssLCertificateKeyFile "C:\Program Files (x86)\apache-httpd\Apache24\conf\<Certificate key file>"||
#SsLCertificatekeyFile "${SRVROOT}/conf/server-dsa.key”

#55LCertificateKeyFile "${SRVR0OOT}/conf/server-ecc.key"”

# o # o

# Server Certificate Chain:
# Point SsSLCertificateChainFile at a file containing the

£ 1] >

6. Restart Apache2.4 Service.

Enabling HTTPS on |IS Server

1. Navigate to IIS Manager and double-click on Server Certificates.

& Intemet Infosmation Services (I15) Manager o %
T %, onerueseo » W B
File  View  Help
o @3 DEVBIP-UPOS-BO1 Hol :
> . ¥ me
@ [} F Manage Server
) StartPage p—— = 2 Retar
v 43 DEVEIP-UPES-BOT (BLLMMY = Fho s Sl | Sroop T Arer - >
O Bpphention Posls ASP.NET -
v &l S s - —_ 1 3 = -
2n T 7 =
@ Default Web Site 2 i v "j 3 ah #f 0 '1!,
@ KDIWebSae NET NET NET Error NET  METTrust Apphication Connection MuchineKey Pagesand  Providers
Authorizat. Compilation  Pages  Globalization  Levels Settings Strings Contrals

Sespon State SMTP E-mail

L = E

A B9 B @ e P eE

Authentic... cal Compression  Default Disectory  Erros Pages FastCGl Handler HTTR ISAP and

Document  Browsing Settingi  Mappings  Respan..  CGIRestri.
re
- 3 =
¢ 0 » A » &[0
ISAPIFiters  Logging  MIMETypes  Modules  Output  Request Server Worker
Caching Fitering  [Certificates | Processes
hlansgement -
—
Configunat..  Featuire Shared
Editor  Delegation  Configurat
< 3| [ Fentures View |15 Content View

2. Inthe Actions panel, click Create Self-Signed Certificate...
The Create Self-Signed Certificate dialog box appears, as shown in following screen.
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.y
e €3 » DEVER-UPOS-BOT » L) i -
Eile View Help

Connections Croate Seli-Signed Cerfificate Actions
WA sen

“.- [ |

3 Stant Page Gt Specify Friendly Name
w W5 DEVBIP-UPOS-BOT (BLLAYVH 2
A2 Agphication Pooks Filter
@ Default Web Site i un be sent ta & certdficate authonty far
@ MDIWebSite
I
Flagshep CFTBIBEBE
¥oL TG4
ST Select a cerficate sore for the new certificate iy
el HEASAS
Peronal
Cancel

<

& " Features View |1.° Content View

3. Specify a friendly name for the certificate

The Create Self-Signed Certificate dialog box appears, as shown in following screen.

Create Self-Signed Certificate

[ Specify Friendly Name
ﬁl

sigring:

Specify a friendly name for the certificate:

.Slagshup

Select a certificate store for the new certificate:

Web Hosting v

Specify a file name for the certificate request. This information can be sent to a certificate authority for

Cancel

The Self-Signed Certificate is created as shown in following screen.
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W intemat Information Services (5] Manager

- 3 » DEVEIP-UPCS-BOY »
File  View Help
Cannextions
e .
- L m Jl Server Certificates

My Start Page
w53 DEVEUP-UPDS-BO1 (BLUMY\x

& ShowAll | Groupby: NeGrouping  *

Use thay feature to request and manage certificates that the Web server can use with websites configured for $3L.

o Application Paal: Filter.
A Sitey
Mame lisued To
Fifide0-d68 -4400-2361-74c
f2f3de03- 0607 -4da0- 2361 74c.
12F3de03- 4607 84202361 74c..
Flagship DEVEIP-UPDS-BO1 blujay.gla.
=0 DEVEIP-LIPOS-BO1 blujay.glo..
Parcel

DEVEIP-UPLS-BO1 blujaylo

M- Organaation-P2P-Access.

DEVEIP-UPES-BO1 blujay glo...

DEVEIR-UPIS-BO1 blujay.glo
DEVRIF-UPES-BO1 biujay.glo.

Expiration Dute

- WA BIR0T

1 021 13:34:00
TR0 0:2873
2/28/202011:2355
/22002 00:00:00
Gl 00:00:00
21082 DO:00-00

Centificate Hash
CORN4C 3

DOIDIDETS

BT007SNETF I TOEBFATINEL..

TSASIIBEE0MFETDEGIAS.
519200000971 42F FRATEE2OCT

BEQCORYSIBTMIECE TBIR608E..
JAIFFEEICDLBF TTEDCMIATY..

BL5ISECCIBEGAF GABASDEBCF

P

4. Navigate to Default Web Site, under Actions panel, click Bindings... and create new
Binding with https, as shown in following illustration.

L
e @ » DEVEIP-UPCS-BOT » Stes » Default Web Site » “ W
Eile  Yew Help
- Actions
g Default Web Site Home
Filtery - Ry — B
v 43 DEVBIP-URTS-BOY (LI | — PR -
o Apphcation Pools .
v @) Sites o -
[ O DR Wi o ® Type  HastName Port 19 Addrass Binding Infarm... Add.. i
@ KOWebTte NET a3

Autherizst.. Cor Edit..
l‘ N Manage Website a
15 - -
_“I l Browse Website
[ O A

Authentic.

Configure

*

MIME Types M L]

Close
Management &
Configunat

5. Inthe Actions panel, click Advanced Settings and make sure 'EnabledProtocols' is in

https, as shown in following illustration.
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o
- @ » DEVEIP-UPDS-BOT » Sites » DefaultWeb Site » w -
Eile ‘View Heip
eheancad Sttings
Default Web Site
au e
@ - 7|8, O v (General) &
W StartPage Fas = Applicatian Pool Detault AppPool
- POS-BO1 (B r 2 " N
L UPDS-BO (BLULAYL i - Edit Site
D Agplication Pacly 0 1
&) Sites a & =] : g
X i & ot
[ O Derunwis i) - : Physical Path CiProgram Fites [xB61Wewil\Flagship .
& ot NET NET NET Err A P , lation  Connection
Authorzat.. Compilition  Pages REsich bl Gaidentioly ngs Strings
= = Phrysical Path Credentisls Logon CleaText
Pralong Enabl Fals Mansge
i‘l g pa; reland Ensbled alie Webslte ~
v Behavior .
Machine Key ij mrl Prowide _ :
,,,,,, | B hitp
limits -
3 - L]
€3 K E Browse Website
R |
B £ = ] i ¥ .
Authentic. o6l Compres Fiters  Legging
Confiqure
# &
MIME Type:  Module Outpu
Corchiny w
R Enabiled Protocels .
Enabled Pratocals speciies the protacols thit requeits u use an
pplicaton. The defaultvaus I i, which seables both the HTTP and
i ok Cancel

6. Restart Default Web Site on the 1IS Manager.

Configuring HTTPS Certificate for UCM

Note: For testing, use the ucm.p12 (in Flagship Installation directory > ucm > METAINF)
and ucm.pem (in Flagship Installation directory > WebGUI > ucm > internal). If not, copy
the certificates from certification authority and follow the below steps:

1. Update certificateFilePath and certificatePassword details in <Parcel Artifact
Folder>\Flagship\ucm\java\META-INF\config.xml file, as shown below.

<https>
<Enabled>¥</Enabled>
<CertificateFilePath>./META-INF/uem.pl2</CertificateFilePath>
<CertificatePassword>blujayucm</CertificatePassword>

</https>

2. Update pemFilePath (Full Path to the certificate) and pemPassPhrase in <Parcel
Artifact FoIder>\FIagsh|p\WebGUI\ucm\lnternal\pemFlle propertles file, as shown below.

#If the pem file exists in a dif
HE i\certificatea) )
#\\ <machine \IP>\certificates\ucm.pem {(remote path)

pemFllePath-C \Pragram Files (x86)\Kewill\Flagship\WebGUI\ucm\internallucm.pem
lpemPassPhrase=blujayucm

ent folder then provide full path for the PEM £ile

3. Restart BluJayUCMServer Service.

Configuring 64bit DSN

To configure 64bit DSN, follow these steps:
1. Open command prompt as administrator.

2. Navigate to the installer path. Navigate to \ThirdParty\MySQL folder (Example:
C:\Parcel24.1.0_INST_4591\ThirdParty\MySQL).

3. Execute "Call ODBC 64-bit.bat" file.
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E¥ C:\Windows\System32\cmd.exe - "Call ODBC 64-bit.bat" — O X

Microsoft Windows [Version 10.8.17763.3887]
(c) 2018 Microsoft Corporation. All rights reserved.

C: \Users\pvarre\Downloads\Parcel23.1.8_INST_4334\ThirdParty\MySQL>"Call ODBC 64-bit.bat"

C:\Users\pvarre\Downloads\Parcel23.1.8_INST_4334\ThirdParty\MySQL>pushd

C:\Users\pvarre\Downloads\Parcel23.1.8_INST_4334\ThirdParty\MySQL>cd "C:\Users\pvarre\Downloads\Parcel23.1.@_INST_4334\ThirdParty\MySQL\"

BC: \Users\pvarre\Downloads\Parcel23.1.8_INST_4334\ThirdParty\MySQL>call odbc_64-bit.bat shipnowdb 64-bit
FIND: Parameter format not correct
Press any key to continue . . .

Accessing the Parcel Application

To access the Parcel Application, follow these steps:
1. Openthe Parcel Application using https:/llocalhost/login/login.php URL.

2. Enter the credentials User Name and Password and then click LOG IN.

Please Enter User Name, Password to Login.

User Name |

Password |

Language |Engi|sh v

The Registration screen appears.

Registering Parcel

The first time you log in to Parcel, you need to register your installation of the Parcel product.
On first login, the following 'Registration' screen is displayed:

e2open TM-Parcel
Ship Track My Profile System Workstation ucM Help
Registration

St Cunbomes o
“uerial Murrber Systom Type I
Camstoemes Mame [
Custorner Code

Peelts

Country [Canaca

<

<]

Attention To
Address 1
Address 2
Adierass )
ary
State/Provinee - ™
Postal Code/ 21
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To register Parcel, follow these steps:

1. Onthe 'Registration' screen, enter the following information:

In this field...

Do this...

New Customer

Select this checkbox, to enter the new
customer details.

Serial Number

It is non-editable field.

Customer Name

Enter the customer name of the
customer. It is mandatory field.

Customer Code Enter the customer code if you already
have one otherwise, leave it blank.

Prefix Enter the prefix details of the
customer. It is mandatory field.

Country Select the country name of the

customer. It is mandatory field.

Attention To

Enter the attention to details of the
customer.

Address 1 Enter the address 1 details of the
customer. It is mandatory field.

Address 2 Enter the address 2 details of the
customer.

Address 3 Enter the address 3 details of the
customer.

City Enter the city details of the customer. It

is mandatory field.

Postal CodelZip

Enter the postal code/zip details of the
customer. It is mandatory field.

System Type

Select the required system type: Test
or Production of the customer from
drop-down list. It is mandatory field.
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2. Click REGISTER.After you successfully register, a confirmation message "Product
Registered successfully” appears with a 16 character Serial Number and Customer
Code details, as shown in the following illustration:

‘ Location: @ o
ezopen TM-PaI'CE‘| ship Date: 12/17/2022 < administrator
Ship Track My Profile System Workstation ucMm Help

I Product Registered successfully.
Registration

Serial Number [F41641A3C25EA3BA System Type [Test
Customer Name [PARCEL_TEST

Customer Code [MR. TEST180235253

Country [United States V]

Address 1 [STREET 2

Address 2 [TEST LOCALE

City [CHELMSFORD

State/Province [Massachusetts Iv]

Postal Code/ZIP fo1824

Now, the system is ready to use.
Note: Please save your registration details.

Importing UPS World Wide Validation Data

The UPS Worldwide Validation (WWV) Distribution is a set of data files distributed monthly
by UPS that a customer can be import into Parcel.
To import the UPS Worldwide Validation files, carry out the following steps:

1. Extract the files from the UPS-supplied zip file into a directory on your Application
Server.

2. Inthe Parcel Configuration (Web Admin) tool, under the UPS carrier for which you
want to import these files, click Data Import to open the Import screen. (See
illustration below.)

3. Specify the information on this screen as follows:

In this field.... Type this....

Import Date The World Wide Validation Effective
Date in YYYYMMDD format; for
example: April 06, 2022 is rendered as
"20220406"— (without quotation
marks). This is mandatory field for
World Wide Validation import.

World Wide The full (absolute) path to the folder to
Validation Data which you extracted the World Wide
Directory validation zip file.

For Example:

C\WWV _Files
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Keep previous World Wide Select this checkbox to keep previous

Validation Data World Wide Validation Data, otherwise
it will be purged.

Billable Weight The full (absolute) path to the folder to

Determination which you extracted the UPS file.

Data Directory
For Example:

C:\BW_Files
Peak/Demand Surcharge Data The full (absolute) path to the folder to
Directory which you extracted the UPS Peak

Surcharge zip file.

For Example:
C:\PS_Files

4. Save to import the files or click CANCEL to cancel out of this screen.
Parcel UPS WW Validation Data Directory Import screen

€20PEN TMrParcel Ui .

Ship Track My Profile System Workstation ucm Help

System / US Smoke Test Location / Carriers f UPS / UPS / Data Import
¥ LIMiSsSissauga -Jenny
- (3 US Smoke Test Location A || ImportDate |
+ ()Settings World Wide Validation Data I
- Carriers Directory
DAdd Carrier Keep previous World Wide [7] Enable
[) Delete Carrier Validation Data
—‘1 DHL Global Billable Weight Determination |
* TiFEderal Express Data Directory
7 _‘ii&dix SmarPost Peak/Demand Surcharge Data |
+ (Generic Carrier Directory
+ _INewgistics .
S Caburolator VCI Type Data Directory |
[ INT Express
> aues
FAues
[ Accessorials (Domestic
[ Accessorials (Intl
[) Accessorials (Peak/Demanc
[ Accessorials (Zone Based C
j Port of Entry
[ Range Accessorials
() Shipper Defaults [y
() UPS Developer Kit
URC Version
L Data Import |
Geographic Code
:] Transit Days
sl Lo | v |
[) Weekends
() Import TinT Files v

N Coiml Crirrhmrmne bmmn -

< >

Add/Update Virtual Directory in IS

The Virtual Directory in 1IS is used for viewing the labels and reports.
This section describes about to how add and update the virtual directory in IIS. To
add virtual directory in IIS, follow these steps:

1. Navigate to IIS Manager.
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2. Inthe Connections pane, expand the Server Name, expand Sites node, click Default
Web Site, as shown in following screen.

3. Right-click on the Default Web Site, and then click Add Virtual Directory... , as shown in
following screen.

@3 atormatio 15} Manages (5]
L » Stes » Default Web Sae » [+ W -
File Wi
Connections. Actions
- 0 Default Web Site Home
~

J Filter . G Show All | Group by: Area
5 - Edit Site.
2 « e |
| = 1 s .t
E & ; & | ™) = _»-
Edrt Permiuons. gessicn Defauh Directory  EmorPages  Handier HTTP Logging MIMETypes  Modules
Document  Browsing Mappings  Respan.
P Add Apphication. n
Add Virtual Directory... i 7] Manage Website B
Edit Bindengs... fuest 551 Settings =
fing
Mansge Website v | - L]
o Pt Browse Website
X Remove ) -
Hensme
Swatch to Content View Configure
L]

The Add Virtual Directory dialog box appears, as shown in following screen.

Add Virtual Directory ? X

Site name:  Parcel
Path: I

Alias:
[

Example: images

Physical path:

Pass-through authentication

Connect as...

Cancel

4. In Alias: field, enter "parceloptions".

5. In Physical path: field, click | = ' and browse for Parcel Artifact Folder Path.
For Example: C:\Parcel Artifact Folder
6. Click Connectas

7. The Edit Anonymous Authentication Credentials dialog box appears, as shown in the
following screen.
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Edit Anonymous Authentication Credentials ? X

Anonymous user identity:

@ Specific user:

s =

(O Application pool identity

OK Cancel

8. The Set Credentials dialog box appears.

9. Inthe Set Credentials dialog box, enter Username, Password and Confirm Password in
the respective fields and then click OK

Set Credentials ? X

User name:

Blulay\hitesh.kankariya

Password:

Confirm password:

..............l

OK Cancel

10. Click OK in the Add Virtual Directory dialog box.

11. Click Default Web Site and then double-click on Authentication on in the rightpane, as
shown in following screen.
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MNET Users

. DEVBJP-PRO2-BO1 BLUJAY.GLOBAL - Remote Desktop Connection
Gj Internet Information Services {lI5) !I:;gager
% @ » DEVEIP-PROZ-BO1 » Sites » DefaultWeb Ste »
File View Help
Connections :
& Default Web Site Home

Q- N8

6y Start Page -

i Filtes: v 2 « Bl
v 93 DEVBIP-PRO2-BOT ELUMNS | _ " A58 oWl | Soup vl Area -
<} Application Poals ASP.NET
~ (@] Sites 4 = ] i
n f {

v & Default Web Site » -] “ A “J ’ 3
addressbook NET MNET MNET Error NET NET Profile NET Roles  MNET Trust
aspnet_client Authorizat.., Compilstion Pages  Globalzation Levels
commaon “- ]
config y
custom SMTP E-rmail
defines
error

5
framework ; 5

g 1 ™ 3
help n CGI 1| T 1 = L o
includes o b o g -
integration Authenticatii  CGl  Compression Default  Directory  ErrorPages  Handler HTTP
on Document  Browsing Mappings Respon...

termdata
login %
myprofile L
receive S5L Settings
ship
system Management
track =
track-beta
translation Configurat.
translation37 Editor

Applicstion  Connectior]
Settings Snings

¢ §

ISAPIFilters  Logging

The Authentication screen displays.

12. In Authentication screen, select Anonymous Authentication and then click Edit... in the

& DEVEIR-PRIG-BOLHLL

right pane, as shown in following screen.

UP-PREG-BOT » Sites » Defuit Web St 3

9 Authentication

----- T
- & e Erabind
- G Diebau Wi Site Duabled
Disabled HITP 30 LoguuRadinect

sddressbont
—

EE

The Edit Anonymous Authentication Credentials dialog box appears.

13. In Edit Anonymous Authentication Credentials dialog box, select Specify user option and

click Set and then click OK, as shown in following screen.

Copyright © 2024. e2open, LLC. All rights reserved.

65



TM-Parcel Fresh Installation Guide Post Installation Steps

Edit Anonymous Authentication Credentials ? *

Anonymous user identity:

(®) Specific user:
MUSR Set..

(O Application pool identity

0K Cancel

The Set Credentials dialog box appears.

14. In the Set Credentials dialog box, enter Username, Password and Confirm Password in
the respective fields and then click OK.

Set Credentials ? X

User name:
IBI uJay\hitesh.kankariya

Password:

esscsessesecse |

Confirm password:

[cesesecceeas] |

0K Cancel

15. Click OK
16. Restart IS Service.

To update virtual directory in IIS, follow these steps:

1. Right-click on the created virtual directory, click Manage Virtual Directory > Advanced

Settings.
2. Inthe Advanced Settings window, click next to the Physical Path and choose

the new Parcel Artifact Folder path and then click OK
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B devbjp-pri-bol.blujay global - Remaote Desktop Connection
Lonnections -
@- i & 0 Parcel Home
& Stat Page
] ; 1 5 i g e
v @3 DEVBIR-PROV-BOT (BLUMAR| | _FeT Show All | Group by:  Arca
Application Pools ASP NET
- s -
' [~
DLVebSite B g4 <
~ @ Parcel MET NET NET Error HET NET Profile NETRoles  .NET
rozos [ROBTER Authorizat.. Compilstion  Pages  Globalization Ley]
omimo. -
-
config -
custom SMTP E-maail
defines
ra 2
P —
o oG 1 Fa & =5
0 = o - it =
Authentic cei Compression  Default Directory rPages  Han
umment rosesing n
et Document  Browsing ape]
Manage Virtual Directory  » | (@]  Browse
" Refresh Advanced Settings..
¥  Remow
Switch to Content View
I
1 e I
-
& 2 & petiniaries]
°
H 3

Add/Update KOL and CBRM URLs

1. By default ‘localhost’ value would be available in the file. The machine name and IP
would be whitelisted and should work without adding in the file.

2. If user wants to add any other URL, they can add multiple machine name and IPs
with comma separated in the file at path (Line # 77 and 78) -
I<Artifact location>/ Flagship/WebGUI/config/config-Flagship.php

[SF C:\Program Files (x86)\Kewill\ArtifactsAndLogs\Flagship\WebGUN\config\config-Flagship.php - Notepad++
Window ?
)

File Edit Search View Encoding Language Settings Tools Macro Run Plugins

%5 | h g ® % = I3 ®| ® e

il

o s s & i
[ ot ssl conf L [ corfig-Flagship.php 3

define ( £

WEBROOT .

define ( WEBROOT .

define (
define

define (
define (
define( *
define (
define (

define (
define (
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Additional Optional Steps

Configuring an External Database

Overview - Running Batch Files & Scripts

Parcel uses a MySQL database for internal application purposes. However, you can also
configure an external database to work with Parcel. You can then connect to this
database from within Parcel to access corporate data on shipping history, events,
addresses, and related matters. Currently, Parcel supports the following database types
(in addition to MySQL, installed with Parcel):

e SQL Server (Microsoft)
» Oracle

Note: The size of the Carrier and Service columns in the SOR schema is increased to
20 characters. The appropriate upgrades must be applied for Oracle and Microsoft SQL
Server SOR databases.

Note on Changing SOR Database Type

When changing a MySQL SOR database to an Oracle SOR database, you first need to
place the Oracle ojdbc14.jar file in the local Java\lib\database folder.

When changing a MySQL SOR database to an MSSQL SOR 2019 database, you first
need to place the mssql-jdbc-7.4.1.jre8.jar file in the local Javallib\database folder.
Location and Function of Scripts and Batch Files

To configure a database other than MySQL, sets of SQL scripts provided with your
Parcel installation needs to be run. There are two sets of these SOR scripts, one set for
each database type, in separate folders labeled according to the database (see the
following table). The code in the scripts is customized according to database type.
These SQL scripts, together with the batch files for running them are installed into the
following folders under your BluJay Solutions installation folders:

For Database Script folders location is...

Type...

Oracle <Parcel Install Folder>\Flagship\DBUpdate\SOR\ORACLE\ For
Example:

C:\Program Files
(x86)\Kewill\Flagship\DBUpdate\SOR\ORACLE\

SQL Server <Parcel Install Folder>\Flagship\DBUpdate\SOR\MSSQL\ For
example:

C:\Program Files
(x86)\Kewill\Flagship\DBUpdate\SOR\MSSQL\

These folders contain the following subfolders with the actual scripts for the respective
Parcel versions (starting with 4.0 to 24.1.0) and databases:

* \UPGRADES\.0.000
+ \UPGRADES\.1.000
* \UPGRADES\.1.004
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\UPGRADES\4.1.006

\UPGRADES\5.0.000
\UPGRADES\5.2.000

\UPGRADES\6.0.000
\UPGRADES\6.0.001
\UPGRADES\6.0.002
\UPGRADES\7.0.000
\UPGRADES\17.0.000
\UPGRADES\19.2.000
\UPGRADES\21.1.0
\UPGRADES\21.2.0
\UPGRADES\22.4.0
\UPGRADES\23.4.0
\UPGRADES\24.1.0

Note: The various Sequel scripts called by these batch files configure the database as
follows:

Create tables for audit history, Corporate Address book and groups, and event
log.

Create System of Record (SOR) tables for shipments and shipment headers,
items, and packages.

Create IData storage areas for shipments, packages, and items.
Set the version stored in the database version table.

Using Batch Files to Run Scripts

The Oracle and SQL Server folders contain batch files that run this set of SQL scripts
automatically:

For Database Type... | SOR Batch File Path Name (Relative) and Filename...

Oracle \DBUpdate\SOR\ORACLE\InstallDB_ORACLE_SOR.bat

SQL Server .\DBUpdate\SOR\MSSQL\InstallDB_SOR.bat
.\DBUpdate\SOR\MSSQL\UpdateDB_SOR.bat

Notes:

Each of these batch files in turn calls another batch file in a subfolder and directs
that batch file to operate on the corresponding database. Thus, before running
these batch files, you must first customize them to connect to the database as
described in the following subsections.

Note that there are both an Install and an Update batch files for SQL Server. Run
the Update file only when upgrading Parcel with a patch release.
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Customizing Installation batch file for Oracle
To customize the Installation batch file for Oracle, follow these steps:

1. Inthe .\DBUpdate\SOR\ORACLE\FULL_41 folder, open the following file for
editing by right-clicking on the filename, and then selecting Edit from the Pop-up

menu:
Install_SOR_Oracle.bat file - InstallDB_ORACLE_SOR.bat

2. Find the following line:CALL Install. SOR_ORACLE TNS USERNAME
PASSWORD

3. For the parameters TNS USERNAME PASSWORD (meant to serve as
placeholders only) make the following substitutions:

CALLInstall. SOR_ORACLE <Actual TNS_Name_of Oracle_instance>
<Actual_User_Name> <Actual_Password>

Changing SOR from MySQL to Oracle
To change the SOR from MySQL to Oracle, follow these steps:

1. Download instantclient_19_9.zip file from the Parcel Server and extract the
contents from the zip file to a local system.

For Example: C:\ drive.
2. Set Environment Variables:
a. SET PATH=C:\instantclient_19 9;%PATH% for finding the executables.
b. SET TNS_ADMIN=C:\instantclient_19 9 for finding the tnsnames.ora file.

C.SET LD_LIBRARY_PATH=C:\instantclient_19 9 for finding the shared libraries
shipped with Instant Client.

3. Navigate to C:\instantclient_19_9 path and open 'thsnames.ora' in Notepad and
update the HOST (ex: 10.67.6.100), PORT (ex:1521) and SERVICE_NAME
(ex:pdbprcl.blujay.global) details, as shown in below screenshot.

tnsnames.ora - Notepad

File Edit Format View Help
# tnsnames.ora Network Configuration File: C:\app\Chris.Marshall\OraHome_1\network\admin\tnsnames.ora
# Generated by Oracle configuration tools.

pdbprel =
(DESCRIPTION =
(ADDRESS_LIST =
(ADDRESS = (PROTOCOL = TCP)(HOST = 18.67.6.10@)(PORT = 1521))

)
(CONNECT_DATA =

(SERVICE_NAME = pdbprcl.blujay.global)

)
)

I

4. Navigate to C:\instantclient_19 9 path and run '‘odbc_install.exe'.

5. Open the ODBC Data Source Administrator (32-bit) screen, select the System
DSN tab and then click Add.

The Oracle ODBC Driver Configuration screen displays, as shown in following
illustration.
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Orade QDEC Dever Conf guraticn
-
Dala S Name =
Dezcnphon . S
THS Sernca Name i
Test Connection

Uges IO

Apphcabon  Oracle  ‘Workssounds  SOLServer Migraton
Enable Reud Set: [ Enasbls Query Tmeoid & Resd-Onke Convsction [_]
Ensbls Closing Curtois  []  Enabls Theead Salety A
B atch Aubocoment Mode Commet only # a8 stalements succeed -
Humenc Sedting: Use Duacle HLS sebings o

6. In Oracle ODBC Driver Configuration screen, complete the fields as shown in
following table for sordb and then click OK.

In this field... Do this...

Data Source Name Enter the data source name. For
Example: sordb_orcl

Description Enter the description.
For Example: sordb_orcl

TNS Service Name Select the TNS Service Name from
drop-down list.

UserlD Enter the sordb User ID.
For Example: sordb
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Crade ODBC Lriver Canfiguration

Data Source Name |m |
Descnption “js;dﬁ_mcl. ' Cancel
TNS Service Name | pdbpic] v Hep

| | Test Connection
User ID sordb

Application  Oracle Workarounds  SOLServer Migration
Enable Result Sets [ Enable Quety Timeout Read-Only Connection [

Enable Closing Cursors  []  Enable Thead Salely

Batch Autocommit Mode Commit only if all statements succeed W

Numeric Settings Use Oracle NLS settings b

7. Click Test Connection to test the sordb connectivity to the database, the Oracle
ODBC Driver Connect dialog box appears, as shown in following illustration

Orade QDBC Driver Connect X
Service Mame
pdbprcl
I Qser Mame '
sordb Carci
Fasswod ~  [apou.
| m.l.....l.mﬂ ‘
) !

Note: By default, the Service Name and User Name fields are filled with details.

8. Enter Password in *Password* field and then OK.
The 'Connection successful' message appears, as shown in following screen.
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Testing Connection X

Connection successful

OK

9. Similarly complete the fields for idatadb, as shown in following table and then click

OK.

In this field... Do this...

Data Source Name Enter the data source name. For
Example: idatadb_orcl

Description Enter the description.
For Example: idatadb_orcl

TNS Service Name Select the TNS Service Name from
drop-down list.

UseriD Enter the idatadb User ID. For
Example: idatadb

Cracle ODBC Driver Configuration

Data Source Name | idatadb orc] |
Description idatadb_orc! Cancel

| : Hel
TNS Service Name | pdbpecl > p

Test Connection

User ID |idatadb

Apphication  Oracle Workarounds  SOLServer Migration
Enable Result Sets Erable Query Timeout Read-Only Connection [_]

Enable Closing Cursors  []  Enable Thiead Safety

Batch Autocommit Mode Commit only if all statements succeed v

Numeric Settings Use Oracle NLS settings b

10. Click Test Connection to test the idatadb connectivity to the database and enter
password in the Password field and then click OK.

11. Do the changes in didb.settings, as shown in following table:
a. SORDB
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domain sub_dom | key_name key_value
ain

core sor dbtype Change from mysq| to
oracle.

core sor dsn Enter dsn name.
For example: sordb_oracl

core sor userid Enter the user id.
For example: sordb

core sor password Enter the password.
For example:
LyFva55hVGfPF56s

core sordb name Enter the sordb name. For
example: sordb

core sordb username Enter the sordb username.
For example: sordb

core sordb password Enter the sordb password.
For Example:
LyFva55hVGfPF56s

core sordb driver Change to
oracle.jdbc.OracleDriver

core sordb url Enter the URL in
jdbc:oracle:thin:@(DESCR
IPTION=

(ADDRESS=(PROTOCOL
=tcps)(PORT=portnumber
)(HOST=oracleserveripad
dress))(CONNECT_DATA
=(SERVICE_NAME=portn
umber/servicename)))
format. For Example:
jdbc:oracle:thin:@(DESCR
IPTION=
(ADDRESS=(PROTOCOL
=tcps)(PORT=1525)(HOS
T=10.67.8.49))(CONNECT
_DATA=(SERVICE_NAM
E=pdbprcl2.blujay.global))
)
Note: For SSL connection
PROTOCOL should be
tcps for non-SSL
connection PROTOCOL
should be tcp, port number
also change based on ssl
or non-ssl connection.
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domain

sub_dom
ain

key_name

key_value

dbsconnection

sordb
h

trustStore_pat

Enter the trustStore path.
For Example:
C:\client_wallet\client_wall
et\cwallet.sso Note:
trustStore_path should be
the cwallet.sso file
path,this is mandatory for
ssl connection (tcps)

dbsconnection

sordb

trustStore_pa
ssword

Null Note:
trustStore_password is not
required for oracle ssl
connection.

dbsconnection

sordb

use_secure_e
ncryption

Set this flag to 'y’ to turn on
for ssl connection (tcps).
Valid values are:

°y

°n

By default, this key is set to
n'.

e 1 Result | SEEEE 3 Messages [l 4 Table Data a 3lnfo
| | (Read Oniy) g || =8 1
O machine name key_name
0O aLc dsn or
O AL user id 5 58
O a password LyFvaSShVGEPFSés 168
O AL enable batch_log n 18
O atr addparam 08
O aLL send_userpass_seperately |n 18
O AL dbtype oracle [1.]
0O aLL name 58
O At type 48
O ALE url 1388
O awL username ]
0O aLL password aSShVGEPFSEs 168
0O aLc driver oracle.jdbe.oracledriver 248
O AL 0B
O aL Ci\client_wallet\client_wallet\cwallet.sso 428
O aLe 0B
0O AL ncryption 18
b. IDATADB
domain sub_domain key_name key_value
core idata dbtype Change from
mysql to oracle.
core idata dsn Enter dsn
name. For
example:
idatadb_oracl
core idata user id Enter the user
id.
For example:
idatadb
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domain sub_domain key_name key_value
core idata password Enter the
password. For
example:
uygSCupx9n7J
56Av

core idatadb name Enter the
idatadb name.
For example:
idatadb

core idatadb username Enter the
idatadb
username. For
example:
idatadb

core idatadb password Enter the
idatadb
password. For
Example:
uygSCupx9n7J
56Av

core idatadb driver Change to
oracle.jdbc.Ora
cleDriver
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domain sub_domain key_name key_value
core idatadb url Enter the URL
in

For Example:
jdbc:oracle:thin:
@(DESCRIPTI
ON=
(ADDRESS=(P
ROTOCOL=tcp
s)(PORT=portn
umber)(HOST=
oracleserveripa
ddress))(CONN
ECT_DATA=(S
ERVICE_NAME
=portnumber/se
rvicename)))
format.
jdbc:oracle:thin:
@(DESCRIPTI
ON=
(ADDRESS=(P
ROTOCOL=tcp
S)(PORT=1525)
(HOST=10.67.8
49))(CONNEC
T_DATA=(SER
VICE_NAME=p
dbprcl2.blujay.g
lobal)))

Note: For

SSL
connection
PROTOCOL
should be tcps
for non-SSL
connection
PROTOCOL
should be tcp,
port number
also change
based on ssl or
non-ssi
connection.

domain sub_domain key_name key_value
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dbs-connection | sordb trustStore_path | Enter the
trustStore path.

For Example:
C:\client_wallet\
client_wallet\cw
allet.sso Note:
trustStore_path
should be the
cwallet.sso file
path,this is
mandatory for
ssl connection

(tcps)

dbs-connection | sordb trustStore_pass | Null Note:

word trustStore_pass
word is not
required for

oracle ssl
connection.
dbs-connection | sordb use_secure_en | Set this flag to
cryption 'y' to turn on for

ssl connection
(tcps). Valid
values are:

°y

°n

By default, this
key is setto 'n'.

=P LTl [ 2 Profiler 3 Messages [l 4 Table Dats a §info

vg | v| (ReadOny) W | BREE Y [t rows Frstrow (41 [0 | [ #of rows [1000
a domain sub domain  |key name key_value

O idata query_fromhold u 1B
O awL cor idata dsn idatadd_oracl 138
O aLL core idata password uygSCupxén?JSEAv 168
O AL cor idata user id 1datadb 78
O AL idata dbrype oracle &8
0 AL core idata addparam o8
O AL idata send_userpass_seperately n 18
O L idatadb name 1datadb 78
0 A idateds type Joec 4B
O aLL idatadb url jdbc:oraclesthin: @ (DESCRIPTION= (ADDRESS=(PROTOCOL=tcpa) (F... | 1388
0O AL idatadb usernams idatadb 78
O L tion idatadd password uygSCupxdnTJISEAv 168
0O A idatadb driver oracle. jdbc.oracleDriver 248
0O AL 1datadd dialect ]
0O AL idatadb trustStore path C:\client wallet\client wallet\cwallet.sso 428
0O AL idatadb trustStors_password 0B
O L 1datadd use_secure_encryption ¥ 18

c. JAVAVM

Copy and place the ojdbc.14.jar file in C:\ drive and define the path in
add_class_path
| domain | sub_domain | key_name | key value
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core javavm add_class_pat | C:\instantclien
h t 19 9\ojdbc14
Jjar

EP TN ¢ 2 Profiler ™ 3 Messages Bl 4 Table Data  « 5 Info
AGE~| 'adbse v BHHABIEEE

O|machine name |domain |sub_domain |key name |key value
OaLn core javavm add class path [C:\instantclient 15 S\ojdbcid.jar 338 l
O ALL core javavm javaJRE folder ..\javaljre 286 158
0 ALL core javavm javavM folder .. \java
O ALL core javavm javavM options -Xrs

. ({NULL)

T @ [] Limit row: First row

1B
4B
0K

12. Restart Kewill DiServer Service, KewillFlagshipConnectorFileService and
KewillFlagshipDatabaseFileService Services.

Note: If Parcel is installed in [IS Environment, Restart IS Service. Configuring
the didb.settings table

1. You can use Parcel's Web Admin tool to update the Parcel didb.settings table for
use with your external database. (This procedure assumes you are using the
Parcel Web Admin tool. Alternatively, you can use SQLyog or another database
administration tool to enter the values directly in the database.)

2. In Parcel, select System > Locations > Global Settings > Settings, and make the
following entries in the Settings table by clicking the plus ( F ) icon in the upper
left corner. Note that for all the entries, the value for machine_name is "ALL"
(uppercase, no quotes). The display_name field is the description. The remaining
column names and values (shown without quotes) are given in the following table:
domain sub_domain | key_nhame key_value display_nam
e

core sor dsn Didb SOR DSN
Name

ODBC DSN

Setup in
Windows]

domain sub_domain | key_nhame key_value display_nam
e
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core

sor

user id

<User_ID>
for example:
sn_usr

SOR
database
user name

User Name
set

up in external
database]

SOR
database
password

<Password>
for example:
shipnowdb

core sor password

Password set
up

in external
database]

core javavm add_class_pa Class path for
th Java Virtual
Machine

3. Add the class path for the Java Virtual Machine (.jar file) as follows:

domain: core sub_domain:

javavm Key_name:

add_class_path

key_value: .\java\lib\database\<javavm_filename>.jar For

Example: ..\java\lib\database\mssql-jdbc-7.4.1.jre8.jar

Where the path name is the relative path under the BluJay Solutions installation
folder.

Note: The Java Virtual Machine is not included in your BluJay Solutions
installation. You must download this from the Sun Microsystems Java Web site
separately.

4. If you have instances of the external database in addition to the default, add the
URL for the database server and the instance name of the database as follows:

domain: dbs-connection
sub_domain: sordb
Key_name: url key_value:
jdbc:<database_type>://<server_IP_address>:<port_no.>;databaseName=sordb
For Example:
jdbc:sqlserver://localhost:1433;databaseName=sordb

5. When you have entered the Key Name, Key Value, and Display Name for each
key, click SAVE at the bottom of the screen. Note that each key occupies one row
in the Settings table.
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Installing Oracle JDBC Driver for Parcel

To use an Oracle database as the IData/SOR for Parcel, you first need to install the
Oracle JDBC Driver.

Caution: If you routinely ship a high volume of shipments and encounter timeouts with

your Oracle ODBC connection, you need to increase the number of processes
allowed by Oracle. Notes:

* The Parcel Java distribution includes the JDBC driver. For the version of Java that
Parcel uses, the required driver is: ojdbc5.jar

» To check settings for steps 1-3, see the "Checking Settings" section in TM-Parcel
— Upgrade Installation Guide

Installing Oracle JDBC Driver
To install the Oracle JDBC Driver, follow these steps:

Change the appropriate settings in the MySQL didb.settings table for the JavaVM and
Database Server (DBS) Connection as follows:

1. Add the path name to the ojdbc5.jar file for the key_value of the add_class_path
entry. If there are any entries for this key_value already, separate the additional
path name with a semicolon.For Example:

uachine_name [domain [» sub_domain [key name | Rey_value dlapley_name
ALL core javave jevalRE_folder --\java\jred _7_5_05 Java JRE root Folder
ALL core ] evaTe JavaVi_folder -« \java Java VA root Folder

ALL core Jevave add _class path [..\java\lib\database\ojdbcS.jar |Addicional Class Path information for JavaVl

ann

2. Change the settings for the SOR and/or the IData connection to the appropriate
values for the JDBC connection.For Example:

ey _value cisplay newe
sordb dialect Oracle Hyberpate 30L Dialect used for counnection
aexdh driver oracle.jdbe. Oreclebriver Database driver used to coancct

dhz-zonnscrion  serdh nane sexds

db=-conn=etion
Comneerion nome used ©a connect to serdb via Database I
dbe-connsotion  sordb pessword  Fi_DEV DPatabase Password

dbg-connzotion  pordb type JTEC Commection type uoed o conncot to gordb via Database

dbg-connaction gordb url jcébe:oracie: chin: 010.10.97.244:152110cc]l  Comnaction TRL used to connect to sordd via Databass Sa
dbg-connaction soxdh ugeEnANe FE_DEV Databage Uzex name

CAUTION

The value (in the key_value column) for key_name = "name" must not be
changed.

3. In order to access the SOR tables from the Ul, you must set up an ODBC driver
and modify the settings to use the DSN.For Example:

nachine nane domain  |sub_domain  |key name “u'y value |:|uplny name
| JoracLE core sot addparan Additional ODBC Connection Paramsters
EDRAELE core sor dbtype oracle The S0R database application Ny3QL, MSSQL, etc
_l:jDRACLE core sor dsn sordb_orcl 30R D3N Name
LjDP.ACI.E core sor enable_batch_log n Enable logging of batch events
Emm: core sor password F3_DEV S0R dacabase password
DDPACLI core sor send userpass seperately ¥ Send Username and Passwvord seperately in ODBC Connect
[~ |oRACLE core s0E user id F3_DEV 50R darabase USEr name
=

Note: For additional information on SOR/IData Settings, refer to section Updating DB
Settings for SQL Server & Oracle SOR

Customizing Installation batch file for SQL Server
To customize the Installation batch file for SQL Server, follow these steps:
1. Inthe .\DBUpdate\SOR\MSSQL\ folder, open the following file for editing by right-
clicking on the filename, and then selecting Edit from the Pop-up
menu:lnstallDB_SOR.bat

2. Find the following line:CALL Install_SOR_MSSQL DSN USER PASSWORD
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3. Forthe parameters DSN USER PASSWORD (meant to serve as an placeholders
only) make the following substitutions:CALLInstall. SOR_MSSQL
<Actual_ DNS Name_of ODBC_database>
<Actual_User_Name> <Actual_Password>

Note: For SQL Server, the parameters DSN_Name, User_Name and Password must be
passed in exactly this sequence.

Customizing the Upgrade batch file for SQL Server
To customize the Upgrade batch file for SQL Server, follow these steps:

1. Inthe MSSQL folder, open the UpdateDB_SOR.bat file for editing by rightclicking
on the file, and then selecting Edit from the Pop-up menu.

2. Forthe parameters FILENAME DSN USER PASSWORD (meant to serve as
placeholders only) make the following substitutions:CALL
<Actual_Update_Batch_Filename>
<Actual_ DNS_Name_of ODBC_database><Actual_User Name>
<Actual_Password>

Adding SOR Settings for SQL Server
To use a Microsoft SQL Server (SQL Server) database as the IData/SOR for Parcel, you
first need to download and install the SQL Server JDBC Driver. Notes:

 The SQL Server JDBC driver is not included with Parcel. You need to download
this driver separately. This driver is Open Source, and you do not need an
account to download the required files. (See steps 1-2 of the following procedure.)

» To check settings for Step 3a and Step 3b, see the "Checking Settings" section in
TM-Parcel - Upgrade Installation Guide.

Installing JDBC Drivers for SQL Server:
To install the JDBC Driver for SQL Server, follow these steps:

1. Download the SQL Server JDBC Driver as follows: This driver is currently
available from the following Sourceforge.net Web Page:
https://docs.microsoft.com/en-us/sql/connect/jdbc/system-requirements-for-
thejdbc-driver?view=sql-server-2019
Note: For the version of Java that Parcel uses, the required driver is called JTDS
- SQL Server and Sybase JDBC driver. The executable filename is: mssqgl-jdbc-
7.4.1.jre8.jar

2. Download the distribution zip file and unzip it to any folder. BluJay Solutions
recommends the following path:..\Kewill\Flagship\java\lib\database

3. Modify the appropriate settings in the MySQL didb.settings table for the JavaVM,
Database Server (DBS) Connection, and class path as follows:

a. Add the path name to the mssql-jdbc-7.4.1.jre8.jar file (see step 2) for the
key value of the add_class_path entry.

| domain | sub_domain | key name | key value |
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core javavm add_class_pat | <Parcel Install

h Folder>\Flagsh
ip\javallib\data
baselmssqljdbc-
7.4.1.jre8.jar

For Example:
The value for the machine column in the above example is ALL.

b. Change the settings for the SOR and/or the IData connection to the
appropriate values for the JDBC connection.

Note: In order to access the SOR tables from the Ul, you
must set up an ODBC driver and modify the settings to use
the DSN. The following example displays all the settings in
addition to the class path (see the example under step 3a.
above) that need to be configured:

Updating DB Settings for SQL Server & Oracle SOR
After completing your Parcel 24.1.0 installation, you need to update the didb.settings
table if you are using one of the following database types for your SOR database:

e MS SQL Server
* Oracle

To update the Parcel database for a SQL Server SOR:
1. Stop the DIServer.

2. Edit the didb.settings table as follows: In the sor_subdomain, for the key_value of
the dialect key name, enter SQLServer, as shown in the following illustration:

machine name |~ domain |sub_domain key mane ‘kEey wvalue
ALL dhs-connection  sordb dialect SOLServer

To update the Parcel database for an Oracle SOR:
1. Stop the DIServer.

2. Edit the didb.settings table as follows: In the sor_subdomain, for the key_value of
the dialect key_name, enter Oracle, as shown in the following illustration:

machine name |+ domain (sub_dowain (key name key walue
JALL dbs-connection socdb dialect |Dra|:le

After updating the Parcel database, to test your update:
1. Restart the DIServer.
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2. Process atest shipment, and then Void the shipment.

Configuring LDAP User Authentication

Overview
Parcel supports user authentication using the Lightweight Directory Access Protocol
(LDAP) and Windows Active Directory® as follows:

* LDAP - This software protocol enables users to locate organizations, individuals,
and other resources such as files and devices in a network, including the Internet
or a corporate intranet.

* Windows Active Directory - This directory service forms an integral part of the
Windows 2000 architecture. Active Directory is a centralized and standardized
system that automates network management of user data, security, and
distributed resources, and enables interoperation with other directories. Active
Directory is designed for distributed networking environments.

This section describes how to set up Parcel to use LDAP. Requirements
The following requirements must be met to use LDAP authentication with Parcel:

* An LDAP server must be installed and in operation.
* Parcel must be able to access the LDAP server.
Note: Parcel does not need to be in the same server with LDAP.

Configuring LDAP with Parcel

The following subsections describe how to configure LDAP with Parcel:
» Editing the php.ini file
» Configuring database settings
» Configuring the Parcel login

Editing the php.ini file

Check whether the php_ldap.dll extension is enabled in the php.ini file. If this extension
is not currently enabled, you must edit the php.ini file to enable this extension. To
check/edit the php.ini file:

1. Stop the Apache Web server.

2. In Windows Explorer, open the Windows folder and locate the php.ini file.
Typically, this folder is located in the path:<Parcel Install Folder>\Flagship\php (or)
<Parcel Install Folder>\Flagship\phpnts

3. Open the php.ini file in a text editor such as Notepad or WordPad, and then locate
the line with the statement for the php_Idap.dll extension, as show in the following
illustration:
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£ php.ini - Notepad
File Edit Format ‘iew Help

[PHP_GMP]
yextension=php_gmp.dl1
[PHP_IMAP]
yextension=php_imap, dl]
[PHP_INTERBASE]
;extension=php_interbase.dll

lextension=php_
PHP_MBSTRING
;extension=php_mbstring.dl]
[PHF'_MCRYF'TEJ
sextensionsphp_mcrypt. dll
[PHP_MHASH]

4. If the line extension=php_Idap.dll is "commented out", that is, proceeded by a
semicolon at the start of the line, delete the semicolon. (The above illustration
shows this line with the semicolon removed.)

Save and close the php.ini file.

Restart the Apache server.

Configuring Database Settings

You need to configure the Settings table in the Parcel didb database (didb.settings) for
the LDAP server and other authorization settings. To configure the settings table:

1. Open Parcel and log in with Administrator privileges.

2. From the System menu, select Settings > Locations > Global Settings > Settings
to display the didb.settings table.

3. Edit the settings for key names and values according to the following table:

machine_na | domai | sub_doma | key_name key_val | Description
me n in ue
ALL ui-auth | auth authtype Idap Valid values for
authentication
type:
 LDAP
server -
Idap
e SSO -sso
» database
» database
machine_na | domai | sub_doma | key_name key val | Description
me n in ue
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ALL

ui-auth

Idap

Role_default

usr

Parcel roles:
s usr-
applicatio
n user
+ ead-
Applicatio
n

Administr
ator

e eed-
Enterprise

Administr
ator

» toh-
Default
Ship to
Hold user

ALL

ui-auth

Idap

basedn

<variable
>

The Base DN as
listed in the
Idap_location
table. (See the
following
example.)

ALL

ui-auth

Idap

port

389

The default port
for the

LDAP serveris
389.

ALL

ui-auth

Idap

domain_control
ler

<variable
>

The machine
name or

IP address of the
LDAP

server in the
Idap_location
table. (See

the following
example.)

machine_na
me

domai

sub_doma
in

key_name

key_val
ue

Description
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ALL ui-auth | Idap account_suffix

<variable
>

The domain
name of the
LDAP server

as listed in

the

Idap_location
table.

(See the following
example.)

ALL ui-auth | database dsn

didb

The name of the
Parcel database.

ALL ui-auth | database username

sn_usr

The script for this
function requires
this user

name.

ALL database password

shipnow
db

The script for this
function requires
this password.

didb.ldap_location Table Example

The following example of an idap_location table in the Parcel didb database shows
examples of values for the domain_controller, account_suffix, and basedn fields listed in

the previous table:

® [ iems — = . .
= -;-:; =5 1 Result o 2 Messages LE 3 Table Data |;-‘:-; 4 Objects @ 5 History
# [ login =) H == Q [ Show Al Limi

. =l Hioskel  cikak 0 50
# 55 kl_pack_type —i —_— —l =
[ 2] Miclass domain_controller [user friendly nawe |+ portno |account suffix  |basedn |
® _ maiizone [ |10.10.10.10 3atisfied Customer 383 saticus. local satis
o =_ rnana‘e;t_d?ta | |domcmrll.corpco.net  Corporate LDAP 389 COorpco.net COLpco
ol — Sl % ] 389 (NULL} (HULL)
[# =2 menu_items

Notes

 The Parcel DI Server must be on the same network or have a VPN connection to

the domain controller.

* You can use SQLyog or another database management tool to edit the Parcel

didb database.

Configuring the Parcel Login

To configure the Parcel login to work with LDAP user authentication:

1. Inthe Windows Active Directory, create a user name and password for each
LDAP domain controller that you specified in the Idap_location table. (See

Windows documentation for this procedure.)
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2. Open the Parcel application, so that the login screen for the Web GUI is
displayed. Note that the login screen now includes a field called "Domain
Controller" with a drop-down list containing all the configured LDAP servers listed
in the didb.idap_location table (by user_friendly _name value), as in the previous
example:

e2open Global Parcel

- y o —— "
Please Enter User Name, Password to Login.
AN . T TV

User Name

|
Password ‘ |
Language \

Copyright € 2023 eZopen, LLC. All rights reserved.

3. From the Domain Controller drop-down list, select the Domain Controller you want
to use for this login, enter the User Name and Password that you set up in step 1
for this Domain Controller, and then click LOG IN In to open the Welcome
screen (Home page) of the Parcel Web GUI.

If the login is successful (everything has been configured correctly, Parcel carries
out the following steps:

a. Authenticates the User Name and Password with the LDAP server.

b. If authentication is successful, checks that the User Name exists in the
Parcel didb.login table.

If the User Name exists, Parcel opens the Welcome screen (Home page).

If the User Name does not exit Parcels adds a record for that User Name
in the didb.login table, and then adds records for that user in the

didb.user_shippers table for each location configured within Parcel. (This
means that, by default, this user has access to ship from every location.)

Notes:

» Parcel determines a user's role by the group value returned as part of the LDAP
response. This means that you need to assign LDAP users to groups within
Parcel. (For information on how to do this, see the Parcel Help.)

» In addition, after a successful initial login, you need to set a default location for the
LDAP user that you logged in as. (For information on how to do this, see the
Parcel Help.)

Purge Utility
Since Parcel uses MySQL databases for internal configurations, carrier configurations,

and shipping transactional history; maintenance needs to be performed on these
databases to maintain data integrity.
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Parcel is delivered with a utility named the Purge Utility. This utility is configured to purge
data from specified schemas based on certain conditions. In addition, the Purge Utility
can clean up files, database and both as part of the purging process.

The Purge Utility then performs extended create, repair and optimization on tables where
data is purged. The data is placed into backup CSV files and can be used to restore data
if necessary.

This Purge Utility can be run manually from the Flagship bin folder or it can be scheduled
as a task to be run from the Windows Task Scheduler.

Note: It is recommended that the Purge Utility be run during non or low-impact business
hours.

The Purge Utility uses several tables in MySQL for internal configuration and to
determine what schemas need to be purged and under what conditions. For

internal configuration, the Purge Ultility uses the DIDB.SETTINGS table. The

records associated with the Purge Utility in this table are:

machine_na | domai | subdomain | key_name key_value
me n
ALL Purgin | databas e backup_dir <Parcel Install
g Folder>\Flagship\Purge_ bac
kup
ALL Purgin | databas e repair E
g
ALL Purgin | databas e optimize Y
g
ALL Purgin | databas e create_backup_fil | Y
g es

The key_name = backup_dir specifies the location where the purged data will be placed.
The key_name = repair specifies that extended repair will be done on the tables. Options
are:

* N = perform no operations
e Y = perform standard repair
* E = perform extended repair (recommended)

The key_name = optimize specifies that the tables are optimized after a purge. Options
are:

* N = perform no optimization
* Y = perform optimization (recommended)
The key_name = create_backup_files specifies the creation of backup files. Options are:
e Y = perform creation of backup files
» N = perform no creation of backup files

Note: You can also set the purge settings in Application under, Global Settings > Settings
> search for Key Name: create_backup_files.

The purge settings displays, as shown in the following screen.

Copyright © 2024. e2open, LLC. All rights reserved. 89



TM-Parcel Fresh Installation Guide Additional Optional Steps

e2open  TM-Parcel U

Ship  Track  MyProfile  System

System / Settings

< pagefi oENED A Editrecord

Location 1D Location Name rnchie s it
n
‘ s=ARCH [ P
) Key Name

Key Value
Display Name T
Value Type e

Gl

For database schema definition, the Purge Utility uses the following
DIDB.DB_PURGE_SCHEMA table.
Samplings of the records in this table are:

Schema_id | Db_name | Table_name dateformat | create_file | is_custom
10 didb intl_detail yyyymmdd |y Y
11 didb intl_master yyyymmdd |y Y
12 didb preship_shipments | yyyymmdd |y Y
13 didb preship_packages | yyyymmdd |y Y
14 didb error_log yyyymmdd |y Y

The Schema_id is related to the Schema_id defined in the
DIDB.DB_PURGE_CONDITIONS table.

The Db_name defines the schema that the table to be purged is found in.

The Table_name defines the table to be purged in the previously defined schema.
The dateformat defines the data format specified in the previous defined table name.
Please note that purging conditions are based on age of the records and specifically use
dates based on the condition to purge.

The create_file flag specifies whether a backup file is created for a table that is purged.
Tables will always be purged, saving the data is optional.

The is_custom flag is used to prevent newer builds from overwriting these tables when
upgrading to a newer version of Parcel.

For database purging conditions, the Purge Ultility uses the
DIDB.DB_PURGE_CONDITIONS table. Samplings of the records in this table are:

Condition | Schema | Column_t | Column_name Conditi | Valu | is_cust
_id _id ype on e om
2000 10 DATE pickupdate <= @31 |y

2001 11 DATE Pickupdate <= @31 |y

2002 12 DATE ship_date <= @31 |y

2003 13 DATE ship_date <= @31 |y

2004 14 DATE Date_format(log_t | <= @31 |y

ime, %Y%m$d')
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The Condition_id is an auto incremental value for the records created in this table. It is
not used with the Purge Utility.
The Schema_id is related to the Schema_id specified in the
DIDB.DB_PURGE_SCHEMA table.
The Column_type denotes that the type of value contained in the defined column is a

type of DATE.

The Column_name defines the name of the column found in the table specified in the
DIDB.DB_PURGE_SCHEMA table.
The Condition is used to define the condition of the purge query.
The value specifies the number of days to be used for the purge query condition. The
value can be 1 to n, where n is any value within reason. This value signifies days and
must be specified with the '@" sign.
The is_custom flag is used to prevent newer builds from overwriting these tables when
upgrading to a newer version of Parcel.
For file purging conditions, the Purge Utility uses the DIDB.FILE_PURGE_CONFIG table.
Samplings of the records in this table are:

File_purge_ | Folder File_mask No_of da | is_custo
id ys m
2000 <Parcel Artifact di_debug.lo | 30 y
Folder>\Flagship\bin g*
2001 <Parcel Artifact di_debug.lo | 30 y
Folder>\Flagship\bin\di_logs\b | g*
ackup
2002 <Parcel Artifact di_event.log | 30 y
Folder>\Flagship\bin\di_logs\b | *
ackup
2003 <Parcel Artifact ns_debug.lo | 30 y
Folder>\Flagship\bin\di_logs\b | g*
ackup

The File_purge_id is an auto incremental value for the records created in this table. It is
not used with the Purge Utility.

The Folder specifies where the purge utility is required to look for files to purge based on
the File_mask and No_of_days specified.

The File_mask specifies the file(s) to be defined using wildcards so the purge utility can
purge or delete these files. Backups are not created. If backups are needed, simply don't
specify the file for purging.

The No_of_days specifies the age of the file to purged. This value is not unlike the value
used in the conditions table. The value can be 1 to n, where n is any value within reason.
The is_custom flag is used to prevent newer builds from overwriting these tables when
upgrading to a newer version of Parcel.

Updating the purge.ini file:

1. Navigate to the following location and open the purge.ini file in a text editor:
<Parcel Install Folder>\Flagship\bin\purge.ini
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2. Inthe purge.ini file, add a new setting for CONNECTSTRING under the
DATABASE section. Note that this should have connection information to the
MySQL database.

[DATABASE]
CONNECTSTRING
="DB HOST=localhost;DB USER=sn usr;DB PASSWORD=shipnowdb;DB DATABASE=didb”;

PURGE_FLAG value should be d/f/b or D/F/B (D/d ->database, f/F ->File, b/B -
>Both) ;

if PURGE FLAG value is d/D it will only do database purge; if

PURGE_FLAG value is £/F it will only do File purge;

if PURGE_FLAG value is b/B it will only do both (database and File) purge;
PURGE FLAG=b

Supporting UCM Integration on HTTPS

To support UCM Integration on HTTPS, update 'fs_webservice_https' under Global
Settings > Settings

e Y =support UCM Integration on HTTPS

The record associated to support UCM Integration on HTTPS is in the following table:
machine_name | domain | sub-domain | key_name key_value
ALL ucm websvc fs_webservice_https | Y

The ucm integration layer settings displays, as shown in the following screen.

e2open T™Parcel uniiiEe ———

Ship Track My Profile System Waorkstation UEM Help

System / Settings
< pagefil oENER A . Edit record
Location I Location Name iching faae QLHL‘
Domain

B | sunoomain  —
- Glo! Key Name fs_webservice_hiips
Key Value 17
Display Name Flag to Enable HTTPS for UCM
Value Type T I—

Converting UCM from HTTPS to HTTP

Note: Make sure Parcel is in http.
1. Edit the setting for key _name and value according to the following table:

machine_na | domain sub-domain | key_nhame key_value

me

ALL ucm websvc fs_webservi | N
ce_https
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The settings of fs_webservice_https key name for ucm Domain in Parcel
Application is shown in the following screen.

e2°pen TM-Parcel 370

Ship Track My Profile

machine_name
— acm

sarcH] Sub Domain pwebsve

A Key Name: fs_websanace_iips

Key Value I o

Display Name

Value Type | T |

~LLLLULLLEG

Restart Kewill DiServer Service and Refresh the Application.

Navigate to <Parcel Artifact Folder>\Flagship\ucm\java\META-INF\config.xml file
and update "Enabled" tag to "N".

<Enable«/>N</Enabled>|
<CertifivateFilePath>./META-INF/ucm.pl2</CertificateFilePath>
<CertificatePassword>blujayucm</CertificatePassword>

</https>

4. Restart BluJayUCMServer Service.

Parcel Data Upload

Note: If you want to connect to Remote DB from Parcel Data Upload you have to update
DB configuration in the following file:

<Parcel Artifact Folder>\Flagship\java\conf\parcel_data_upload\parcel-data-
uploadconfig.properties

Modifying parcel-data-upload-config.properties file
e spring.datasource.url=jdbc:mysgl:<change the localhost with respect to your DB
IP:Port>/didb?characterEncoding=UTF-8

* spring.datasource.username=<change the username with respect to your DB>

e spring.datasource.password=<change the password with respect to your DB>
After updating the above property file, you need to restart the
BluJayParcelDataUploadTool service.

Installing and Starting the SOR Updater Windows Service

If you are using End of Day (EOD) Consolidation with carriers that support this option
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(for example FedEx, UPS, etc.), you need to install and start the BluJay Solutions SOR
Updater Windows service. This Windows service automatically updates consolidation
rates in the Parcel SOR database.

To install and start the SOR Updater Windows Service:

1. Onthe computer running the Parcel DI Server, open the Windows Administrator
Command Prompt window, and then navigate to the ..\Kewill\Flagship\bin
directory.

2. Select the SORUpdate_svc.exe file, and then type a space and the -install
command as shown in the following example:<Parcel Install
Folder>\Flagship\bin>SORUpdate_svc.exe -install
The following illustration shows the result of executing this command:

B8 Adrrirstratos: Command Prompt - O *

3. Open the Component Services window (Start > Control Panel > Administrative
Tools > Component Services), and the select Service (Local) to display the list of
Windows services.

4. Select the BluJay Solutions SOR Updater service, right click on this service, and
then select Start from the Pop-up menu.Note: On subsequent restarts of the
Parcel DI Server, this service starts automatically along with the other Kewill
services, as shown in the following illustration:
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Name = Description Status Startup Type
'f.;?', Hyper-V Volume Shadow C... Coordinates... Manual (Trig...
‘CLIKE and AuthlP IPsec Keying... The IKEEXT .. Running Automatic (T...
'&;?‘,Interacthre Services Detection Enables use... Manual
\,‘:-'(‘;Internet Connection Sharin... Provides ne... Manual (Tng...
;S};IP Helper Provides tu... Running Automatic

&k 1Psec Policy Agent Internet Pro... Running  Manual (Tng..,
;‘:;*; KDC Proxy Server service (K.. KDC Proxy S... Manual

"l Kewill DiServer Service Flagship Ser.. Running Automatic
1C); Kewill Notification Service Automatic... Running Automatic

-.‘:2 Kewill Scheduler Service Enables the .. Running Automatic
2# 2 Kewill SOR Updater Kewill's con... Automatic

&l Kewill Tracking Service Automatic... Running  Automatic
&) KewillFlagshipConnectorFil.. Kewill Servi.. Running  Automatic

), KewillFlagshipDatabaseFileS... Kewill Servi.. Running  Automatic
Ch KewillFlagshipServerBridgeS... Kewill Servi.. Running  Automatic
Q KewillReportingService Kewill Servi..., Running  Automatic

Log On As

Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste..,

Network S...
Network S...

Local Syste..,
Local Syste...
Local Syste...

Local Syste...
Local Syste..,
Local Syste...
Local Syste..,
Local Syste...
Local Syste..,

Converting Parcel from HTTPS to HTTP on Apache Server

1. Navigate to the following location and open the httpd.conf file in a text

editor:C:\Program Files (x86)\Apache-httpd\Apache24\conf

2. Search for the word 'Listen' and update the comment, as shown below:#Listen 80

needs to be changed as Listen 80

#
#
#
#
#
#
#
#
#
S

B R

Lo O T

& DEVBIP-UP02-BO1 BLUJAY.GLOBAL - Remote Desktop Connection

ServerRoot: The top of the directory tree under which the server's
configuration, error, and log files are kept.
Do not add a slash at the end of the directory path. If you point
Sery fy a local disk on the
Mute If you wish to share the
SAME £ uhat  fisten Eind Next will need to change at
leas

Dwection Cancel
erven ( - ache24"

[ Mateh case (Ulp (®Down

Mutex: Allows you to set the mutex mechanism and mutex file directory
for individual mutexes, or change the global defaults

Uncomment and change the directory if mutexes are file-based and the default
mutex file directory is not on a local disk or is not appropriate for some
other reason.

Mutex default:logs
Listen: Allows you to bind Apache to specific IP addresses and/or
ports, instead of the default. See also the <VirtualHost>

directive.

Change this to Listen on specific IP addresses as shown below to
prevent Apache from glomming onto all bound IP addresses.

#listen 12.34.56.78:80

Copyright © 2024. e2open, LLC. All rights reserved.

95



TM-Parcel Fresh Installation Guide

Additional Optional Steps

Navigate to the following location and open the httpd-ssl.conf file in a text
editor:C:\Program Files (x86)\Apache-httpd\Apache24\confiextra

Search for the word 'Listen' and update the comment, as shown below:Listen 443

needs to be changed as #Listen 443

EE

E e I

#
#
#
#

& DEVBIP-UP02-BO1.BLUJAY.GLOBAL - Remote Desktop Connection

Do NOT simply read the instructions in here without understanding

what they do. They're here only as hints or reminders. If you are unsure

consult the online docs. You have been warned.

Required modules: mod_log_config, mod_setenvif, mod_ssl,
socache_shmcb_module (for default value of SSLSessionCache)

Pseudo Random Number Generator (PRNG):

Configure one or more sources to seed the PRNG of the SSL library.
The seed data should be of good random quality.

WARNING! On some platforms /dev/random blocks if not enough entropy
is available. This means you then cannot use the /dev/random device
because it would lead to very long connection times (as long as

it requires to make more entropy available). But usually those
platforms additionally provide a /dev/urandom device which doesn't
block. So, if available, use this one instead. Read the mod_ssl User
Manual for more details.

#55LRandomSeed startup file:/dev/random 512
#SSLRandomSeed startup file:/dev/urandom 512
#55LRandomSeed connect file:/dev/random G512
#SSLRandomSeed connect file:/dev/urandom 512

When we also provide SSL we have to listen to the
standard HTTP port (see above) and to the HTTPS port

#lListen 443

5.

Restart Apache2.4 Service.

Configuring Stunnel Settings for Encryption of Data in

Motion

Parcel supports Encryption of Data in Motion between client and server for data security
and protection as follows:

Configuring the Stunnel Settings in Client Machine
Configuring the Stunnel Settings in Server Machine

Configuring the Stunnel Settings in Client Machine

Note: Make sure to install Stunnel with openssl in client machine which has Parcel Web
Admin Tool (Javalin Tool).

To configure the Stunnel settings in Client Machine:

Copyright © 2024. e2open, LLC. All rights reserved.

96



TM-Parcel Fresh Installation Guide

Additional Optional Steps

1. Navigate to the following location and open stunnel.conf file in a text
editor:<Drive>:<Parcel Install Folder>\Flagship\STunnelService\config For

Example:

<Parcel Install Folder>\Flagship\STunnelService\config

2. Inthe stunnel.conf file, add below service, as shown in following screen.

testClient accept = 1223 connect = Server IP Address:1222

sslVersion = TLSv1.2 client
=yes

R, devtip-updl-bol blujay.global - Remote Desktop Connection
ile Edit Format View Help

options = SINGLE_DH_USE

:include = conf.d

; frreeERmmsmmssmsmmamememsemmssnnransees Example TLS client mode services

lient = yes

[myServicel]

Jaccept = 4019

onnect = www.pld-certify.ups.com:443
slversion = TLSv1.2

[myservicez]

accept = 4011

onnect = WwWCie,ups.com:443

jss1version = TLSv1.2

[myservice3]

bccept = 4813

onnect = gecure,dbschenkerusa, com: 443
s

[myserviced]

accept - 4914

onnect = WWWCi@.Ups.com:443

jss Iversion = TLSVL.2

[testClient]

fccept = 1223

fconnect = 18.0.7.139:1222
kslversion = TLSv1.3

flient = yes

stunnel.conf - Notepad

3. Save stunnel.conf file.
Restart stunnel service.

5. Set Host as Client Hostname/IP Address/localhost and Port as 1223 in Javalin

tool on the Client Machine.

6. Run any API| Request on the Client Machine.

Configuring the Stunnel Settings in Server Machine
Note: Make sure to install Stunnel with openssl in Parcel server machine. To

configure the Stunnel settings in Parcel Server Machine:

1. Navigate to the following location and open stunnel.conf file in a text
editor:<Drive>:<Parcel Install Folder>\Flagship\STunnelService\config For
Example:<Parcel Install Folder>\Flagship\STunnelService\config

2. Inthe stunnel.conf file, add below service, as shown in following screen.
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testServerclient=no
accept = 1222
connect = 1200 cert
= stunnel.pem

& DEVEIP-UPOS-BO1.BLUIAY.GLOBAL - Remote Desktop Connection

soptions = SINGLE_ECDH_USE
joptions = SINGLE_DH_USE

P L T T S e P T P P
3

3 * Include all configuration file fragments from the specified folder *

b o SRS R RS o R0 S o o ko
3

3include = conf.d

T e

* Service definitions (at least one service has to be defined) g

A O 00 0 0 0O 0 0O K R R

[P

3 EEREREREsrsssRsrEsessELERsessatess Duagple TLS client mode services

client = yes
[myServicel]

accept = 4010

connect = www.pld-certify.ups.com:443
sslversion = TLSv1.2
[myService2]

accept = 4811

connect = wwwcie,ups.com:443
sslversion = TLSv1.2
[myService3]

accept = 4013

connect = secure.dbschenkerusa.com:443
[myservicea]

accept = 4014

connect = wwwcie.ups.com:443
sslversion = TLSv1.2

3 FERSRSRRTECCSE RO R e RO sk ker Eyamnle TLS server mode services

[ testServer]
client = no
accept = 1222
connect = 1260

cert stunnel.ped

<

3. Save stunnel.conf file.
4. Restart stunnel service.

Encryption of Stored Data

Transparent Data Encryption (TDE) is employed to encrypt data at rest. This enables you
to encrypt sensitive data stored in tables and table spaces.

After the data is encrypted, this data is transparently decrypted for authorized users or
applications when they access this data.

Parcel supports TDE to encrypt data stored in MySQL Server. If you wish to enable
encryption of data stored in the databases, please refer to the following sections to
configure the servers to use TDE.

Configuring Transparent Data Encryption in MySQL Server

This section describes how to configure Transparent Data Encryption (TDE) in MySQL
Server.
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Prerequisite:

e TDE for MySQL is only supported with InnoDB engine. Please refer to "Parcel —
Instructions Document — Converting MyISAM to InnoDB to change the engine

type_"
To configure Transparent Data Encryption in MySQL Server, follow these steps:

1. Navigate to the MySQL Configuration file (my.ini) location and open the my.iniin a
text editor.For Example: C:\ProgramData\MySQL\MySQL Server 8.0\my.ini

2. Modify the my.ini file, as shown in the following figures.
Add the below lines under mysqld section.early-plugin-load=keyring_file.dlINote:
Keyring file can be placed in any location. However, please ensure the MySQL
application (mysgld.exe) has access to this file in the location it is placed.New
kerying flat file will be created in the below mentioned path:
keyring_file_data=C:/ProgramData/MySQL/MySQL Server 8.0/keyring

| Frwviden - Netepad
File Edit Format View Help
[client]

# pipe=
# socket=MysQL
port=3306

[mysql]
no-heep

# default-character-sets

# SERVER SECTIOH

+

# The following options will be read by the MySQL Server. Make sure that
# you have installed the server correctly (see above) so it reads this
# file.

¥

# server_types2

[mysqld]

skip ssl
early-plugin- load=keyring file.d1]
keyring

# Flagship caro packet sire increase
max_allowed packet=16M

internal_tmp_disk_storage_engine=MyISAM

default- tep- storage- engine=MyTsam

# The next three options are mutually exclusive to SERVER_PORT below.
# skip-networking

# enable-named-pipe

# shared-memory

# shared-wemory-base-name=MysgL

# The Pipe the MysQL Server will use
2 socket=MysqlL

3. Restart the MySQL Service.Note: For 'EncryptDBatRest.php' file, please contact
BluJay Solutions Technical Support Team.

Place 'EncryptDBatRest.php' file in ...\Kewil\Flagship\WebGUI path.

Open a command prompt using Administrative privileges and then navigate to
.\Kewill\Flagship\WebGUI directory.Execute the below command: php
EncryptDBatRest.phpNow, the data in .ibd files gets encrypted.Note: To ensure
the data are encrypted in tables, run the following query: SELECT
TABLE_SCHEMA, TABLE_NAME, CREATE_OPTIONS FROM
INFORMATION_SCHEMA.TABLES WHERE CREATE_OPTIONS LIKE
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'‘ENCRYPTION="Y"%'";The results are shown in following screen.

) Silpog Commundy 54 - [BIP-PRI0-2-DCANcapod® - ool @AIP $20-2 DCA by globa - 0

& B (v = O

=1 R RO R L NI R = = = =

Configuring Transparent Data Encryption in MSSQL Server
This section describes how to configure Transparent Data Encryption (TDE) in MSSQL
Server.

Prerequisite:

 Create a new folder <BackupPath> in MSSQL Server for backup. For Example:
C:\TDE

Note: The TDE configuration in MSSQL Server is needed only if MSSQL SOR is used.
To configure Transparent Data Encryption in MSSQL Server, you need to execute the
below command in MSSQL Server, as shown in the following steps:

1. Create a Master Key
The master key is a symmetric key used to protect the private keys of certificates
and asymmetric keys.
You must create the Master Key. It must be created within the master database
with the USE MASTER command.
USE Master,
CREATE MASTER KEY ENCRYPTION BY PASSWORD =
'<UseStrongPasswordHere>"; For
Example:
USE Master;
CREATE MASTER KEY ENCRYPTION BY PASSWORD =
'Ace3289%@12";

2. Create or Obtain a Certificate Protected by the Master Key.Once the master key
is created along with the strong password (that you should remember or save in a
secure location), now create the actual certificate and name it.

Execute the below command:
USE Master;CREATE CERTIFICATE '<CertificateNameHere>'
WITH SUBJECT = '<GenericSubject>'; For Example:
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USE Master;CREATE CERTIFICATE '<TDECert'>
WITH SUBJECT = '<TDE Certificate>";

3. Create a Database Encryption Key.Now, utilize the USE command to switch to the
database that you wish to encrypt. Then create a connection between the
certificate that you just created and the actual database. Then indicate the type of
encryption algorithm.

Execute the below command:

USE '<DB Name>";

CREATE DATABASE ENCRYPTION KEY WITH
ALGORITHM = '<Encryption Algorithm>'

ENCRYPTION BY SERVER CERTIFICATE '<CertificateNameHere>"; For
sordb:

USE sordb;

CREATE DATABASE ENCRYPTION KEY WITH
ALGORITHM = AES_256

ENCRYPTION BY SERVER CERTIFICATE TDECert; For
idatadb:

USE idatadb;

CREATE DATABASE ENCRYPTION KEY WITH
ALGORITHM = AES_256

ENCRYPTION BY SERVER CERTIFICATE TDECert;

4. Backup the Private Encryption Key and CertificateNow, backup the private
encryption key and certificate you created and store it in a secure location.
Execute the below command:

BACKUP CERTIFICATE '<CertificateNameHere'>

TO FILE ='<BackupPath>'

WITH PRIVATE KEY ( FILE = '<BackupPath>\<PrivateKey>',
ENCRYPTION BY PASSWORD = '<UseStrongPasswordHere>"); For
Example:

BACKUP CERTIFICATE TDECert

TO FILE ='C:\TDE\TDE_CCert'

WITH PRIVATE KEY (FILE ='C\TDE\TDE_ CertKey.pvk',
ENCRYPTION BY PASSWORD = 'Ace3289%@12";

5. Turn TDE On

Finally, you need to enable encryption on the database.
Execute the below command: USE
'<DB Name>';

ALTER DATABASE '<DB Name>"'
SET ENCRYPTION ON; For
sordb:

USE sordb;

ALTER DATABASE sordb

SET ENCRYPTION ON;

For idatadb:

USE idatadb;

ALTER DATABASE idatadb

SET ENCRYPTION ON;
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Now, if you want to check the progress of the database encryption on the MSSQL Server,

execute the below command.
SELECT DB_NAME(database_id) AS '<DB Name>', encryption_state FROM
sys.dm_database_encryption_keys;

For sordb:
SELECT DB_NAME(database_id) AS sordb, encryption_state FROM
sys.dm_database_encryption_keys;

8 MSSQLEncrypt) - HeidiSQL 9.5.0.5196
File Edit Search Tools Goto Help

d-FhBR28

S-2LE OHHNOSYXDP~

~BEMdg e O

| il Database fiiter | 7| Table filter

EE Host: 10.1.7.27 P Queny® P Query#2* x B Query3* = B Query24* x

v " MSSOLEncrypt
¥ idatadb
dbo.data_addresses
dboudata_flexdata
dbo.idata_hazmatdata
dbodata_items
dbo.idata_packages
dbo.data_shipments
dbo.idata_special_servi...
dbo.idata_spexdata
master
maodel
msdb
w sordb
-| dbo.addresses
| dbo.applied_charges
| dbo.audit_events
| dbe.corp_address_book
| dbe.corp_group_address

BESELECT DB_NAME(database_id), encryption_state
08 PAFROM sys.dm database sncryption keys 3

oB

/|21 dm_database_encryption_keys (2 2)

P Query2s™ x

COLUMM1 encryption_state
| dbo.corp_group_addre... tempdh 3
-| dbo.db_version sordb
=| dbo.event_log
dbo.flag_data
| dbo flexdata

dbo hazmat_data

|_dbo.iterns

o

For idatadb:
SELECT DB_NAME(database_id) AS idatadb, encryption_state FROM
sys.dm_database_encryption_keys;

Database Encryption Status Details

The following table shows the encryption status details of the database displayed in
Results grid.

Database
Encryption Status

Description

No database encryption key present, no encryption

Unencrypted

Encryption in progress

Encrypted

Key change in progress

Oh|WIN|R|O

Decryption in progress
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6

Protection change in progress (The certificate or asymmetric key
that is encrypting the database encryption key is being
changed.)

Configure Encrypted Connections to Database

Parcel supports encrypted connections to the database. This is available for connections
to MySQL, MSSQL and Oracle in this release.
In-order to set up encrypted connections, configuration changes are required to both the
database server and, in the Application (Modules).

Configuring MySQL to Use Encrypted Connection

To configure the MySQL to use encrypted connections, follow these steps:

1. For encrypted connection SSL Certificates are required. These can be generated

in any of the following methods:Get SSL Certificates from Certificate Authority
(CA). These certificates should be in PEM format.Use default MySQL SSL
Certificates which can be found in MySQL Installation path.For Example:
C:\ProgramData\MySQL\MySQL Server 8.0\Data

» This PC

[}

Ham

» Local Disk{C) » ProgramDats » MySOL »

wpispdb

(e

uspsdh
auto,onf
BIP-120-REF, err
BJP-180-REF.pid

£a.pEm

| takey.pem

client-cert.perm
client-key.pem,

| DEVEIP-URQ3-B07 en

DEVBIP-UPEE-BOT-law.hog
DEVEIP-LPQ5-BOT e
DEVEIP-UPOS-BOT, pid
DEVBIR-UROS-BOT- i log
Fi-52-Ciem

F5=52-REF arr

FSaS21-C e
FE-5E1-REF.arr
FE-800.C2en

F5-600-RC g

Fi-801-C2em
F&-B601-REF.err

| FS-1800-CRem

FE-60001-C2em
ib_buffer_pool
ib_logfile0
ib_legfile]
ibdatal

Ibtrgt

I P00 e
JL)-TO0AC et
UNB R
FLAE-MMLeee
gl upgeade_info
ponats_key.pem
public_keypem
;;;;;;; tpem

| aerver-keypem

e calartad £ A2 KR

MySOL Serer 5.7 4

11052021 1100

Type

PEM File

PEM File

st »

2. Navigate to the MySQL Configuration file (my.ini) location and open the my.ini in a

text editor.For Example: C:\ProgramData\MySQL\MySQL Server 8.0\my.ini

3. Search for the property 'skip_ssl' if it is available, and comment the line, as shown

below: skip_ssl needs to be changed as #skip_ssl
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4. Add the below keys in the my.ini file, as shown in following table.

Keys

Description

ssl ca

Provide the path of the server
Certificate Authority (CA) certificate
file in PEM format.

ssl_cert

Provide the path of the server public
key certificate file in PEM format.

ssl_key

Provide path of the server private key
file in PEM format.

ssl_cipher

Provide the cipher algorithm
supported by MySQL. Note: Use
Cipher "DHE-RSAAES128-
GCM-SHA256:AES128-

SHA". This should be also used in
Application (Modules).

Keys

Description

require_secure_trasnport

Set this key to allow SSL connection
only.
Valid values are:

« ON

« OFF

tls_version

Set the tls_version to 'TLSv1.2".

The SSL settings in my.ini file is shown in following screen.

server-cert.pem
er—key.pem

ure bransport=0N

tis versioo=TLSv1.Z

-ARS120-GCM-SHAZ56:RES128-5HA"

5. Restart the MySQL Service.

Configuring the Application (Modules) to Use Encrypted
Connections to the Databases — MySQL

To configure the Application (Modules) to use encrypted connection to MySQL Server,

follow these steps: Prerequisite:

« MySQL Server should be enabled for accepting encrypted connections.

For information on the above setting, see Configuring MySQL to Use Encrypted

Connection section.

1. On Application Server, navigate to the parcel configuration file (shipnow.ini) location
and open the shipnow.ini in a text editor.

For Example:

<Parcel Artifact Folder>\Flagship\bin\shipnow.ini
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2. Add the below string in the shipnow.ini file and save the file.

ENCRYPT_DB_COMMUNICATION=ENABLE_ENCRYPTION=y;SSL_CA=ca.pe
m;SSL_CAPATH=<Client SSL Certificates Directory
Path>;SSL_CERT=clientcert.pem;SSL_KEY=client-key.pem;SSL_CIPHER=DHE-

RSA-AES128-GCM-

SHA256:AES128-SHA; SSL_TLS VERSION=TLSV1.2
The description of the string to add in the shipnow.ini file, is shown in following

table.

String

Description

ENCRYPT_DB_COMMUNICATION

ENCRYPT_DB_COMMUNICATION is the
header of the string.

String

Description

ENABLE_ENCRYPTION

Set this flag to 'y' to turn on encrypted
connection to MySQL Server. Valid
values are:
Y
e n
By default, this key is set to 'n'.

SSL_CA

Provide the path of the MySQL Server
Certificate (ca.pem) file used in the server.

For more information, see Configuring MySQL
to Use Encrypted Connection section, Step 1.

SSL_CAPATH

Provide the path of the client certificate files.

Note: In case of Remote MySQL configuration
copy all client SSL certificates from MySQL
Server to Application Server and provide the
path.

SSL_CERT

Provide the path of the client SSL public key
certificate file in PEM format.

SSL_KEY

Provide the path of the client SSL private key file
in PEM format.

SSL_CIPHER

Provide the cipher algorithm supported by
MySQL.

Note: Use Cipher "DHE-RSA-AES128-
GCMSHA256:AES128-SHA". This should be
also used in MySQL Server.

TLS_VERSION

Set the TLS_VERSION to 'TLSv1.2'.

3. For KewillFlagshipConnectorFileService, KewillFlagshipDatabaseFileService,
KewillFlagshipServerBridgeService, KewillReportingService,
BluJayParcelCensusTool and BluJayParcelDataUploadTool Services:

Navigate to the <Parcel Artifact Folder>/Flagship/java/conf/configuration.properties file
and update the fields as shown in Step 6.

4, For UCM:
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Navigate to the <Parcel Artifact Folder>Flagship/ucm/java/META-INF/config.xml file and

update the fields as shown in Step 6.
5. For UCMPurge:

Navigate to UCM Purge Property file (shown below) and update the fields under #DB

SSL properties as shown in Step 6.

<Parcel Artifact Folder>Flagship/ucm/java/META-INF/UCMPurge.properties.xml

6. Update the fields, as shown in following table.

Fields Description
useSSL Set this field to allow the SSL settings on the
services. Valid values are:
e ftrue
+ false
Fields Description
requireSSL Set this field to allow the connection between

MySQL and the Services. Valid values are:
o true
» false
* The 'requireSSL' settings should be
'true’ at Java Services and SSL settings
should be configured at MySQL.

verifyServerCertificate

Set this field to verify the MySQL Server
certificate. Valid values are:

o true

» false
If verifyServerCertificate is set to true, then
you need to configure
trustCertificateKeyStoreUrl and
trustCertificateKeyStorePassword fields.

trustCertificateKeyStoreUrl

Provide the path of the truststore file, which is
created by executing the command from
Creating and Importing Truststore section.

For Example:
file:/C:/mysql/truststore

trustCertificateKeyStorePassword

Provide the password to the certificate, which
is created by executing the command from
Creating and Importing Truststore section.

For Example:
testmysq|l
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ps

clientCertificateKeyStoreUrl Provide the path of the keystore file, which is

created by executing the command from
Creating and Importing Client Keystore
section.

For Example:
file:/C:/mysql/keystore

This is optional field. If the credentials which
you are using to connect to mysqgl has been
configured with ssl_type as x509 then you

need to import client certificate to keystore.

You can check with the below query:
SELECT ssl_type FROM mysql.user WHERE
USER='<user name which is used to connect
to database>";

Fields

Description

clientCertificateKeyStorePassword | Provide the password to the keystore

certificate which is created by executing the
command from Creating and Importing
Client Keystore section.

For Example: mypassword

This is optional field. If the credentials which
you are using to connect to mysqgl has been
configured with ssl_type as x509 then you

need to import client certificate to keystore.

tisVersion

Set the tlsVersion to 'TLSv1.2'.

7. On Application Server, navigate to the dbdefines.php file in a text editor and update
the fields, as shown in following table.For Example:<Parcel Artifact
Folder>\Flagship\WebGUI\defines\dbdefines.php

String

Description

ENABLE_ENCRYPTION

Set this flag to 'y' to turn on encrypted connection to
MySQL Server.
Valid values are:

cy

e n

By default, this key is set to 'n'.

Note: The flag value is case sensitive, and user has to set
it with lower case 'y' or 'n'.

SSL_CA

Provide the path of the MySQL Server Certificate (ca.pem)
used in the server.

For more information, see Configuring MySQL to Use
Encrypted Connection section, Step 1.
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SSL_CAPATH Provide the path of the Certificate Authority (CA) certificate
file where we placed in the client.

SSL_CERT Provide the path of the client SSL public key certificate file
in PEM format.

SSL_KEY Provide the path of the client SSL private key file in PEM
format.

SSL_CIPHER Provide the cipher algorithm supported by MySQL.

Note: Use Cipher "DHE-RSA-AES128-GCM-
SHA256:AES128-SHA". This should be also used in
MySQL Server.

SSL_TLS_VERSION Setthe SSL_TLS_VERSION to 'TLSv1.2".
8. Restart the following services:

+ Kewill DiServer Service

 Kewill IA Service
+ Kewill Notification Service

» Kewill Scheduler Service

» Kewill Tracking Service

» KewillFlagshipConnectorFileService

» KewillFlagshipDatabaseFileService

» KewillFlagshipServerBridgeService

* KewillReportingService

» BluJayParcelCensusTool

* BluJayParcelDataUploadTool

* For UCM: Restart BluJayUCMServer Service.

e For UCM Purge: Restart BluJayUCMPurgeService Service.

Creating and Importing Truststore

To create and import Truststore, follow these steps:

1.0pen a command prompt using Administrative privileges, and then Navigate to
the \jre\bin folder:For KewillFlagshipConnectorFileService,
KewillFlagshipDatabaseFileService, KewillFlagshipServerBridgeService,
KewillReportingService, BluJayParcelCensusTool and
BluJayParcelDataUploadTool Services: Navigate to Flagship\jre_x86\bin folder.

For Example: cd <Parcel Install
Folder>\Flagship\java\jre_x86\bin For UCM and
UCM Purge: Navigate to UCM \jre\bin

For Example:
cd <Parcel Install Folder>\Flagship\ucm\java\jre\bin
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2.To import the MySQL server certificate (ca.pem) into keystore, execute the below
command: keytool -importcert -alias <alias-name> -file <path to ca.pem>
keystore <truststore path> -storepass <password>

For Example: keytool -importcert -alias MySQLCACert -file
"C:\ProgramData\MySQL\MySQL Server 8.0\Data\ca.pem" -keystore
"c:/mysql/truststore” -storepass testmysq|l ¢ keytool: This is the main tool to
import the MySQL server certificate into keystore.

* <alais-name> : Provide the name of the certificate file.

For Example:
MySQLCACert.

o <path to ca.pem>: Provide the path of ca.pem that server uses.
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For Example:
C:\ProgramData\MySQL\MySQL Server 8.0\Data\ca.pem

o <truststore path>: Provide the path where you want to create the truststore
file.

Note: Make sure there are no spaces in the path.
For Example:
c:/mysql/truststore

o <password>: Provide the password to the certificate file.

For Example:
testmysql

3. For 'Trust this certificate? no:' Type 'yes' or 'y' and then click <Enter> from your
keyboard.

Now, the truststore file will get created.

Configure the created truststore file and password from the above command in
trustCertificateKeyStoreUrl and trustCertificateKeyStorePassword fields.

Creating and Importing Client Keystore

To create and import Client Keystore, follow these steps:
Note: Make sure that OpenSSL is installed on the Application Server. If it is not installed,
please click below link to download and install: https://www.openssl.org/source/

1. On Application Server, open a command prompt using Administrative
privileges, and then Navigate to OpenSSL \bin folder.

Note: If users copy certificates to Application Machine, they can execute the below
command in Application Machine.

2. To convert client-cert.pem, client-key.pem to client-keystore.p12 file,
execute the below command:

openssl pkcs12 -export -in <client-cert.pem path> -inkey <client- key.pem path> -name
<name>
-passout pass:<password> -out <client- keystore.p12 path>

For Example: openssl pkcs12 -export -in "C:\ProgramData\MySQL\MySQL Server
8.0\Data\clientcert.pem" -inkey

"C:\ProgramData\MySQL\MySQL Server 8.0\Data\client-key.pem" -name "mysq|client"
passout pass:mypassword -out "c:\mysqgl\client-keystore.p12"

* <client-cert.pem path>: Provide the path of client certificate.
For Example:
C:\ProgramData\MySQL\MySQL Server 8.0\Data\client-cert.pem

« <client-key.pem path>: Provide the path of client-key.pem.
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For Example:
C:\ProgramData\MySQL\MySQL Server 8.0\Data\client-key.pem

» <name>: Provide the client certificate keystore name. For Example: mysqlclient
» <password>: Provide the password to the client-keystore.p12 file.

Note: Same password should be used while importing with keytool for Step 3.
For Example: mypassword

* <client-keystore.p12 path>: Provide the path of client-keystore.p12 file.

For Example:

c:\mysql\client-keystore.p12

3. To import client-keystore.p12 file to keystore, open command prompt using
Administrative privileges in Application (Modules), and then Navigate to
\jre\bin folder.

For Example: cd <Parcel Install
Folder>\Flagship\java\jre_x86\bin  Execute the
below command:

keytool -importkeystore -srckeystore <client-keystore.p12 path> - srcstoretype pkcs12
srcstorepass

<pl2 file password>-destkeystore

<keystore path> -deststoretype JKS -deststorepass <password>

For Example:

keytool -importkeystore -srckeystore c:\mysql\client-keystore.p12 - srcstoretype pkcsl12
-srcstorepass mypassword -destkeystore c:\mysql\keystore -deststoretype JKS
deststorepass mypassword

* keytool: To import keystore.p12 to keystore.

« <client-keystore.p12 path>: Provide the path of client keystore.
For Example:
c:\mysql\client-keystore.p12

» <p12 file password>: Provide the password of client keystore. For Example:
mypassword

 <keystore path>: Provide the client certificate keystore path. Note: Make sure there are
no spaces in the path.

For Example: c:\mysql\keystore
» <password>: Provide the password to the client certificate key store.
For Example: mypassword

Now, the keystore file will get created.

Configure the created keystore file and password from the above command in
clientCertificateKeyStoreUrl and clientCertificateKeyStorePassword fields.

Configuring SSL Settings in MySQL Connector/ODBC

To configure the SSL Settings in MySQL Connector/ODBC, follow these steps:
1. Open ODBC Data Source Administrator window (for both 32-bit and 64-bit).
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2. Click System DSN tab, select the didb Data Source from the System Data
Sources list and click Configure.
The MySQL Connector/ODBC Data Source Configuration dialog box appears.

3. Inthe MySQL Connector/ODBC Data Source Configuration dialog box, complete
the fields as described in Configuring a Connector/ODBC DSN for 32-bit
Windows section under Step 4.

4. Click Details >> to expand the MySQL Connector/ODBC Data Source
Configuration dialog and then click SSL tab, as shown in following screen.
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MySQL Connector/ODBC Data Source Configuration X
Conne F
Connector/ODBC

Connection Parameters

Data Source Name: | didb

Description: [ MySQL ODBC 8.0 Unicode Driver DSN

@® TCP/IP Server: [127.0,0.1 | Port: | 3306 l

()  Named Pipe:

User: | sn_usr |

Password: [.00.--... l

Database: | didb v| Test

Connection Metadata Cursors/Results Debug SSL Misc

SSLKey | D:\sSL_keys\dientkey.pen | |..

SSL Certificate E)\,S_Sr:_ke'rstimt-cer:(pem|

SSLCAFile | D:\sSL_keys\ca.pem | B

SSL CA Path | D:\sSL_keys | BB

SSL Cipher | DHE-RSA-AES IZS-GG'-“-SHA'.]

55L Mode | v|

RSA Public Key | B
[JDisable TLS Version 1
[ pisable TLS Version 1.1
[ Disable TLS Version 1.2

Details << II' Cancel Help

5. Inthe SSL tab, complete the fields as shown in the following table.

Fields Description

SSL Key Enter the path of SSL Client Private
Key in PEM format.

For Example: <SSL Certificates
Path>\<client-key.pem>

SSL Certificate Enter the path of SSL Client Public
Certificate file in PEM format.

For Example: <SSL Certificates
Path>\<client-cert.pem>

SSL CA File Enter the Certificate Authority (CA)
certificate file in PEM format.

For Example: <SSL Certificates
Path>\<ca.pem>

Fields Description
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SSL CA Path Enter the path name of the Certificate
Authority (CA) certificate file where we
placed in the client.

For Example: <SSL Certificates
Path>

SSL Cipher Provide the cipher algorithm
supported by MySQL. Note: Use
Cipher "DHE-RSAAES128-
GCM-SHA256:AES128-

SHA". This should be also used in
Application (Modules).

6. Click OK.

Generating a Self-Signed SSL Certificate using OpenSSL

To generate a Self-Signed SSL Certificate using OpenSSL, follow these steps:

1. On Application Server, navigate to OpenSSL\bin folder and launch the
openssl.exe using Administrative privileges.For Example:

gram Fies OpenSSL-Windd b openssl eve

2. To generate private key and self-signed certificate, execute the below
command:req -newkey rsa:2048 -nodes -keyout <private key> -x509 -days 365
out <self-signed certificate>
For Example:req -newkey rsa:2048 -nodes -keyout key.pem -x509 -days 365 out
certificate.pem
-newkey rsa:2048: This specifies that the key should be 2048-bit, which is
generated using the RSA algorithm.-nodes: This specifies that the private key
should not be encrypted with a pass phrase.<private key>: Provide the name of
the private key.<self-signed certificate>: Provide the name of the self-signed
certificate.-x509: This specifies req to create a self-signed certificate.-days 365:
This specifies that the certificate is valid for 365 days.

3. You are now prompted to provide certificate information, as shown in the following
table:

| In this field... | Do this... |
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4,

5.

6.

Country Name Enter the country name in 2 letter
code.
For Example: US
State or Province Name Enter the state or province name. For
Example: Massachusetts
Locality Name Enter the city name.
For Example: Chelmsford
Organization Name Enter the organization name (i.e.,

company name.)
For Example: CA Solutions Ltd.

Organization Unit Name Enter the company unit name. (i.e,
section)
For Example: Engineering
Common Name Enter the Fully Qualified Domain

Name (FQDN) of the host that you
intend to use the certificate.
For Example: localhost

To view the contents of a certificate in plain text, execute the below
command:x509 -text -noout -in <self-signed certificate>

For Example:x509 -text -noout -in certificate.pem

<self-signed certificate>: Provide the name of the self-signed certificate name.

To combine your private key and self-signed certificate into a PKCS12 file,
execute the below command:pkcs12 -inkey <private key> -in <self-signed
certificate> -export -out <PKCS12 file>

For Example:pkcs12 -inkey key.pem -in certificate.pem -export -out
certificate.p12

<PKCS12 file>: Provide the name of the PKCS12 file.You will be prompted for
export password, which you can leave blank.

To view and verify the certificate, execute the below command:pkcs12 -in
<PKCS12 file> -noout -info

For Example:pkcs12 -in certificate.p12 -noout -info

The certificate file is now created, it can be uploaded to Keystore.

Configuring MSSQL to Use Encrypted Connection

To configure the MSSQL to use encrypted connections, follow these steps:

1.

3.
4,

For encrypted connection SSL Certificates are required. These can be generated
in any of the following methods:Get SSL Certificates from Certificate Authority
(CA). These certificates should be in PEM format.Get SSL Certificates using
openssl, as shown in Generating a Self-Signed SSL Certificate using OpenSSL
section.Now, import it to the certificate store on MSSQL using Microsoft
Management Console.

Open the Microsoft Management Console (MMC), click Start, then Run and in the
dialog box type 'mmc' and click OK.

The MMC Console window appears.
From the File menu, select Add/[Remove Snap-in...The Add/Remove Snap-in
dialog box appears.
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5.

10.
11.
12.
13.

14.
15.

In Add/Remove Snap-in dialog box, under Available snap-ins section, select
Certificate and then click Add.
The Certificates snap-in dialog box appears.

In Certificates snap-in dialog box, click Computer account, and then click Next.

Select Local computer, and then click Finish.

Click OK.

The Add/Remove Snap-in dialog box gets closed.

Your installed certificates are located in the Certificates folder in the Personal
container.

Expand Certificates, expand Personal, and then right-click Certificates, point to
All Tasks, and then click Import....
The Certificate Import Wizard window displays.

Click Next to continue importing the certificates to a computer.
Click Browse.. and select the file to import and then click Next.

Enter the password for the private key and then click Next.

Select 'Place all certificates in the following store' option and click Browse...

In 'Select Certificate Store' dialog box, select 'Trusted Root Certification
Authorities’, click OK and then click Next.

Click Finish to add certificate to the computer.

Click X (Close) in the upper right corner of the MMC console to close MMC
console screen.

Enabling Encryption at the MSSQL

To enable encryption at the MSSQL, follow these steps:

1.
2.

Open the SQL Server Configuration Manager.

In SQL Server Configuration Manager, expand SQL Server Network
Configuration, right-click Protocols for <server instance>, and then select
Properties.

In the Protocols for <instance name> Properties dialog box, on the
Certificate tab, select the desired certificate from the *Certificate* drop-down
menu, and then click OK.

On the Flags tab, select Yes in the Force Encryption box, and then click OK, as

shown in following illustration.
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File Action View Help

e x 0GsE
18 SQL Server Configuration Manager (Local) . Protocol Name Status]
ol sQL Server Services %~ Shared Memory Enabld Protocols for MSSQLSERVER Properties '_f_’ ? ®
. saL Server Network Configuration (32bit) : !
- MNamed Pipes Disabl¢
2 5L Native Client 11.0 Configuration (32b ‘aT“Tcr;nP P e | Flags Certficate Advanced
« § soL server Network Configuration R ]
& Protocols for MSSQLSERVER ~|
B 5L Native Client 11.0 Configuration Hide Instance No

Force Encryption
Turn on or off encryption for selected server instance
| oK Cancel Ap Help

3. Restart the SQL Server service.

Configuring the Application (Modules) to Use Encrypted
Connections to the Databases — MSSQL

To configure the Application (Modules) to use encrypted connection to MSSQL Server,
follow these steps: Prerequisite:

e MSSQL Server should be enabled for accepting encrypted connection.
For information on the above setting, see Generating a Self-Signed SSL Certificate using

OpenSSL section.
To generate a Self-Signed SSL Certificate using OpenSSL, follow these steps:
1. On Application Server, navigate to OpenSSL\bin folder and launch the

openssl.exe using Administrative privileges.
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2. To generate private key and self-signed certificate, execute the below
command:req -newkey rsa:2048 -nodes -keyout <private key> -x509 -days 365
out <self-signed certificate>
For Example:req -newkey rsa:2048 -nodes -keyout key.pem -x509 -days 365 out
certificate.pem
-newkey rsa:2048: This specifies that the key should be 2048-bit, which is
generated using the RSA algorithm.

-nodes: This specifies that the private key should not be encrypted with a pass
phrase.

<private key>: Provide the name of the private key.

<self-signed certificate>: Provide the name of the self-signed certificate.

-x509: This specifies req to create a self-signed certificate.

-days 365: This specifies that the certificate is valid for 365 days.

3. You are now prompted to provide certificate information, as shown in the following

table:

In this field... Do this...

Country Name Enter the country name in 2 letter
code.

For Example: US

State or Province Name Enter the state or province name. For
Example: Massachusetts

Locality Name Enter the city name.

For Example: Chelmsford

Organization Name Enter the organization name (i.e.,
company name.)

For Example: CA Solutions Ltd.

Organization Unit Name Enter the company unit name. (i.e,
section)

For Example: Engineering

In this field... Do this...

Common Name Enter the Fully Qualified Domain
Name (FQDN) of the host that you
intend to use the certificate.

For Example: localhost
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4. To view the contents of a certificate in plain text, execute the below
command:x509 -text -noout -in <self-signed certificate>
For Example: x509 -text -noout -in certificate.pem
<self-signed certificate>: Provide the name of the self-signed certificate name.

5. To combine your private key and self-signed certificate into a PKCS12 file,
execute the below command:pkcs12 -inkey <private key> -in <self-signed
certificate> -export -out <PKCS12 file>
For Example:pkcsl12 -inkey key.pem -in certificate.pem -export -out
certificate.p12
<PKCS12 file>: Provide the name of the PKCS12 file.

6. You will be prompted for export password, which you can leave blank. To view
and verify the certificate, execute the below command: pkcs12 -in
<PKCS12 file> -noout -info
For Example:pkcs12 -in certificate.p12 -noout -info
The certificate file is now created, it can be uploaded to Keystore.
Configuring MSSQL to Use Encrypted Connection section.

Generating a Keystore and Truststore
To generate a keystore and truststore, follow these steps:

1. Open a command prompt using Administrative privileges, and then Navigate to
the keystore.exe file in \ucm\java\jre\bin folder:
For Example:
C:\Program Files (x86)\Kewill\Flagship\ucm\java\jre\bin o keytool: This is the

main tool to generate the certificate in the keystore file.

o <Keystore file>: Provide the name of the Keystore file.To generate the
certificate in the keystore file, execute the below command:

keytool -keystore <Keystore file> -genkey -alias client For
Example:
keytool -keystore keystore -genkey -alias client
2. Once prompted, enter the information required to generate a CSR. A sample key
generation section is shown in following screen.

ND( ste ool -key re - alia lient

-enter new
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3. To convert keystore to PKCS12 format, execute the below command keytool -
importkeystore -srckeystore <Source keystore name> -destkeystore <Destination
keystore name> -deststoretype <Destination keystore type> For Example:
keytool -importkeystore -srckeystore keystore -destkeystore myKeystore
deststoretype pkcs12 o -importkeystore: To import a single entry or all
entries from a source keystore to a destination keystore.

o <Source keystore name>: Provide the Source keystore name.

For Example: keystore o <Destination keystore name>: Provide the Destination
keystore name.

For Example: myKeystore o <Destination keystore type>: Provide the type of
Destination keystore.

For Example: pkcs12
A sample import section is shown in following screen.

4. To export the client certificate and import it to the keystore, execute the below
command:keytool -import -keystore <Keystore File Name> -file <Path to client
certificate>\clientCer.cer -alias clientCer For Example:
keytool -import -keystore myKeystore -file
<C:\Users\Abc\Desktoop\1004\sqlServerPat>\clientCer.cer -alias clientCer Note:
If clientCer.cer file is not available, use certificate.pem file to add to KeyStore.
"myKeystore" is the keystore file that is generated.

5. To create the truststore file and add the server certificate to the truststore, execute
the below command:

keytool -import -file <Path to Server certificate>\serverCertificate.cer -alias
serverCertificate -keystore <Truststorefile>

For Example:keytool -import -file <Path to Server certificate>\serverCertificate.cer -alias
serverCertificate -keystore <truststore file><Path to Server certificate>: Provide the path
of the server certificate.<truststore file>: Provide the name of truststore file.

1. Enter the password to the truststore file.

2. For 'Trust this certificate? no:' Type 'yes' or'y' and then click <Enter> from your
keyboard.

Now, the truststore file will get created.

Configure the created truststore file path and truststore password from the above
command in the didb.settings tables for SORDDB and IDATADB, see "Adding DSN for
MSSQL Database Connection" section, Step 6.
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Configuring SSL Settings in MSSQL

To configure the SSL Settings in MSSQL, follow these steps:
Enabling TLS 1.2 in Windows Registry Editor
To enable TLS 1.2 in windows registry editor, follow these steps:

1. Open the Registry Editor (Start > Run > regedit).

2. Inthe
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProvider
S\SCHANNEL\Protocols directory:

Create the new key called "TLS 1.2" (Protocols > New > Key TLS 1.2)
Right-click the "TLS 1.2" Key and create subkeys:"Client" "Server"

Right-click the "Client" and "Server" subkeys and create a new DWORD (32-bit)
Value called 'DisabledByDefault’. (New > DWORD (32-bit) Value >
DisabledByDefault).

Leave the default value as '0'.

Right-click the "Client" and "Server" subkeys and create a new DWORD (32-bit)
Value called 'Enabled'. (New > DWORD (32-bit) Value > Enabled).

8. Set the default value as '1'".

9. Close the Registry Editor.
10. Restart the Server Machine.

Adding DSN for MSSQL Database Connection

Prerequisite:

e Application Server should be installed with 'ODBC Driver 17 for SQL Server' driver
and above.

To add DSN for MSSQL Database Connection, follow these steps:
1. Open ODBC Data Source Administrator (32-bit) window.

2. Select the *System DSN* tab, click Add... and select 'ODBC Driver 17 for SQL
Server' drive or later and then click Finish.
Note: For secure encryption only 'ODBC Driver 17 for SQL Server' driver and
above are supported.
The Microsoft SQL Server DSN Configuration screen displays.

3. Inthe Microsoft SQL Server DSN Configuration screen, complete the fields as
follows, and then click Next.

4. Selectthe SQL Server you want to connect from the drop-down list.
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Microsoft SQL Server DSN Configuration

»
SOL Server

X

This wizard will help you create an ODBC data source that you can use to connect to

SQL Server.
What name do you want to use to refer to the data source?

Name: §

How do you want to describe the data source?
Description: "raatagn_mssqﬂ 7

Which SQL Server do you want to connect to?

Server: |5VJQ4D3

Finish Next > Cancel

Help

5.

In Microsoft SQL Server DSN Configuration screen, select "With SQL Server
authentication using a login ID and password entered by the user.' option and
enter Login ID and Password in the respective fields, and then click Next.

Microsoft SQL Server DSN Configuration

b= N
P

SOL Server

How should SQL Server venfy the authenticity of the login ID?

(O With Integrated Windows authentication.

(O With Azure Active Directory Integrated authentication.

® With SQL Server authentication using a login ID and password entered
by the user.

O With Azure Active Directory Password authentication using a login ID
- and password entered by the user.

e With Azure Active Directory Interactive authentication using a login ID
entered by the user.

(O With Azure Managed Service Identity authentication.

(O With Azure Service Principal authentication.

Login ID: |sn_usr

Password: in.on.o..n

T e

X
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6. Select the appropriate database from the drop-down list and complete the

configuration as shown in following illustration and then click Test Data Sources..

to test the connectivity to that database.
o idatadb o

sordb

Microsoft SQL Server DSN Configuration

Change the default database to:

v

&

%

foatadt
SOL Server Miror server

SPN for mimor server (Optional)
[] Attach database filename:

Use ANSI quoted identifiers
Use ANSI nulls, paddings and wamings.
Application intent:
READWRITE
[[] Mutti-subnet failover.
Transparent Network IP Resolution.

[[] Column Encryption.
Enclave Aftestation Info:

[[] Use FMTONLY metadata discovery.

cBack [ het> ]

Help
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Microsoft SQL Server DSN Configuration

S [[] Change the language of SQL Server system messages to:
A‘"'
. (Default)
SOL Server
Use strong encryption for data.
[ Trust server certfficate.

[ Perform translation for character data.
[[] Use regional settings when outputting curency, numbers, dates and times.

[[] Save long running queries to the log file:
C:xUsers\ AMULYA™1 KOP\AppData‘\Local\Temp\C Browse
Long query time miliseconds). 30000
[[] Log ODBC driver statistics to the log file:

C:\Users\AMULYA™1.KOP\AppData‘\Local\Temp\< Browse

X

Comed.retryoom:i'r

Connect retry interval (seconds): im

T e R

ODBC Microsoft SQL Server Setup X

A new ODBC data source will be created with the following configuration:

Microsoft ODBC Driver for SQL Server Version 17.07.0002

Data Source Name: idatadb_mssql17
Data Source Description: idatadb_mssgl17
Server: 5VJQ4D3

Use Integrated Security: No

Database: idatadb

Language: (Default)

Data Encryption: Yes

Trust Server Cerificate: Yes

Mutltiple Active Result Sets(MARS): No
Mimor Server:

Translate Character Data: Yes

Log Long Running Queries: No

Log Driver Statistics: No

lUse Regional Settings: No

Use ANSI Quoted Identifiers: Yes

Use ANSI Null, Paddings and Wamings: Yes

| Test Data Source... | ok Cancel

After adding DSN, do the changes in didb.settings, as shown in following table:
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SORDB
domai sub_do | key_name key_value
n main
core sor dbtype Change from mysql to mssq|l
core sor dsn Enter dsn name.
For example: sordb_mssql
core sor user id Enter the user id.
For example: sn_usr
core sor password Enter the password.
For example: shipnowdb
dbsconne | sordb name Enter the sordb name. For
ction example: sordb
dbsconne | sordb username Enter the sordb username. For
ction example: sn_usr
dbsconne | sordb password Enter the sordb password. For
ction Example: shipnowdb
dbsconne | sordb driver Change to
ction com.microsoft.sqglserver.jdbc.SQLServerDr
iver
domai sub_do | key_name key_value
n main
dbsconne | sordb url Enter the URL in
ction jdbc:sqlserver:lllocalhost:1433;databaseNa
me=sordb format.
For Example:
jdbc:sqlserver:/I5VJQ403.blujay.global:143
3;databaseName=sordb
dbsconne | sordb trustStore_pat | Enter the trustStore path.
ction h
For Example:
C:\Users\Blujay\myTrustStore
dbsconne | sordb trustStore_pas | Enter the trustStore password.
ction sword
For Example:
test123
dbsconne | sordb use_secure_en | Set this flag to 'y’ to turn on encrypted
ction cryption connection to MSSQL Server. Valid
values are:
°y
°n
By default, this key is set to 'n'.
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e 1 Result §- SSRGS 3 Messages BB 4 Table Data a 5 Info
o [lv| ReadOnly) ~ Wi YEI WK EREE Y 'S Humtrows Frstrow [4][0 | ¥ #of rows [1000
[Mf machine name [IZTIEN sub_domain key name key_value A
Opie ~ Joore sor dsa sordb_mssgl
O AL core 301 user id sn_usr
O AL core sor password shipnowdb
O aLe core sor enable batch_log n
O aLL core sor addparam
O aLL core sor send userpass seperately n
O aLr core sor dbtype masgl
0O aLL dbs-connection sordb name sordb
O A dbs-connection sordb type JDBC
O aLL dbs-connection sordb url jdbc:asglserver://SVIQ4D3.blujay.global:1433;Datal
O AL dbs-connection sordb username sn_usr
O aLL dbs-connection sordb password shipnowdb
O aLL dbs-connection sordb driver com.microsoft.sqlserver.jdbc.S5QLServerDriver
0O aLL dbs-connection sordb dialect
O an dbs-connection sordb trustStore_path C:\Users\Amulya.Koppula\myTrustStore
O aLL dbs-connection sordb trustStore_password testl23
O aLn dbs-connection sordb use_secure_encryption Y v
IDATADB
domain sub_do | key_name key_value
main
core idata dbtype Change from mysql to mssq|l.
core idata dsn Enter dsn name.
For example: idatadb_mssql17
core idata user id Enter the user id.
For example: sn_usr
core idata password Enter the password.
For example: shipnowdb
domain sub_do | key_name key_value
main
dbsconnect | idatadb | name Enter the idatadb name.
ion For example: idatadb
dbsconnect | idatadb | username Enter the idatadb username. For
ion example: sn_usr
dbsconnect | idatadb | password Enter the idatadb password.
ion For Example: shipnowdb
dbsconnect | idatadb | driver Change to
ion com.microsoft.sqlserver.jdbc.SQLServe
rDriver
dbsconnect | idatadb | url Enter the URL in
ion jdbc:sqlserver:lllocalhost:1433;databas
eName=idatadb format For Example:
jdbc:sqlserver:10.0.8.47:1433;database
Name=idatadb
dbsconnect | idatadb | trustStore_path | Enter the trustStore path.
ion
For Example:
C:\myTrustStore
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dbsconnect | idatadb | trustStore_pass | Enter the trustStore password.
ion word

For Example:
test123

dbsconnect | idatadb | use_secure_enc | Set this flag to 'y’ to turn on

ion ryption encrypted connection to MSSQL
Server. Valid values are:

°y

°n

By default, this key is set to 'n'.

T 4 Table Data I @801

P
O |machine_name |domain | = sub_domain key_name |key_value

O aLL core global document in response part size

3 ALL ui-app idata query fromhold ]

0O Az core idata dan datadb mssqll]

LT ALL core idata password shipnowdh

0O aLL core idata user id sn_usr

0 ALL core idaca dbtype mascl

1) AaLL core idaca addparam

[ aLL core idata send _userpasa_seperately n

O aLL dps-connection  idatadb name idatadb

[ aLL dbs-connection | idatadb Type JDBC

O aLr dbs-connection idatadb url jdbc:sglserver://10.0.8.47:1433;databaseName=idatadb
I:I ALL dbs-connection | idatadb username sn_usr

|:| ALL dbs-connection idatadb password shipnowdn

JALL db=-connection idatadb driver com.microsoft.sglserver, jdbc. S0LServerDriver

JALL db=-connection idatadb dialect

3 ALL dbs-connection idatadb trustStore_path C:\myTrustStore

O AL dbs-connection idatadb trustStore password testl2ld

0 AL dbs-connection idatadb use sscure sncryption ¥

To configure the Oracle to use encrypted connections, follow these steps:
1. Log in to the machine where the Oracle database is installed.

2. To create a directory where you want to store all the wallets, execute the below
commands:mkdir wallets
cd wallets For Example: oracle@parcel-
orcl02-fr4 bin$ mkdir Wallets
oracle@parcel-orcl02-fr4 bin$ cd Wallets

3. To create an empty wallet with auto-login enabled for the Oracle server, execute
the below command: orapki wallet create -wallet ./server_wallet -auto_login -pwd
<server wallet password>For Example:
oracle@parcel-orcl02-fr4 Wallets$ orapki wallet create -wallet ./server_wallet
auto_login -pwd oracle123
Two files are created under the server_wallet directory:
server_wallet/cwallet.sso server_wallet/ewallet.p12

4. To add a self-signed certificate in the wallet with a distinguished name as
CN=Server, OU= Engineering, O=XYZ, and C=US, execute the below
command:orapki wallet add -wallet ./server_wallet -dn
"CN=server,0=XYZ,0U=Engineering,C=US" -keysize 1024 -self_signed -validity
365 -pwd < server wallet password >

5. You will find a new pair of private or public keys is created.
For Example:
oracle@parcel-orcl02-fr4 Wallets$ orapki wallet add -wallet ./server_wallet -dn
"CN=server" -keysize 1024 -self_signed -validity 365 -pwd oracle123
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6. To export the server certificate to a file, execute the below command:orapki wallet
export -wallet ./server_wallet -dn
"CN=server,0=XYZ,0U=Engineering,C=US " -cert ./server_wallet/cert.txt For
Example:
oracle@parcel-orcl02-fr4 Wallets$ orapki wallet export -wallet ./server_wallet -dn
"CN=server" -cert ./server_wallet/cert.txt

7. To create a wallet for Oracle client with auto login enabled, execute the below
command: (proceed the same way as for the server).orapki wallet create -wallet
Jclient_wallet -auto_login -pwd <client wallet password> For Example:
oracle@parcel-orcl02-fr4 Wallets$ orapki wallet create -wallet ./client_wallet
auto_login -pwd oracle123

8. To add a self-signed certificate in the wallet with a distinguished name as
CN=Client, OU= Engineering, O=XYZY, and C=US, execute the below
command:orapki wallet add -wallet ./client_wallet -dn
"CN=client,0=XYZ,0U=Engineering,C=US" -keysize 1024 -self_signed -validity
365 -pwd < client wallet password >
For Example: oracle@parcel-orcl02-fr4 Wallets$ orapki wallet add -wallet
Jclient_wallet -dn "CN=client" -keysize 1024 -self_signed -validity 365 -pwd
oraclel23

9. To export the client certificate to a file, execute the below command:orapki wallet
export -wallet ./client_wallet -dn "CN=client,0=XYZ,0U=Engineering,C=US " cert
Jclient_wallet/cert.txt For Example:
oracle@parcel-orcl02-fr4 Wallets$ orapki wallet export -wallet ./client_wallet -dn
"CN=client" -cert ./client_wallet/cert.txt

10. To exchange the server and client their public keys, execute the below
commands:orapki wallet add -wallet ./server_wallet -trusted_cert -cert
Jclient_wallet/cert.txt -pwd <server wallet pwd > For Example:
oracle@parcel-orcl02-fr4 Wallets$ orapki wallet add -wallet ./server_wallet
trusted_cert -cert ./client_wallet/cert.txt -pwd oracle123
orapki wallet add -wallet ./client_wallet -trusted_cert -cert ./server_wallet/cert.txt
pwd < client wallet pwd > For Example:
oracle@parcel-orcl02-fr4 Wallets$ orapki wallet add -wallet ./client_wallet
trusted_cert -cert ./server_wallet/cert.txt -pwd oracle123

Configuring Database to Use TCPS with Server Key

To configure the network to activate SSL using Oracle Network Manager, follow these
steps on the Oracle Database server.

1. Configure the listener.ora file.

a. Launch the Net Manager tool. To open network manager, execute the
below command: netmgr

b. Navigate to Local > Listeners > Listener.

c. Click Add Address to add Listening Location addresses, as shown in the
following table.
| In this field... | Do this...
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Protocol

Select the 'TCP/IP with SSL' as
protocol from drop-down list.

Host

Enter the database host name.

For Example:
parcel-orcl02-fr4.blujay.global

Port

Enter the TCPS Port

For Example:
1525

Oracle Net Manager - 7uUl7oracte7app/proauct/19.3.07db_1/network/admin/ - o X

File Edit Command Help
9‘& Oracle Net Configuration

é—@amcai

Profile
@ Service Naming
Listeners

~CIREE

~ Network Address

Protocol: IT_CF'{!F with S5L

Host: |parcel-orclo2-fra.blujay.global
Port: |1525

Listening Locations -}

Address3

Show Advanced|

d. Click File > Save Network Configuration to save the configuration
settings.The listener.ora network configuration file that you created looks

as show below:

For Example:

lu0l/apploracle/product/19.3.0/db_1/network/adminllistener.ora

LISTENER =

(DESCRIPTION_LIST =
(DESCRIPTION =

(ADDRESS = (PROTOCOL = TCP)(HOST = <HostName>)(PORT =

<PortNumber>))

)

(DESCRIPTION =

(ADDRESS = (PROTOCOL = IPC)(KEY = EXTPROC1521))

)

(DESCRIPTION =

(ADDRESS = (PROTOCOL = TCPS)(HOST = <HostName>)(PORT =

<PortNumber>))

)

2. Configure the tnsnames.ora file.
a. Navigate to Local > Service Naming.
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b. Click Edit > Create.The Net Service Name Wizard: Welcome screen
displays.

c. Enter the name that you want to use to access the database or service in
the Net Service Name field and click Next.

d. Selectthe "TCP/IP with SSL (Secure Internet Protocol)' protocol used for
the database you want to access.

e. Enter the TCP/IP host name for the computer where the database is
located in the Host Name field.

f. Enter the TCP/IP port number for Oracle database in the Port Number
field and click Next.

g. Enter the service name of the database that you want to access in the
Service Name field.

h. Select the database connection type as 'Dedicated Service' from
Connection Type drop-down list and click Next.

i. Click Test... if you want to test the connection of the wizard or else click
Finish to create the net service name.

j- Click File > Save Network Configuration to save the network configuration
settings.The tnsnames.ora network configuration file that you created

looks as shown below:For Example:
Oracle Net Manager - /uOl/oracle/app/product/19.3.0/db_1/network/admin/ - B %

Eile Edit Command Help

%2 0racle Net Configuration Sunite [dentification
@@.ﬂlocal

Profile

Service Naming e ]
: LRLEIFRRETEA Dedicated Server -|

B|Use OracleB Release 8.0 Compatible |dentification

Service Name:

Listeners
L& usTENER Address Configuration

Address 1

Protocaol: TCP/IP with SSL

Host Name: parcel-orcl02-fr4.bh

Port Number: [1sas—
Show AdvarlcedJ

ORASSLCON =

(DESCRIPTION =

(ADDRESS_LIST =

(ADDRESS = (PROTOCOL = TCPS)(HOST = <HostName>)(PORT =
<PortNumber>))

)

(CONNECT_DATA =

(SERVER = dedicated)
(SERVICE_NAME-= <ServiceName>)
)

)
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3. Configure the sqglnet.ora file.
a. Navigate to Local > Profile.
b. Select 'Network Security' from the drop-down list.

c. Click SSL tab and then select Server option, if you do not have an SSL
form.

d. Inthe Credential Configuration panel, select 'File System' from the
*Configure Method* drop-down list and click Browse... and specify the
Sever Wallet Directory.

e. Inthe Cipher Suite Configuration panel, leave the default settings in
Revocation Check, Require SSL Version and Require Client
Authentication fields.

f. Select Cipher Suite as RSAAES_128_CBC SHA.

g. Click File > Save Network Configuration to save the network configuration
settings.The sqglnet.ora network configuration file that you created looks as
show below:For Example:

%2 Oracle Net Configuration
&%, ocal

Network Security -

~ Credential Configuration ———————
Configuration Method: [File System

ol gservice Naming

Sdcprel2 e
E&aomssmom wallet Directong /a0l foracle/app/product/l  Browse..,
i S L e e
-2 pdbprciz Encryption qu\{%DIrQCtory[ Browse...
oGP usteners Configure SSLRsr: © Client ® Server
L@ usTENER Cipher Suite Configuration
Authentication |Encryption | Data Integrity
RSA AES_128_CBC SHA
DH_anon 3DES EDE_CBC  SHA

Add Remove

Revocation Check: [None -
Require SSLVersion: [any -]

™ Require Client Authentication

Note In order to use SSL for server connections, you must choose the protocol,
TCPAIP with SSL. when configuring the Listener

SQLNET.AUTHENTICATION_SERVICES= (BEQ, TCPS, NTS)
SSL_VERSION =0

SSL_CLIENT_AUTHENTICATION = FALSE

WALLET_LOCATION =

(SOURCE =

(METHOD = FILE)

(METHOD_DATA =

(DIRECTORY =/u0l/oracle/app/product/19.3.0/db_1/Wallets/server_wallet)

)

)
SSL_CIPHER_SUITES = (SSL_RSA_WITH_AES_128 CBC_SHA,

SSL_DH_anon_WITH_3DES_EDE_CBC_SHA)
Configuring the Application (Modules) to Use Encrypted

Connections to the Databases — Oracle

To configure the Application (Modules) to use encrypted connection to Oracle, follow
these steps:
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1. Copy the cwallet.sso file from client wallet present in server to the client where
you want to connect to SSL DB Server.

2. Add the below tns entry in thsnames.ora file present in client location.
ORASSLCON =
(DESCRIPTION =
(ADDRESS_LIST =
(ADDRESS = (PROTOCOL = TCPS)(HOST = <HostName>)(PORT =
<PortNumber>))
)
(CONNECT_DATA =
(SERVER = dedicated)
(SERVICE_NAME = <ServiceName>)
)
)

3. Run Oracle SQL Developer locally.

The Oracle SQL Developer home page displays.
1. Inthe Connections pane, right-click and select New Connection.
The New / Select Database Connection dialog box appears.

2. Inthe New / Select Database Connection dialog box, enter the database
connection details as shown in the following table.

In this field... Do this...

Name Enter the name of the connection.

User Info Username: Enter the database
username.

For Example: sordb
Password: Enter the database

password.
Connection Type Select TNS from the drop-down list.
Details
B New / Select Database Connection
Connection Name  Connection Detals | | Name [DB using|TCPS 2 Caolor
D8 Test sordb{D[[10.67.8...
Dacabase Type [Oracte |
DE using TCPS sordb@(DESCRIP. Uearinfe.] Prowy Leer +
Lot i g
Authentication Type Default -~
Username [sordb Role | defaut -
Password | F———— +| Saye Password
Connection Type |TNS -
Details Advanced
= Network Alas |ORASSLCON -
Connect [dentifier
Seat
Help Save Chear Lest Connect Cancel

3. Click Save to save the configurations.
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Configuring SSL DSN Settings in Oracle

To configure the SSL DSN Settings in Oracle, follow these steps:
1. Create sqglnet.ora file in C:\instantclient_19 9 path.
2. Add below details in sglnet.ora file and save the file.

SQLNET.AUTHENTICATION_SERVICES = (BEQ,TCPS,NTS)
SSL_VERSION =0
SSL_CLIENT_AUTHENTICATION=FALSE
WALLET_LOCATION =

(SOURCE =

(METHOD = FILE)

(METHOD_DATA =

(DIRECTORY = <<ADD wallet path without file name>>)

)

)
SSL_CIPHER_SUITES= (SSL_RSA_WITH_AES_128_CBC_SHA,

SSL_DH_anon_WITH_3DES_EDE_CBC_SHA)
The sqglnet.ora file that you added looks as shown below:
For Example:

SQLNET . AUTHENTICATICON SERVICES = (BEQ,TCPS,NTS)
$5L_VERSION = 0
55L CLIENT AUTHENTICATION=FALSE

WALLET LOCATION =
(SQURCE =
(METHOD = FILE)
(METHGD DATR =
{DIRECTORY = C:\Users\Srikar.Medathati\Documents\oracle wallet\client wallet\client wallet)
)
)

SSL_CIPHER SUITES= (SSL RSA WITH AES 128 CBC SHA, SSL DH anon WITH 3DES EDE CBC SHA)

1. Open ODBC Data Source Administrator (32-bit) window.

2. Select the System DSN tab, click Add... and select '‘Oracle in instantclient_19 9
drive and then click Configure.
The Oracle ODBC Driver Configuration screen displays.

3. Inthe Oracle ODBC Driver Configuration screen, complete the fields as shown in
following table for sordb DSN configuration and then click OK.

In this field... Do this...

Data Source Name Enter the data source name. For
Example: sordb_orcl2

Description Enter the description.
For Example: sordb_orcl2

TNS Service Name Select the TNS service name related
to TCPS service presentin
tnsnames.ora file.

UseriD
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Oracle ODBC Driver Configuration

Numeric Settings Use QOracle NLS settings

Data Source Name ‘de_ordZ |
Description ‘ sordb_orcl2 I Cancel
—— H
TNS Service Name DRASSLCON ey
ORASSLCON Test Connection
User 1D orcl
pdbprel2
Application Qracle Workarounds SQLServer Migration
Enzble Result Sets Enable Query Timeout Read-Only Connection [_]
Enable Closing Cursors  [] Enable Thread Safety [
Batch Autocommit Mode Commit only if all statements succeed v

4. Click Test Connection to test the sordb connectivity to the database and enter
password in the Password field and then click OK.

5. Similarly complete the fields for idatadb DSN configuration and then click OK.

In this field...

Do this...

Data Source Name

Enter the data source name. For
example: idatadb_orcl2

Description

Enter the description.
For Example: idatadb_orcl2

TNS Service Name

Select the TNS service name related
to TCPS service present in
tnsnames.ora file.

UserlD

Enter the idatadb User ID. For
Example: idatadb

6. Click Test Connection to test the idatadb connectivity to the database and enter
password in the Password field and then click OK.

7. Do the changes in didb.settings table for SORDB and IDATADB, see "Changing
SOR from MySQL to Oracle" section, Step 11.

Configure Edge in IE Mode

Parcel supports running the Ul on the Edge browser in Internet Explorer mode.
Please follow instructions in the link below to enable and open the Ul on Edge in IE

mode.
Internet Explore mode in Microsoft Edge
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Change Log On user for all Kewill / BluJay Services

By default, Windows Services run with Local System account which means Local System
account should have full access to the configured remote folder location. Instead of
allowing system account to access configured Parcel Artifact folder, we can change Log
On user for each service by following below steps:

1. Open the Windows Services screen.

2. From the Services list, right-click on "Kewill DiServer Service" and then click
Properties.

3. Click Log On tab.

4. Select This account: option, enter the username and password details in the
respective fields that the service is to run under.

5. Click OK.
Restart the service.
Repeat the Step 2-6 for all Kewill/BluJay services.

Changing Parcel Artifact Folder Location

If user prefers to change configured Parcel Artifact folder location after Parcel Installation
is completed, then user needs to follow below steps:
1. Stop all Kewill/BluJay/Apache services.

2. Open acommand prompt using Administrative privileges and then navigate to
.\Kewill\Flagship\bin directory.

3. Select MoveArtifactsAndLogs.bat file, and then pass 2 command line arguments,
such as:

First Param: Source Path directory where Flagship path is resided. Second

Param: Destination Path directory where you want to move the Parcel

Artifacts.

The MoveAtrtifactsAndLogs.bat batch file is used to move all log/artifacts/configuration
files from existing Parcel Artifact location to the newly configured remote folder location.
Note: Make sure the destination path directory already exists and it has all required
privileges.

For Example:

>MoveArtifactsAndLogs.bat "C:\Program Files (x86)\Kewill\ArtifactsAndLogs"
"C:\Blujay\ArtifactsAndLogs"

1. Click <Enter> from your keyboard.
The Parcel Artifacts are now moved from one location to another location. After
the Parcel Artifacts moved to the required destination path directory, you need
to update the below changes.

2. Update Parcel Artifact Folder in ..\Kewill\Flagship\bin directory.
a. Navigate to ..\Kewill\Flagship\bin directory.

3. Open ParcelSystem.ini file and set the value for 'RemoteFileRepository' to defined
Destination Path directory where you moved the Parcel Artifacts.
For Example:
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C:/Blujay/ArtifactsAndLogs
Note: It is recommended to use forward slash in the path. If using backward
slash, use double slashes in the path like "C:\\Blujay ArtifactsAndLogs"

Save and close the ParcelSystem.ini file.

Open a command prompt using Administrative privileges and navigate to the
<Parcel Install Folder>\Flagship\ucm\java folder and then run 'UCM-
ServerService-Install.bat' file by passing DBUsername and DBPassword as
command line arguments.

For Example: UCM-Server-Service-Install.bat <DBUsername> <DBPassword>

6. Update the settings of output_dir key _name for ui-app Domain in Parcel
Application is shown in the following screen.

e2open TM-Parcel i
Ship Track My Profile
System f Settings

< vpefi osENED A

Location ID Location Mame:

EProgram
Manifes! (DPRN) cbipul direc x.

Notes:

o Make sure to append Parcel Artifact Folder with
"IFlagship/WebGUl/output" directory. o Use
backward slash in given path.

7. Update PHP.INI File.
For Apache —
.\Kewill\Flagship\php\php.ini For
IS —
.\Kewill\Flagship\phpnts.php.ini

a. Navigate to the following location and open the php.ini file in a text editor:

b. Search for the word include_path and append new given Parcel Artifact
Folder separated by ';'For Example:
include_path =".;C:\php\includes;C:\\Blujay
ArtifactsAndLogs"
Note: Use two backward slashes in given path.

c. Save and close the php.inifile.

8. Update httpd.conf file (For Apache only)Navigate to the following location and
open the httpd.conf file in a text editor:
.\Apache-httpd\Apache24\conf
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a. Search for <IfModule alias_module> and add the below lines under
<IfModule alias_module> section.
Alias/parceloptions/"<add new custom path>" For
Example:
<IfModule alias_module>
ScriptAlias /cgi-bin/"C:/Apache24/cgi-bin/"
Alias/parceloptions/"C:\\Blujay

ArtifactsAndLogs"

</IfModule>
b. At the end of </IfModule> add the below lines<Directory "<add new
custom>">
Allow from all
AllowOverride None
Options Indexes FollowSymLinks MultiViews

Require all granted </Directory>

For Example:
<Directory "C:\\Blujay
ArtifactsAndLogs">

Allow from all
AllowOverride None
Options Indexes FollowSymLinks MultiViews
Require all granted
</Directory>
Note: Use two backward slashes in given path, in case of network drive,
use four backward slashes at the starting.

c. Save and close the httpd.conf file.

9. Update Parcel options in Virtual Directory (For IIS Machine only)For information,
see Add/Update Virtual Directory in IS section.

10. Restart all Kewill/BluJay/Apache services.

Supporting UMS and E2Proxy Integration

To support UMS and E2Proxy Integration, update the following keys under Global

Settings
machine_name | domain subdomain | key_name key_value
ALL integration | etwoproxy | enable_ums_integration |y

e y=support UMS Integration
The UMS integration layer settings displays, as shown in the following screen.
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e2open

Ship Track

My Profile System

Loeation
Ship Dat

Workstation UCM Help

11S 10.0 on Windows Server 2019

administrator ~

System / Settings
et ragefi oENES A _ Editrecord
tntinlo pcbinins i e —
EEEED | st vomain T ——
- Global Settings Key Name [enable_ums_integration
[ Add Location Key Value | T
[} Delete Location Display Name NS Tntegration
() Corporate DSN Value Type [ — |

D CloseConfie

[ E2MET Watermill Integration

D Iracking Module Export Carriers
[ Control Tower integration

ot Doves -Jenny
+ C)Nantes -Jenny v

machine_nam | domain
e

subdomain

key_name key_valu

e

ALL integratio

n

etwoprox
y

enable_e2proxy_integratio |y
n

ey =support E2Proxy Integration

The E2Proxy integration layer settings displays, as shown in the following screen.

e2open

Ship Track

TM-Parcel

Loeatian:

Ship Date: 0

station UcM™ Help

administrator =

feci < pamefi  oENES A ) _ Editracord
R i, machine_name [ul;.wmn

EEED | cnomain oprony
= Global Settings iy Mbwe:

) Export Integration
L) Multi-Mode Report
1) Parcel App Servers
[ settings
0

ut
ot Dover -Jenny
+ CINantes -Jenny ~

[enable_ums_integration
OIS Tntegration

[omwerd %]
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Configuring IS 10.0 on Windows Server 2019

Installing 11S 10.0

If you are installing Parcel with Windows Server 2019, you first need to have Microsoft
Internet Information Services version 10.0 (IS 10.0) installed on the server where you
install Parcel. To ensure this capability, carry out one of the following procedures:
e IfIIS 10.0 is not installed on the server, carry out the following procedure to install
and configure 11S 10.0

« IflIS 10.0 is already installed on the server, carry out the configuration procedure
in the following sections:

* Configuring PHP for lIS 10.0
e Configuring Bindings

* IS 10.0is only available in Windows Server 2019 and Windows Server 10.0.

* You must have System Administrator privileges in Windows to install and/or
configure IIS 10.0

IS 10 Installation
Toinstall IIS 10.0, follow these steps:

1. Click the Server Manager icon on the desktop or select *Server Manager* using
the Start menu to open the Server Manager screen.

Host Name :["‘
IP Address:
Liser Name:
Logon Domain:
Logon Servep:
Free Space:
Boot Time:
Uptime:

H £~ O B B

2. Inthe Server Manager > Dashboard screen, click Add roles and features, as
shown in following illustration.
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&5 DEVEIP-UPOS-BO1 . blujay.globs! - Remote Desktop Connection

Fi Server Manager

Mlanager * Dashboard

I8 Dashboard

WELCOME TO SERVER MANAGER

B

l Local Server
5 All Servers

ii File and Storage Services B

nfigure this local server

Add

(| Je

| WHAT'S NEW.

ILEARNMDQE

Ad

ROLES AND SERVER GROUPS

Fle: Servers 1

Server groups: 1

5 5

. Manageability
Evnts
Services
Performance

BPA results

B Local Server

- Manageability

Events

- Services

Performance

BPA results

. Manageabihity

Events

- Services

Performance

BPA results

illustration.

The Add Roles and Features Wizard screen displays, as shown in the following

Fe Add Roles and Features Wizard

Before you begin

hosting a website,

Ta remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Adminsstrator account has a strong password
* Metwork settings, such a5 static [P addresses, are configured
* The most current secunty updates from Windows Update are installed

complete the steps, and then run the wizard again.

To continue, click Next

] Skip this page by default

v~ ]

DESTINATION SEAVER
DEVRIP-UR0S-B01 biujwy. globa

This wizard helps you install roles, role senices, or features. You determine which roles, role services, or
features to install based on the computing nesds of your organization, such as sharing documents, or

If you must venfy that any of the preceding prerequisites have bean completed, close the wizard,

1sta Cancal

X

3.
checkbox and then click Next, as shown in following illustration.

In the Add Roles and Features Wizard screen, select *Skip this page by default*
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- —

4.

5.

e Add Roles and Eeatures Wizard = O X
[ = . L E DESTINATION SEAVEA
Before you begin OEVEIP-UPQ5-BOT Bty sloba’

This wizard helps you install rales, role services, or features. You determine which roles, role senvices, or
features to install based on the computing needs of your organization, such as sharing documents, or
hzsting 2 websits.

To remeove rales, role senvices, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tacks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static [P sddresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click MNext

I Iof] Skip this page by default I

Previous !_ Next » C_u-:el__]

The Select installation type screen displays, as shown in following illustration.

In the Select installation type screen, accept the defaults and then click Next, as
shown in following illustration.

Fe Add Roles and Features Wizard — a *
: i DESTIMATION SERVER
Select installation t’}-"p? DEVRIP-UPD5-B01 Blujsy. globa

Select the installation type. You can install roles and features on a running physical computer or virtual
maching, of on an offfine virtual hard disk (VHD)

* Role-based or feature-based installation
Configure a single server by adding roles, role senaces, and features,

Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment,

I < Previous ] MNext > ] nsta Cancel

The Select destination server screen displays, as shown in following illustration.

In the Select destination server screen, accept the defaults and then click Next,
as shown in following illustration.
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Eu Add Roles and Features Wizard - (] b4

. i § DESTINATION SERVER
Select destination server DEVAIP-UP02-BO1. blujay.global
Select a server or a virtual hard disk on which to install roles and features.

@) Select a server from the server pool
() Seleet a virtual hard disk

Server Pool

Filter:

Wame 1P Address Operating System

DEVBIP-UP02-BO1.bluja...  10.1.7.40 Microsoft Windows Server 2016 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

[r—

< Previous | Next > Instal

following illustration.

The Select server roles screen displays, as shown in following illustration.
In the Select server roles screen, select Web Server (1IS) checkbox, as shown in

e Add Roles and Features Wizard — O b

DESTINATION SERVER,

Select server roles DEVEIP-UPD5-501 biujay. global
I A The destination server has a pending restart. We recommend that you restart the destination server before either installing or.. X
Select one or more roles to install on the selected senver.
Roles Description
o e e e i ] Web Server (II5) provides a reliable,
Drevice Health Attestation manageable, and scalable Web

DHER Serier application infrastructure.
NS Server

Fant Server

File and Storage Services (2 of 12 installed)

Host Guardian Senvice

L Hyper-V

] MultiPoint Services

[J Metwork Controlier

] Network Policy and Access Services

L] Print and Document Services
[ Remate Access

[] Remuate Desktop Services
[ Voluma dctivation Services

-_'b Server l'iIS.
LI Windows Deployment Services

[[] Windows Server Essentials Experience
[[] Windows Server Update Services

[-c_l)rem;ssH Nedt> | nsta . Cancel -]

An Add Roles and Features Wizard Pop-up window appears, as shown in

following illustration.
In Add Roles and Features Wizard Pop-up window, accept the defaults and click
Add Features and then click Next, as shown in following illustration.

Copyright © 2024. e2open, LLC. All rights reserved.

142



TM-Parcel Fresh Installation Guide

Configuring IIS 10.0 on Windows Server 2019

B

SeIeCl server rolg
Select server roles
i i Add Roles and Features Wizard

l A The destination server hé

have to be installed an the zame server.

4 Management Teols

[Tecls] 115 Management Console

[ Include management tools (if applicabile)

Add features that are required for Web Server (I15)7

The following tools are required to manage this feature, but do not

Add Features |

Cancel

x

DESTINATION SERVER
DEVBIP-UPDS-BO biujuy.global

X
nre aither installing or... o J

ation

srver (II5) provides a reliable,
eable. and scalable Web
ition infrastructure,

| Cancel

Note:Please notice that the Next in Select server roles screen gets enabled, once
you click Add Features.The Web Server Role (IIS) screen displays, as shown in

following illustration.
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8. In the Web Server Role (IIS) screen, click Next, as shown in following illustration.

fiz Add Roles and Features Wizard = o »

DESTINATION SERVER
DEVRIP-URDE-E0 1 b iy glots

Web Server Role (IIS)

Web servers are computers that let you share infarmation over the Internet, or through intranets and
extranets, The Web Server role includes Internet Information Services (118) 10,0 with enhanced security
diagnostic and administration, a unified Web platform that integrates 1IS 10,0, ASPNET, and Windows

Communication Foundation.

* The default installation for the Web Sanver (II5) role includes the imstallation of role sendices that
enable you to serve static content, make minor customizations (such as default documents and HTTP

errors), monitor and log server activity, and configure static content compression,

Muore information about Web Server 15

| < Pravious | Cancel |

The Select roles services screen displays, as shown in following illustration.

9. Inthe Select roles services screen, select *CGI* checkbox, accept other defaults
and then click Next, as shown in following illustration.
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e Add Roles and Features Wizard

Select role services

O x

DESTINATION SERVER
DEVEP-URDS-BO 1. bhujay global

I A The destination server has a pending restart. We recommend that you restart the destination server bafore either installing or...

Select the role services to install for Web Server (115)

Role services Description

CGl defines how a Web server
passes information to an external
program. Typical uses might include
using & Web form to collect
mformation and then passing that
information to a CGl script to be
ermailed somewhere else. Because
CGI & a standard, CG| scripts can be
written using a variety of
programming languages. The
downside to using CGl is the
performance overhaad

] 1S Client Certificate Mapping Authenticatic
] IP and Domain Restrictions
] URL Authorization
] Windows Authentication
4[] Application Development
[] \NET Extensibility 3.5
[] \NET Extensibility 4.6
] Application initialization
] Asp
] ASPMET 35

ASPNET 4.6
Eakcal
L] Fl Extensions

] 154P! Eilters

] Server Side Includes

] WebSocket Protocel
a [] FTP Server

[ < Previous ] INeﬁ‘t_r-I nstal

The Confirm installation selections screen displays, as shown in following

illustration.

10. In the Confirm installation selections screen, confirm your selections from the

previous screens, and

then click Install, as shown in following illustration.

i Add Roles and Features Wizard

Confirm installation selections

X

[m]

DESTINATION SERVER
DEVEIP-UPDE- B0 biujay global

[ & The deshination server has a pending restart. We recommend that you restart the destination server before either installing or...

To install the following roles, role senvices, or features on selected server, click Install

] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page becauss they have
been selected automatically. If you do not want to install these cpbonal features, clhick Previous to clear
thewr check boxes.

Web Server (II5)
Managemant Tools
II5 Managernent Console
Web Server
Applicatron Development
[uc]]
Comman HTTP Features
Default Document

Derectory Brawsing

Export configuration settings
Specify an altermate source path

I Install ]l[ Concel |

< Previous

The Installation progress screen displays, as shown in following illustration
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e Add Roles and Features Wizard

Installation progress

View installation progress

F.-r..'n'. conbguratsaon sellings

O

DESTINATION SERVER

DEVEIP-UPDS-BD Biujiy.glote

o Starting mstallation

Web Server (115}
Management Tools
15 Management Console
Web Server
Application Development
cal
Commaon HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content

You can close this wizard without interrupting sunning tasks. View task progress or open this
page again by clicking Motifications in the command bar, and then Task Detads,

et

After the IS installation

completes the Installation Results screen displays.

11. Verify that the installation was successful, and then click Close, as shown in

following illustration.

E., Add Roles and Features Wizard

nstallation progress

Results

View installation progress

Export configuration settings

=] X

DESTINATION SERVER
DEVEIP-URAE-BO 1 Bhujay.global

a Featurne installation

Web Sarver (115)
Management Tools
115 Management Console
Web Server
Application Development
Gl
Common HTTP Features
Detault Document
Directory Browsing
HTTP Errors
Static Content

You can close this wizard without interrupting running tasks. View task progress of open this
page again by clicking Notfications in the cammand bas, and then Task Details,

[

12. The Web Server Role for 1IS is now successfully enabled in Server Manager

screen.
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Printer Configuration on Windows 2019

Parcel requires a Windows 2019 user with permissions to all necessary local
resources and with print access to all peripheral devices (document and label printers);
For Example: ParcelUser. Before adding printers, create this Windows user. After you
create this user, you can add the required printers to Windows Server 2019, and then
set up the Parcel Windows services for printing, as described in the following
procedures.

To add printers on Windows 2019:

1. Log in to the computer running Windows Server 2019 with the Parcel user you
created.

2. As the Parcel user in step 1, add the required document and label printers
(network and/or local).

To set up Parcel Windows services for printing:
1. InWindows Administrative Tools, open the Services window.

2. Stop the following Kewill services:Kewill DiServer Service
KewillReportingService
BluJayUCMService

3. Configure these services for the Parcel user login previously created.

4. Restart the services.

Configu.ring PHP for 1IS 10.0

After installing IIS 10.0, for Parcel to work with 11S 10.0, you need to configure PHP
settings as described in the following sections:

« Configuring the PHP.INI File
» Configuring Bindings

Configuring the PHP.INI File

To configure the PHP.INI file:

» Navigate to the following location and open the php.ini file in a text editor:

<Parcel Install Folder>\Flagship\php\php.ini

(Or)

<Parcel Install Folder>\Flagship\ \php.ini

For the below mentioned settings, remove the comments and set them with the following
values.

» fastcgi.impersonate =1
» fastcgi.logging =0

e cgi.fix_pathinfo=0

e cgi.force_redirect=1

For Example:
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#fastcgi.impersonate needs to be changed as fastcgi.impersonate and ensure that the

value should be 1.
« Edit the Default Web Site with the following basic setting:

Set Physical Path = <Parcel Install Folder>\Flagship\WebGUI The
following screen shows this setting:

o Intemet Information Services (IIS) Manager
@ @ » KUSKEWILL-PCI » Stes » DefoultWenSite » | o -

File View Help

L 0 Default Web Site Home

-
= uL-pez g | T 3 - Uy Show All | Group by Area
<2 Appheation Pook 5
4 (i Sies g - L¥| =t ] | o E 2 4] Ao
1 4 Defauk ek Site .‘;!_, i o & - iy 1_J i F. Fis
Authentic..  CGl  Compre Edit Site 2 % [be Moduies  Cutpat
Caching
n
@
= T f :
| Detouit web Site | |Defaurapprosl Select.. | . o
Request  S5L Settings L [T | .
W Stop

Fitering
Physical path:
| CAPrograen Files {85\ Kewif Flagsiiph Web G| || B Website
Pass-through suthentication Browse 80 fhity
Configurst.. ; s
i | Connectas... | | Test Settings—
I L Configurs
oK Concel | @ oy

a. On the IIS Manager user interface, select the Server Node in the
Connections tree view, and then, on the Features View screen open the

Handler Mappings feature as shown in the following screen:

Add Module Mapping (>

Request path:
“php
Example: *.bas, wsvc.axd

Module:
\FasthiModuie

Executable (optional):
\"C:\Program Files (x86)\Kewill\Flagship\phpnts\php-cgi.exe"

Name:
[PHP_\Jla_FastCGI

Request Restrictions...

ok || coace |

Add the PHP handler

mapping configuration as described in the following steps:In the Actions
pane click Add Module Mapping, and then, on the Add Module Mapping

dialog, enter the following values, as shown in the previous
screen.Request path: *.php

Module: FastCgiModule
Executable: C:Path to PHP installation\php-cgi.exeName:

PHP_via_FastCGl
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b. Click Request Restrictions..., and then configure the mapping to invoke

Mapping |Verbs | Access

i Invoke handler only f request is mapped toe
File

Febder

#) File or folder

Handler _+only if the request is mapped to a '{_}File or a folder'{_}.+_

Cancel |

c. Click OK to save this configuration.

dialog, click Yes.

d. To create a FastCGl application, on the Add Module Mapping Pop-up

a. Open the Fast CGI Settings dialog:

Add the Fast CGl settings, as shown in the following screen.

Internet Information Services (1IS) Manager
@ €5 b KUSKEWILL-PC2 »
File View Help
R .
P 7
[ 0}1 KUS-KEWILL-PC2 Home
R -5
& Start Page =
4 = F o - @ Al :
b KUS-KEWILL-PC2 (KUS-KEWIL | " o how Al | Sl Ara
] ce1 ‘.H = oy e ] | o= ? 1 -i i
e = (] =2 St | = = = [ J
Authentic.. €4l Compression Defauk  Directory  ErorPages | FastCGl | Handler HITP  ISAPland  Logging  MIME Types
Document  Browsing | Seings | Mappings  Respom..  CGlResti..
ol a o= X
1:9{ ik,g o= & "ty
Modules  Output  Request  Server  Worker
Caching  Filtering  Certficates  Processes
Management "
Configurat.,  Feature Shared
Edter  Delegation Configurat...
S TRtemet Informanon Services (I15) Manager
[ 95 » xuskEwLLPC2 »
iew  Help
1
k= £ | “- .
- 12 18 Jl FastCGl Settings
) it Fege Use this feature to configure FastCGl applications used by websites on this server.
485 KUS-KEWILL-PC2 (KUS-KEWIL
3 Application Pools Full Path 5 Arguments Max. Instances Instance Max. Requests
|- Sites { &\Program Files (x86]\Kewill\Flagship!phpnts\php-c... ] 200 i

On the Edit FastCGI Application dialog, configure the following settings,

and then click OK to save the FastCGI configuration:
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Ful Path:
CAProgrm Files (#86)\Kowill\Flag

Argurments:

FastC Gl Properties
Enwironment Yanables
Instance Maxfequests
May Instances
Monikar changes to file

Standard error mode

4 Process Model

b Advanced Sethngs
Idle Timeout
Cheeue Length
Raped Fails Perblinute
Reguest Timeout

Adtivity Tameout

to run wathout communicating with IS,

[Collection)]
200

o

ReturnS tdE rrinS {0

T S 1%

Specifies the time, in seconds, that 8 FastC G| process for thes applcaton is allowed

Cancel

Configuring Bindings

To configure bindings:
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1. From the Start menu, select Control Panel > System and Security >
Administrative Tools-Internet Information Services (11S) Manager:

P p—— RSN

Home Shaie Wiew Manage Manage o ‘
T | e‘ ¢ Control Panel # System ond Suuliw » mem Tools v G ] | Search Administrative Took 3
o Al Neme b Date modified Type Size o~
B Desitop A Terminal Services T/26/2012 #05 File folder
8 Downloads i Component Services 728 Shedcut 2%8
2L Recent places & Computer Management T2 Shocut K8
| 85 Defragment and Optimize Drives IV AIEPM  Shorot 2x8
A Libranes [l Event Viewer T2S/2012420PM  Shorcut 208
+ Documents 73 Intenet information Senvices (15) Manager  7/75/2012 £159M  Shortcus )|
o Music | B, SCS Intator TAVMI2E2PM  Shorcut 248
il Pictures \B|  f Loeal Secusity Policy 2419PM  Shedcut 2x8
B videos T ODBC Data Sousces (32-bt) 2425PM  Shorcut 20B =
[ ODBC Data Sources (64-bit) Shorteut 2x8
1% Computer (B Performance Moniter 7252 Shevtost 258
() Resource Monitor TASANZEITPM  Shoreut KB
S Network ﬁmcwmmm TARVINIA30PM  Shomon 2B
1 EsHIP B Server Manager TN EIIPM  Shomon 2%8
1 KUS-DL-DEEPAK. i~ Services TSI AP Shedout 2B
M KUS-DL-MICKEN. | [ System Configuration TAVIN241EPM  Shoeut 2x8
1 KUS-HP-DMYERS M System Information TISNIEEPM  Shoreut 2¢8
W KUSLI03596 () Tazk Scheduler 2420PM  Sherteut 2KB
1 KUSLI03358 B Vindews Firewsll with fdvanced Security W01 E29PM Shotent 2k8
M KUsL03878 [ Windows Memory Dhagnostic TRV EITPM  Shoreut 2k8
M KUSL303583 0 Windews PowerShell (x36) TA012 403 AM  Sherneut 18 rr
2ems  1item selected 11068 E=

2. Double-click the IS Manager listing as shown in the previous screen to display
the 1IS Manager, and then, on the 1IS manager, select <Your_Server_Name> <
Sites > Default Web Site to display the following screen:

' Q Default Web Site Home

- E e B Espleer
iy St Page: - W o . FT. FiSt Pesminasan...
« S KEWALL-PC3 (WL PCT\Ad Fiter: ¥ 6o - GaShew AN | Group by Area -] —— e
2 Applcatasn Posh L] - Nostogs
i St . = e C - -
B Detauk et S0 s 9 o B @M & & W e T
Authents.. Compreisn  Delault Dwectory  EmorPages  Handler HTTP Legpng o Apphcationt
Document  Browsng Mupgirgn Vi Virtupl Dl
M = & 8 Mansge Wetmite -
MIME Types  Modules  Ouiput  Bequest 550 Setiings T Frmn
Cathng Fierng [
Managemant = B feop
| =1 B o Webmite
l=] & Browee 50 0rtg)
< Eelitos Acmrnt o Semtingt.
Canfigure
e
0 Hee
Ginfne Help
|

3. Inthe Actions panel, select Edit Site > Bindings to display the Site Bindings
Popup dialog:
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L, Intesnet Information Services 015) Manager [=Im] = |
®__ @ ¢ KEWRLL-PCY » Shes » Deleol Web St » [T
e Yiew Help
Q-2 8 | @ Defauit Web Site Home [ beia
G i S | I
4 9 KEWLL-PCH (EWILL-PCTAL - —
) Application Pools L Site
4 W Site Type | Most Maeme Poet P Addren Bendng Informa. Add [ _ Wning
A Dl Wek Sae Batip L] . o Bavic Sestinge
Lot [Py ro—
- 4 Wetwe Wietusd DarweTomes
Manage Wednite L
T e
»
B g

T oo 80 (aip)
Advanced Seftmgs

Configure
- Lams,
Clese l L
— Colire Heg
e 5 o1 [ Foatutes View = Contant View
Resdy b |

Optionally, change the port number if you want to operate the Parcel Web site
from a port other than 80; otherwise, click Close.

4. Save the configuration and restart the Web site:

e Default Web Site Home

LSS REAT B Bl
Wy Stant Page eS| : B Ed2 Permicsions...
- R Cpenad Fiker ¥ o - o Show 38 | Geoupby: Army - P
) Appication Pook " =
- £ — = 2. Bindings.
2 i sas PLy = 2 3 £ (W] ;
+ /@) Defacl Wighonl ] 5 I = < 13 Basx Somings
& [Exphon won  Defauh Durectory  EmorPages  Hangier Lol Logging et ApPhL i
Dot Mg g, Views Wirtusl Durecsores
@
&3 3 Warasge Webite L
Bequest UL Sessings = Aesed
ey » .
A B Ssp
T rowse 10 (Wp)
Advpnied Settnge
Configuee.
L5 Samzhie Cotent Vies | Advanced Settngs J T
—— @ g
i balgy
an - T 31 [ Festures View | Content View
Rasty 4

5. Testyour Parcel/llIS10/PHP installation and configuration by opening Parcel
application using the following URL on the server where Parcel is installed:
https://localhost/login/login.phpa

Note: The above instructions are same for Windows Server 2012 with 118.0

Disabling Weak SSL Cipher Suites in IIS
The user needs to disable weak SSL cipher suites in 1S for security purpose.

This section describes about how to disable the weak SSL cipher suites in lIS. To
disable Weak SSL Cipher Suites in IS, follow these steps:
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1. Openthe Local Group Policy Editor (Start > Run > gpedit.msc).

2. Onthe left hand side, expand Computer Configuration, Administrative Templates,

Network, and then click on SSL Configuration Settings, as shown in following

screen.

File  Acti

~

v

<

on View Help

o 7@ = BHE T

.| Local Computer Policy
~ & Computer Configuration

Software Settings

Windows Settings

Administrative Templates

_ Control Panel
-~ Network
| Background Intelligent Transfe
| BranchCache
. DirectAccess Client Experience
| DNS Client
| Fonts
_ Hotspot Authentication
Lanman Server
| Lanman Workstation
J Link-Layer Topology Discovery
| Microsoft Peer-to-Peer Networ
1 Network Connections
1 Network Connectivity Status Ir
1 Network Isolation
| Network Provider
1 Offline Files
| QoS Packet Scheduler
SNMP
_| SSL Configuration Settings
| TCPIP Settings
. Windows Connect Now
| Windows Connection Manage
| Wireless Display
>

N
~ | 8 configuration Settings

Select an item to view its description.

Setting
|iz] SSL Cipher Suite Order
|iz] ECC Curve Order

\ Extended /'\Standard/

2 setting(s)

3. On the right hand side, double click on SSL Cipher Suite Order.The SSL Cipher

Suite Order screen displays, as show in following screen.
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& sS1 Cipher Suite Order O X

5] SSLCipher Suite Order Next Setting

(® Not Configured Comment;

O Enabled
(O Disabled

Supported on: | a4 1aact Windows Vista
Options: Help:

This policy setting determines the cipher suites used by the

SSL Cipher Suites
Secure Socket Layer (SSL).

If you enable this policy setting, SSL cipher suites are prioritized in
the order specified.

If you disable or do not configure this policy setting, default
cpher suite order is used.

Link for all the cipherSuites: http://go.microsoft.com/fwlink/?
Linkld=517265

o«  [o=]

4. By default, the "Not Configured" option is selected. Click "Enabled" option to edit
your Server's Cipher Suites.
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2

L
E SSL Cipher Suite Order

Next Setting
(O Not Configured ~ Comment:
(® Enabled
O Disabled
Supported on: | ¢ |aast Windows Vista
Options: Help:
SSL Cipher Suites This policy setting determines the cipher suites used by the

Secure Socket Layer (SSL).
TLS_AES_256_GCM_SHA384,TLS_AES_128_(

If you enable this policy setting, SSL cipher suites are prioritized in
the order specified.

If you disable or do not configure this policy setting, default
cipher suite order is used.

Link for all the cipherSuites: httpy/go.microsoft.com/fwlink/?
Linkld=517265

Cancel Apply

The 'SSL Cipher Suites' field is filled with text once you click on the "Enabled"
option.

5. Replace the existing text with the below text and click
OK.TLS_DHE_RSA_WITH_AES_ 256 _GCM_SHA384,TLS DHE_RSA_WITH_A
ES 128 GCM_SHA256,TLS RSA WITH_AES 256_GCM_SHA384,TLS_RSA _
WITH_AES_128 GCM_SHA256,TLS ECDHE_RSA_WITH_AES 256 _GCM_S
HA384,TLS_ECDHE_RSA WITH_AES 128 GCM_SHA256,TLS_RSA WITH_A
ES 256 _CCM_8,TLS_RSA WITH_AES_256_CCM,TLS _RSA WITH_AES_ 128

_CCM_8,TLS_RSA_WITH_AES_128 CCM,TLS_ECDHE_RSA_WITH_CHACH
A20_POLY1305_SHA256

6. Restart the Server Machine.

Disabling Weak SSL Protocol in lIS

The user needs to disable weak SSL protocol in IIS for security purpose.
This section describes about how to disable the weak SSL protocol in IIS. To
disable Weak SSL Protocol in IS, follow these steps:

1. Open the Registry Editor (Start > Run > regedit).

2. Create the new keys called "TLS 1.1" (Protocols > New > Key TLS 1.1) and "TLS
1.2" (Protocols > New > Key TLS 1.2)

3. Right-click the "TLS 1.1" and "TLS 1.2" Keys and create subkeys:n the
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProvider
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S\SCHANNEL\Protocols directory:"Client"

"Server"

a. Right-click the "Client" and "Server" subkey and create a new DWORD
(32-bit) Value called 'DisabledByDefaultEnabled'. (New > DWORD (32bit)
Value > DisabledByDefaultEnabled).

b. Leave the default value as '0'".

c. Right-click the "Client" and "Server" subkey and create a new DWORD
(32-bit) Value called 'Enabled'. (New > DWORD (32-bit) Value > Enabled).

d. Leave the default value as '1".

w
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\TLS 1.1\Client
ScsiPort A || Name Type Data
SecureBoot ab| (Default) REG_SZ (value not set)
SecurePipeServers %2 DisabledByDefaultEnabled REG_DWORD 0x00000000 (0)
v | SecurityProviders #4|Enabled REG_DWORD 0x00000001 (1)

SaslProfiles
¥ | SCHANNEL
Ciphers
CipherSuites
Hashes
KeyExchangeAlgorithms
¥ | Protocols
v @ TS1.3
Client
Server
v 3 ns12
Client
Server
‘WDigest
ServiceAggregatedEvents
ServiceGroupOrder
ServiceProvider
Session Manager
SNMP v
< > <

4. Close the Registry Editor.
5. Restart the Server Machine.

Additional Setup Tasks

Configuring a Connector/ODBC DSN for 32-bit Windows

Before you can connect to a MySQL database on a separate server from the Parcel
DIServer using the MySQL Connector/ODBC driver, you must configure an ODBC Data
Source Name (DSN). The DSN applies a name to the various configuration parameters
required to communicate with a database. Then you can use the DSN to communicate
with the database without having to specify individual parameters.

For Parcel, you need to add a System DSN. A System DSN is a global DSN that is
available to any user and application on the system. To create a System DSN, you need
Administrative privileges.

To add a System DSN using the MySQL ODBC 5.1.6 driver, follow these steps:
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1. Openthe ODBC Data Source Administrator, and then click the Start menu and
select Administrative Tools > Data Sources (ODBC).

2. Select the System DSN tab, and the select the Data Source Name from the
System Data Sources list.

3. Click Configure.. to display the Connector/ODBC Data Source Configuration
dialog.

4. Inthe Connector/ODBC dialog box, complete the fields as follows, test the

connection to each database (see step 5), and then click OK.

In this field... Do this...

Data Source Name The System Data Source name that

you selected in step 3 is automatically
displayed in this field.

Description Type MySQL ODBC 5.1 Driver DSN
TCPIIP Server Type the Host Server name or static

IP address
Port Type the port number used in

configuring MySQL.

Note: Port sets the TCP/IP port
number to use when communicating
with MySQL. Communication with
MySQL uses port 3306 by default. If
you configured MySQL server to use a
different TCP/IP port, (Step 8 in the
Installing the MySQL Server topic) you
must type that port number in the Port

field.
User Type sn_usr
Password Type shipnowdb
Database To test connections (step 5), select

the appropriate database from the
drop-down list:

e didb
+ sordb
e idatadb|

Note: As long as all three databases belong to the same (MySQL) data source, you
only need to complete this configuration once.

5. Inthe Connector/ODBC dialog, after you select each database, click Test to test
the connectivity to that database.

Editing the php.ini File
Depending on your configuration, you need to edit the php.ini file in the WINDOWS folder
as follows:
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« For all installations, the setting to allow include/require to open URLSs (like https://
or ftp://) as files — See the following procedure.

» For Microsoft SQL server — See the following subsection: Editing the php.ini file

Note: You can also edit the php.ini file to set the timeout period in Parcel. See the
section "Resetting the Login Timeout." To edit the php.file to treat URLS as
files

1. Inthe WINDOWS folder, open the php.ini file, and then find the section headed
Fopen Wrappers.

2. Ensure that the following setting is in effect: allow_url_include = on

FXFRIFFIPEEERIINRS

; Fopen wrappers ;

FYPRFEFPIPEEERIERRD

; Whether to allow the treatment of URLs (like http:// or ftp://) as files.

allow_url_fopen = On

; Whether to allow include/require to open URLs (like http:// or ftp://) as files.

allow_url_include = on

3. Save and close the php.inifile.

Resetting the Login Timeout
If you are experiencing frequent Parcel timeouts due to user inactivity that require the
user to log in again, you can reset the timeout period in the php.ini file to make it longer.
To reset the timeout period:

1. Open the php.inifile in a text editing program such as Notepad.

2. Select the Find function and enter the following text string to find the parameter
setting: session.gc_maxlifetime.

3. The value of this parameter is set to 1440 by default. This setting produces a
timeout period of 1440 seconds or 24 minutes. Set this parameter to a new,
higher value as desired for the number of seconds until a timeout is generated.

4. Save and close the php.inifile.

Configuring Parcel with UTF-8 Support

Parcel supports the UTF-8 character set. UTF-8 is a variable-width encoding that can
represent every character in the Unicode character set. To facilitate localization, Parcel
includes UTF-8 by default. This requires modifications to the following files and database
tables: Settings table in the didb database for a Microsoft SQL Server sordb and idatadb
Notes:
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« Even though UTF-8 support is installed with Parcel by default, you need to
configure Parcel for UTF-8 using the Web Admin tool (recommended) or
modifying settings in the didb.settings table directly. See the following section:
"Modifying database settings.” Modifications for Microsoft SQL Server are
required whether or not you plan to use UTF-8. If you want to use UTF-8 with
Parcel, you also need to configure an additional database setting.

For Oracle SOR and IDATA databases, configuration for UTF-8 is automatic.

I\/Iodlfylng SOR and IDATA database settings for UTF-8

You must modify the settings for the Microsoft Sequel Server SOR and IDATA databases
for UTF-8 in the MySQL didb.settings table using one of the following methods:

* With a database administration tool such as SQLyog, edit the didb.settings table
directly with the required sordb and idatadb url key _name values.

* Using the Parcel Web Admin tool, navigate to the Global Settings > Settings
screen (essentially a view on the didb.settings table) and make the required
changes. For information on editing this table in Parcel, see the following topic in

the Parcel Online Help: Parcel Configuration (Web Admin) Tool > Global Settings
> Settings.

Note: The following procedures are independent of the particular method you use to
modify the SOR and IDATA databases. Bold text indicated the string that you need to
append to the existing key value.

Microsoft SQL Server SOR and IDATA settings for UTF-8

To configure the Microsoft SQL Server SOR and IDATA database setting for
UTF-8

1. Inthe SOR database entry below for the url key name, enter the following string
for Key Value: jdbc:sqlserver://Machine_Name;databaseName=sordb

Database Column Database Record

Machine Name ALL

Domain dbs-connection

Sub Domain sordb

Key Name url

Key Value jdbc:sqlserver://localhost:1433;databa
seName=sordb

Display Name Connection URL used to connect to
sordb via Database Service

2. Inthe IDATA database entry below for the url key name, enter the following
string for Key Value:

jdbc:sqglserver://Machine_Name;databaseName=idatadb

Database Column | Database Record
Machine Name ALL

Domain dbs-connection
Sub Domain idatadb
Key Name url
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Key Value jdbc:sqlserver://localhost:1433;databaseName=idatadb
Database Column | Database Record
Display Name Connection URL used to connect to sordb via Database Service

Troubleshooting

Overview - Troubleshooting

If any errors occur during the installation, they appear in a Pop-up and also in the log file.
The log file is located in the root of the folder where you installed Parcel (usually <Parcel

Install Folder>\Flagship) and has the following form:
BJ232Install_<yyyymmddhh_mm_ss>.log;

For Example: BJ232Install_20243052408 35 58.log

"Problems that need to be resolved"” Screen

If the "Problems that need to be resolved" screen appears, it means that the installation
could not be completed. Read the detailed information in the screen.

If you decide that you need to re-install Parcel, you must first uninstall Parcel. See the
section Uninstalling Parcel for instructions.

Common Problems, Causes, and Solutions

The following table lists some common problems that you may encounter during

installation:

Common Problem

Cause/Suggestion for Resolution

On opening the Parcel
Installation Wizard, a
message is

displayed indicating that
the pathname of the
installer contains spaces
(see illustration below).

You should not receive this message if you install
directly from the Parcel CD. However, if you first copy
the installation folder to a local drive on the machine
where you are installing Parcel, you need to ensure
that the pathname to this folder does not contain
spaces.

Any error occurs during
installation.

Errors are displayed in Pop-up windows and also in
the log file. (See above for information on this file.)
Consult these sources for additional information on the
source of the error.

The "Problems that need to
be resolved” screen is
displayed at the conclusion
of the installation process.

The installation could not be completed. Read the
detailed information on the screen. The following rows
describe some of the more common errors.

The "Problems that need to
be resolved" screen
displays the

following message: "The
MySQL MyODBC
Connector was
installed and will need
configuration.”

You need to configure the ODBC Connector for
MySQL on the server. Follow the instructions in the
following section: Configuring a Connector/ODBC
DSN for 32-bit Windows

Error message re spaces in the installation path
The following error message is displayed at the start of the installation process if there
are spaces in the path to the setup.exe program:
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By Sohutons Parcel - InstaitSheeid Wizard -

The pathname 10 the installer containg spaces. Thes wall affect the
outcome of vanous processed Rename the following path,
removing all spaces C\Users\Parcel 27, 2 installer\

o ]

See the previous table for how to resolve this error.

Database connection error with port blocking

When using Parcel, if you have port blocking activated you may receive the following My
SQL error (or a similar database connection error) in the log file:
RateEngine.cpp;CRateEngine::CRateEngine;INFO;Error connecting to

database:;DB Connection was timed out. Will be tried once again when user

calls CONNECT

For information on correcting this error by using an alternative to port blocking, see the
following section: Database Errors with Port Blocking

Database Errors with Port Blocking

The Problem with Port Blocking

Several network security providers include port blocking functionality as a defense
against malware and other destructive programs. This functionality accomplishes this by
blocking ports that malicious programs can open to listen for or poll for commands in
order to use the machine as a bot or vector for spam. This port blocking technique
usually works by allocating ports in the Windows registry in a way that prevents the use
of certain ports for external traffic to and from the machine.

This type of port blocking can adversely affect the operation of Parcel and MySQL for the
following reason. Each of these applications employs a strategy of listening for
connections on a common port, and then shunting each connection to a different,
randomly-selected port in order to listen for the next connection. (This same strategy is
employed by virtually every multithreaded program that handles multiple TCP/IP
connections.) With port blocking enabled, Parcel or MySQL may randomly allocate a
port within the blocked range, and then move a connection to the blocked port. However,
the blocked port prevents any traffic in either direction.

If this scenario involves an interaction between an API client and Parcel, it deceptively
appears that Parcel has the connection open but is ignoring data flow through this
connection. In the di_debug log, this circumstance typically shows as a successful initial
connection with no additional traffic.

If this scenario involves an interaction between Parcel and MySQL, MySQL returns the
following error message in the di_debug log:
RateEngine.cpp;CRateEngine::CRateEngine;INFO;Error connecting to

database:;DB Connection was timed out. Will be tried once again when user calls
CONNECT]|

Note: Since the connection itself does not actually fail, this message is only a warning in
Parcel rather than a fatal error, although subsequent database queries may result in "no
data found" errors. This error is intermittent, since not every port allocated by MySQL will
be in the blocked range; most transactions should still go through. Additionally, since the
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above error message can also occur when MySQL encounters other types of connection
problems, it may not necessarily result from port blocking.

Workaround

You should disable port blocking permanently on any machine operating in conjunction
with the Parcel system, including after-market port blocking (which allows the ports to be
opened and then blocks traffic without notifying the application).

As an alternative security measure to port blocking, BluJay Solutions recommends

the use of Windows IPSec functionality. For more information on IPSec, see the
following Microsoft Web page: http://support.microsoft.com/kb/813878

DB Upgrade Problems with configuration.xml File

When performing an upgrade on an existing Parcel system, the process may freeze
during the database upgrade stage if you have edited or deleted and recreated the
following Java configuration file:

<Parcel Artifact Folder>\Flagship\java\conf\configuration.xml

If, for some reason, this file becomes corrupted or, for any reason, you need to edit or
delete and recreate this file, please carry out the following steps:

1. Open the Windows Component Services window: Start > Administrative Tools >
Component Services > Services (Local).

2. Stop the following services:Kewill DiServer Service
KewillFlagshipDatabaseFileService

3. Before editing or deleting the configuration.xml file, make a copy of the existing
file and forward it to BluJay Solutions Customer Support. (If possible, wait for
analysis and advice from Customer Support before taking further steps.)

4. After editing the configuration.xml file or creating a new one and adding it to the
*.\Program Files\Kewill\Flagship\java* folder, restart the following
service:KewillFlagshipDatabaseFileService

This required step re-initializes the configuration.xml file with the correct paths.

Copy the flagshipProperties.xml file from the <Parcel Artifact
Folder>\Flagship\DBUpdate\XML folder to the
.\ProgramFiles\Kewill\Flagship\Java\tmp\dbin folder and wait for it to be deleted
automatically by the service after it has been processed.

7. Restart the following service:Kewill DiServer Service

Log File Rollover Problems

Changes were introduced in the Parcel logging process to ensure that the di_debug.log
file is correctly backed up after rolling over when the maximum file size is reached, and a
backup copy of the old log file is made when the new log file is created. With the new
logging changes, interprocess locking was introduced to ensure correct log rotation.
However, if for some reason log rotation is not working, then you need to carry out the
following steps:

1. Manually stop all Flagship services.

2. Delete all files in the Flagship/loglocks directory, or else delete the directory itself.
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3.

Manually restart all Flagship services.

The log rollover process should now function correctly.

Services Starting Problems

After Parcel installation is completed and machine is restarted, Windows may take some
time to reconnect to different network drives. So, when either network/mapped drive is
set as Parcel Artifact folder and if windows try to start Kewill services before network
drive is up, it might fail.

In few cases, if network drive is too slow and failed to start any of Kewill Services, then
users have to Manually restart all Kewill/BluJay/Apache services.

Uninstalling Parcel

If you receive an error at the end of the installation program and you want to try
reinstalling Parcel using the installation program, you must first uninstall Parcel.

You can uninstall Parcel and any of the third-party programs installed by the installation
program (Apache Web Server, MySQL). To uninstall Parcel, follow these steps:

1.

Open the Control Panel > Administrative Tools > Services window. You can
access the Control Panel by clicking the Start in the lower-left corner of your
screen.

In the Services window, the Flagship services are named beginning with the word
"Kewill". If you have trouble locating the services listed below, contact BluJay
Solutions Technical Support.

To stop services, double-click the service and click the Stop in the dialog box that
appears. These are the services you will need to stop:Apache 2.4MySQL - you
must stop this service even if you are not uninstalling MySQL.All Kewill
ServicesStunnel SSL Wrapper

Navigate to the Add/Remove Programs screen from the Control Panel.

In the Add/Remove Programs list, select *BluJay Solutions Parcel{*}, and then
click Remove.Windows uninstalls Parcel. However, the third-party programs
installed by the installation program (such as Web Server and MySQL) are not
uninstalled. Optionally, to uninstall these programs, select them in the following
order in the Add/Remove Programs list, and then click Remove:a. MySQL
Connector/ODBC

MySQL Server

If you uninstalled MySQL, delete the MySQL directory where it was installed. By
default, this is C:\Program Files\MySQL.

To remove Apache, delete the Apache Group directory. By default, this is
C:\Program Files\Apache Group.

If you uninstalled MySQL, search the C:\WINDOWS\System and
C:\WINDOWS\System32 directories for .dll and .exe files related to MyODBC
and MySQL. Delete them.

Rename the C:\Program Files\Kewill\Flagship directory if you want to save
existing log files.
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9. Open the Windows Registry Editor<ac:structured-macro ac:name="anchor"
ac:schema-version="1" ac:macro-id="47c8d416-6b2d-47a9-8a80-
80e38ab8beae"><ac:parameter
ac:name=""> HIk33801290</ac:parameter></ac:structured-macro> (Navigate to
Start > Run, type regedit in the Open field, and then click OK).

Warning: Be very careful editing the Registry. Before you edit the Registry, you should
create a backup of it. If you have Windows XP, you can do this by creating a restore
point using System Restore (Start > All Programs > Accessories > System Tools >
System Restore). For other Windows operating systems, your system administrator will
need to create an image of the system.

1. Inthe left pane of the Windows Registry Editor, expand
HKEY_LOCAL_MACHINE > System >CurrentControlSet > Services.

2. Delete the following keys:DI_Server_svcJTrackKewill TSN Communication
ServiceMySQL (delete only if you uninstalled MySQL!Notification
ServiceSchedulerSvcStunnel SSL Wrapper

3. Look for the keys listed in Step 11 in any ControlSet00n folders (where n is a
digit). The ControlSet00n folders would appear on the same level as the
CurrentControlSet folder. If the keys are found in any ControlSet00n folder, delete
them just as you did in Step 11.

Close the Registry Editor.
5. Restart your computer.

Printing Reports
Note: On the Reports page, when you select a postage statement and click Print, if
Parcel returns the error Report Server could not be started, you need to start the Kewill
Reporting Service manually. To do this, navigate to the Windows Control Panel >
Administrative Tools > Services list (click the Start in the lower-left corner of your
desktop to find the Control Panel). Locate the Kewill Reporting Service in the Services
list. Right-click on it and select Start.

Installing MySQL on different drive

To install MySQL on different drive, please follow these steps: Note:
The newer version of MySQL Server is 8.0.32.

1. Inthe Setup Type screen, select the Custom option and then click Next.
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] MySQL Installer

MySQL. Installer

Adding Community

Choosing a Setup Type

Please select the Setup Type that suits your use case.

O Developer Default

() Server only
nitadit only the MySOL Server
product.

O ent ondy

@ Custom
Manually select the products that
should be installed on the

Next >

Cancel

Setup Type

Description

Developer Default

Select this option to install all products
needed for MySQL application
development.

Server only Select this option to install only the
MySQL Server product.

Client only Select this option to install the MySQL
Client products, without a server.

Full Select this option to install all
including MySQL products and
features.

Custom Select this option to manually select

the products that you want to install in
different drive or system.

On the MySQL Installer screen, under move MySQL Server 8.0.32-x64 from
Available Products to Products to be Installed.
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[Z] MySQL Instatier

MySQL. Installer

Adding Community

Select Products

Please select the products you would like to install on this computer,

HAwailable Products:
=) MySOL Servers
=I- MySOL Server
- MySOL Server 8.0

Products To Be Installed:

+ Applications
# MySQL Connectors
4 Documentation

X X"

MySCHL Server 8.0.32 - X64

[Edit

Troubleshooting

o Enable the Select Faatures page to
customize product festures

< Back Dt >

Note that MySQL Server 8.0.32 now moves to the right side of the section.

3. Click Next.

4. Onthe MySQL Installer, click Advanced Options.

[ MySQL Installer

MySQL. Installer

Adding Community

Select Products

Please select the products you would ke to install on this computer.

Filter:

Avadable Products
= MySCL Servers
= MySOL Server
= MySOL Server 8.0

Products To Be Instalied:

MySOL Server 8.0.32 - X54

i Applications
& MySQL Conneclors
+/ Documentation

2od

Edit

o Enable the Select Features pageto

customize product features

Agnoed gnsed

Bt S i ) e R s B O §-0-3] b

< Back Next >

Cancel

The Advanced Options for MySQL Server 8.0.32 window box appears.
In the Advanced Options for MySQL Server 8.0.32 window, click ... and browse

5.

to the respective folder, where you want to install MySQL and then click OK.
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[ 1ys

A%
MySQL. Installer Select Products
Adding Community Please selact the products you would like to install on this computer,
Filter:
—
~. B TR | [
Advanced Options for MySOL Server 8032 ® [
T
Install Directory: L
|F:\Program Files\MySQL\MySQL Server 8.0 i i I
Data Directory: -
[FAProgramData\MySQLIMYSGL Server 30 |

Enable the Select Features page to
customize product features

O

< Back et = Cancel

6. Inthe Advanced Options for MySQL Server 8.0.32 window, click ... and browse
to the respective folder, where you want to install data folder and then click OK.

M@
AN
MySQL. Installer Select Products
Adding Community Please select the products you would like to install on this computer,
Filter:
Cat Sinttiace Cuitsmos ucotta s 5 £t
Advanced Options for MySQL Server 8032 ® [
sy
Install Directory: Ll |
!F:\P!ogﬂm Fales\MySOL\MySQL Server 8.0 | -
Data Directory:
[FAProgramData\MySQL\MYSQL Server 80 |

OK Cancel

O Enable the Select Features page to
customize product features

< Back Dext > Cancel

The Installation screen appears with the Ready to install status for MySQL Sever
8.0.32.

7. Inthe Installation screen click Execute.
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MySéI:_. Installer

Adding Community

Installation

The fallowing products will be installed.

Product Status Progress Motes
D MySQL Server 8.0.32 Ready to Install
Click [Execute] to install the following packages.
con | [ e

After few seconds, the MySQL Installation gets completed.

8. Inthe Installation screen, click Next to continue with the Product configuration.

[Z] My instatler

MyS{h}I‘_" Installer

Adding Community

Installation

The fellowing preducts will be installed.

Product Status Progress Notes
@[T] mysat senersnz Complete
Show Details »
Next > Cancel

9. Onthe Product Configuration screen, click Next.
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[ MySaL nstaler

MyS{.}L'. Installer

Adding Community

Product Configuration

We'll now walk through a configuration wizard for each of the fellowing products.

Y¥ou can cancel at sny point if you with to leave thes wizard without configuring sl the
products,

Product Status
MySOL Server 8032 Ready o configure

Nest =

Cancel

10. On the High Availability screen accept the default selection of the "Standalone

MySQL Server / Classic MySQL Replication" and then click Next.

11. On the Type and Networking screen, select "Server Computer” from the "Config
Type" drop-down and leave the default settings in "Connectivity" and "Advanced
Configuration” section and then click Next.

[Z] MySQL Installer

MysQL. Installer

MySQL Server 8032

Type and Networking

Server Configuration Type

Choose the comect senver o

define how much system r

Config Type | Server Computer
Connectivity
Use the following controls to select how you would like to connect to this server
& 1epap Port 3306
£ Open Windows Fisewall ports for network scoess
[] Named Pipe Pipe Mame  MYS0L
[] Shared Memory Memory Mame:  MYS0L
Advenced Configuration

Seiect the check bo

and logging op ¢ this server instance

[[] Show Advanced and Logging Options

et >

X Protocol Port: 33060 |

dow to get addiional configuration pages where you can sef advanced

Cancel

12. On the Authentication Method screen, select Use Legacy Authentication Method

and click Next.
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[Z] mysa instatler - ¥

. Installer Authentication Method

() Use Strong Password Encryption for Authentication (RECOMMENDED)
MySQL 8 s & new authentication base: nproved s 5 E-based password
is method gong

cormmended U

W VEFRIONS
authentication

®) Use Legacy Authentication Method (Retain MySQL 5x Compatibility)

il 0L 5 legacy suthentication method should onby be considered i the

g nesded steps towards
and database servers to the new stronger authenticateen,
ificantly improve your security

< Back Hext > Lancel

13. On the Accounts and Roles screen type "root" (all lowercase letters without
guotation marks) in the "MySQL Root Password" and "Repeat Password" fields,
and then click Next, as shown in following illustration:

You must type this specific password, since Parcel uses this as the root account
password as required by the Parcel Configuration (Web Admin) Tool. The root
account has all privileges in the MySQL database.

Note: It is important to create a root account password. Any user logged in from
a valid hostname can access MySQL and make alterations to the database using
the root account.

[ MySaL. Installer - s

MySQL. Installer Accounts and Roles

My5QL Server 8.0.32 Root Account Password

Enter the password for the root account. Please rermember to store this password in a secure
lace

My30L Root Password: |nl-

Repeat Password: ’:;l
Password strenglihc Weak

My50L User Accounts

Create b r accounts for your uwsers and applications. Assign a role to the wser that
con: leges
MySQL User Name Host User Role Add User
< Back et » Cancel
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14. On the Windows Service screen change the window service to MySQL in
Windows Service Name field and leave the default settings as it is in the screen

and then click Next.

[Z] Mysc. instaler - b

MySQf. Installer Windows Service

MySQL Server 8.0.32 [ Configure MySOL Server &5 8 Windows Service

Windows Service Names ih_d)?&fll_

A Start the MySQL Server st System Stantup

Run Windews Senice a2 .
The & needs 1o run under a given user account. Ba
ur system you need to FI-'i'c.'lA-.-F'.-.en.

(®) Standard System Account

nmimended for most scenanos

0 Custerm User

An ensting user account can be selected for advanced scenanos

< Back Moot = Cancel

15. On the Server File Permissions screen, select No, | will manage the
permissions after the server configuration option and click Next.

] MySQL Instailer =

MySQ "~ Installer Server File Permissions

MySQL Server 8.0.32 MySQL installer can secure the server's data directory by updating the permissions of files and
folders located at

Fi\ProgramData\MySQL\MySCQL Server 8.0\Data

Do you want MySOL Installer to update the senver file permissions for you?

~, Wes, grant full access to the user running the Windows Service (f applicable) and the

O administrators group only. Other users and groups will not have access.

) Yes, but let me review and configure the level of access.

(®) MNe, | will manage the permissions after the server configuration.

< Back Next > Cancel
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16. On the Apply Configuration screen, select the desired configuration settings and
click Execute to enable your configuration settings.

[ mysaL instatler - ®

Apply Configuration
Click [Execute] to apply the changes

Configuration Steps  Log
' Wiiting configuration file
' Updating Windows Firewall rules
o Adjusting Windows serice
() Imitializing database {may take a bong time)
O Starting the server
0 Applying security settings

L Updating the Start menu link

][ e

17. On the Apply Configuration screen, click Finish.

[T Myl Instatier - ®

MySQL. Installer Apply Configuration
MySOL Server 80.32 The confrguration operation has completed.
i Configuration Steps  |og

LY

Writing configuration file

Updating Windows Firewall rules

LU

Adjusting Windaws senvice

&

Initializing database (may take a long time)
Sarting the server

Applying security settings

5 8 @

Updating the Start menu link

The confrguration for MySOL Server 8.0.32 was successful.
Click Finish to continue.

Finish

18. On the Product Configuration screen, click Next.
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[ MySaL installer - ES
MySQL. Installer Product Configuration
Adding
We'll now walk through a configuration wizard for each of the following products.
You can cancel st any poant if you wish to leave this wizard without configuring all the
products.
Produd Status
MySOL Server 8032 Confpuration compiete.
< > |
[ Cancel

19.
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On the Installation Complete screen, click Finish to complete with the
MySQL installation.

[Z] MysaL instatler

MySQL. Installer

Adding Community

Installation Complete

The installation procedure has been completed.

Copy Log to Clipboard

e system now continues with installing MySQL Connector/ODBC. Refer
Installing the MySQL Connector/ODBC for details.

Glossary
Term Definition
Stunnel Stunnel is an open-source multi-platform application used to
provide a universal TLS/SSL tunneling service.
Web Server It is used to host and provide Internet-based services that

delivers web content through internet. Parcel supports both
Apache and IIS.

Windows Services

Windows Services are a core component of the Microsoft
Windows operating system and enable the creation and
management of long-running processes.

OpenSSL

An OpenSSL (Open Secure Sockets Layer) is open-source
version of the SSL and TLS security protocols, which provide
encryption and server authentication over the Internet.

Oracle Wallet

An Oracle Wallet is a password-protected container used to
store authentication and signing credentials including private
keys, certificates and trusted credentials needed by SSL.

ORAPKI command
line

The ORAPKI tool is available with Oracle database, so this tool
can be used only by those users have a license for Oracle
database.
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