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Overview of Parcel Upgrade Installation

Overview of Parcel Upgrade Installation

Before upgrading the Parcel to 24.1.0, you must take a backup of your current Parcel

system.

This guide also contains sections on uninstalling Parcel and troubleshooting your Parcel

installation.

The following sections describe the Parcel components, third-party applications and
programs that are installed and configured during the installation process.
Parcel Components

Parcel User | Matches Combination browser-based shipping application and
Interface the Web Admin (carrier configuration) tool for setting up
(Client Ul) version of locations and carriers.

Parcel

you are

installing
DIServer Matches Required to run Parcel. Processes shipments and

the maintains the Parcel databases.

version of

Parcel

you are

installing
Interface Matches Facilitates integration of customers' host applications
Adapter the with Parcel. The Interface

version of | Adapter (IA) Server is deployed as a Windows Service.

Parcel Also known as Integration Adapter/Connect.

you are

installing

Third Party Applications Required by Parcel

Parcel is installed using a standard Installation Wizard program. Depending on the
selections you make in the process, in addition to the Parcel Browser-based User
Interface, DIServer, and Integration Adapter (Connect), and Windows services, the
Installation Wizard includes several third-party components needed to run Parcel. The
following table lists and describes the third-party applications required by Parcel.
Note: In the following table of applications an asterisk [*] indicates an application for
which another application may be substituted:
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Overview of Parcel Upgrade Installation

Third Party Version | Notes
Application
*Apache HTTP 2.4.57 *Alternatively, you can use Microsoft Internet
Server Information Services (1IS) as your Web Server. If you
choose IS, you must configure IS previously to
installing Parcel. In this case, the Wizard detects the
presence of 1S and allows you to bypass the
Apache installation.
Note: If you prefer to use a different Web Server
than either Apache or IIS, you must contact
Technical Support for instructions before installing
Parcel.
Microsoft .NET 4.0 Parcel is a Web-based application that uses
Framework Microsoft .NET Framework. The Parcel Installation
Wizard checks to determine whether Microsoft .NET
4.0 is installed on the computer where Parcel is
being installed and, if not, automatically installs and
registers .NET 4.0 before proceeding with the
installation.
MySQL Server 8.0.32 Required by carrier compliance engines and
Database Business Rules modules.
Application
MySQL 8.0.33 Required by MySQL Server.
Connector/ODBC
Driver
PHP 8.2.7 Required to view the Parcel user interface.
Windows Services | N/A These include services such as:
e STunnel (needed to upload files to UPS)
e Tracking service for tracking all packages
¢ Notification service for sending and receiving
shipment notification emails
e Scheduler service for scheduling systems
tasks
Java Run-time 1.8.0_92 | This is JRE v. 8, required for the Jasper reporting
Environment tool. Java is installed in the Parcel directory only. It
(JRE) does not have any impact on any existing customer
applications.
FedEx Ship 20.X The FedEx Ship Manager® Server must be installed
Manager® Server separately and runs independently from Parcel,
although data is passed from and to Parcel.

Note on Third Party Applications with Parcel

The following third party applications are embedded with Parcel when you run the Parcel
Installer:

e Apache (if you choose Apache as your Web server — see the following note)

e Java Run-time Environment (JRE)

Copyright © 2024. e2open, LLC. All rights reserved. 7
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e MySQL
e MySQL connector
e PHP and the PHP engine

This embedding means that the process of installing Parcel controls the version of these
applications. This embedding also means that these applications cannot be used
independently or separately outside of Parcel. Additionally, because Parcel relies on the
specific versions (see previous table) and locations of these applications configured
during the Parcel installation, you cannot independently upgrade or change versions for
these third party applications and you cannot change their locations. Such modifications
can introduce changes that disable the automated upgrades of Parcel or introduce hard-
to-trace issues in Parcel itself. A partial exception to this rule is the MySQL connector,
which can be used to create new connections to other MySQL databases. However, you
should never independently install another version of the MYSQL connector on the
Application Server.

Notes:

e If you choose IIS as a Web server, this application is not embedded.

e You can install additional instances with other versions of MySQL for other
purposes such as reporting, analysis, etc., including for the Parcel SOR
database. However, you cannot "repurpose” the MySQL instance used for the
didb database.

Checking Settings Before and After Upgrading

If you wish to retain settings from your previous Parcel installation, before upgrading you
need to check the settings for your previous installation, and then after the upgrade,
check to ensure that they still apply. To check Parcel settings, use SQLyog or another
database management tool to display the contents of the didb.settings table in the
MySQL database. For more information on checking settings (especially with reference
to post-installation tasks), see the following section: Checking Settings

Backing Up Your Existing Data

Before upgrading to Parcel 24.1.0, strongly recommends that you back up your existing
data, both your Parcel MySQL databases and any other customized databases that you
may have created to interface with Parcel. This step also applies if you plan to upgrade
MySQL and Apache. To back up your data, copy the MySQL folder (Program
Files\MySQL) to another location, as well as any other data associated with Parcel. You
also need to copy the Program Files\Flagship folder to another location.

Note

When upgrading your system, Parcel overwrites all files and database entries. Thus, if
you have customized portions of your Parcel system, you may need to reapply your
customization. For example, if you have customized the Parcel Ul, label templates, or
database tables and fields, you need to reapply these customizations when the
upgrade has been completed. Perform your settings checks and this backup before
upgrading MySQL and Apache.
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Note
If you are upgrading TM-Parcel from a base version with database engine type as
InnoDB, refer to Converting MylISAM to InnoDB section.

Pre-requisites

As Parcel and other modules supports storing the Parcel Artifacts to remote folder
location for secured storage and if user prefer to configure remote folder location using
either network or mapped drive then user need to ensure that they have full access to
the configured remote folder location.

Below are the minimum access permissions required for remote folder location to install
Parcel Application.

1. Full access to Domain Computers.

2. Full access to the User, who is installing Parcel in the Application Server.

Notes:

e Please ensure configured remote location exists before initiating Parcel
Application and it should have all required permissions.

e Windows services by default run with windows system account privileges. To
provide access to System user, we need to provide full access to Domain
Computers.

Upgrading Parcel

This section provides information on upgrading Parcel to 24.1.0.

Note
The Parcel installation program supports upgrades from Parcel 22.1.0, 23.1.0,
23.2.0, 23.3.0 and 23.4.0

Prerequisites for Upgrade Installation

Note

These Prerequisites are applicable only if you are upgrading to TM-Parcel 24.1.0 from
a previous version of TM Parcel in which MySQL Secure Connection has been
enabled.

1. Backup your shipnow.ini and my.ini files from the corresponding folders.

2. Turn off the DB communication encryption option in shipnow.ini file as
ENCRYPT_DB_COMMUNICATION=ENABLE_ENCRYPTION=n

3. Navigate to the <Parcel Artifact
Folder>/Flagship/java/conf/configuration.properties file and update the SSL
option as follows:

a. useSSL:false

4. Inthe <Parcel Artifact Folder>\Flagship\ucm\java\META-INF\config.xml file, set
line useSSL as 'false’.

Copyright © 2024. e2open, LLC. All rights reserved. 9
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a.

<useSSL>false</useSSL>

5. Restart the following services:

O 0O 0o O 0O O O 0o o 0O O o0 o o

MySQL

Kewill DiServer Service

Kewill IA Service

Kewill Notification Service

Kewill Scheduler Service

Kewill Tracking Service
KewillFlagshipConnectorFileService
KewillFlagshipDatabaseFileService
KewillFlagshipServerBridgeService
KewillReportingService
BluJayParcelCensusTool
BluJayParcelDataUploadTool

(For UCM): BluJayUCMServer Service
(For UCM Purge): BluJayUCMPurgeService Service

Note

You must enable the database communication encryption option,
update the secure socket layer (SSL) options, and restart the services
after successfully completing the upgrade installation process.

After successful upgrade, you must reconfigure SSL settings in ODBC.

Refer Configuring SSL Settings in MySQL Connector/ODBC section
under Configure Encrypted Connections to Database for details.

Perform Upgrade Installation

To perform upgrade parcel installation, follow these steps:

1. Download Parcel from the FTP site and extract the contents from the installation

zip file to a local system.

2. Check environment path for below mandatory values:

1.
2.

4.
5.

C:\WINDOWS\system32;

C:\WINDOWS;

C:\WINDOWS\System32\Wbem;
C:\WINDOWS\System32\WindowsPowerShell\v1.0\;
C:\Program Files\MySQL\MySQL Server 5.7\bin;

Note: If you are not finding these values, refer to the Error Message related to
powershell section.

Copyright © 2024. e2open, LLC. All rights reserved.
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3. If upgrading from 22.x and 23.x to 24.1.0 and using a 'Remote MySQL
Server' or a 'Remote Aurora’ server, follow steps below. If not, skip to
step 4.

a. Take a backup of <Parcel Artifact Folder>\Flagship\bin\shipnow.ini

b. In Application Server, Navigate to <Parcel Artifact
Folder>\Flagship\bin\shipnow.ini

c. In shipnow.ini, replace the line starting with MySQLHost with the
following:

MySQLHost="Hostname=localhost;database=didb;User
Id=sn_usr;Password=shipnowdb;ServerPort=1200;"

Note

Replace localhost with your remote server IP address or remote
hostname and save the file.

4. Run setup.exe as an '‘administrator'.

TRAM0=! Manage arcel24.1.0_INST 4885 - [m] X

Home  Share  View Application Tools (]

A [ > ThisPC + LocalDisk () » setups » Parcel24.1.0INST 4885 » v| @] | Search Parcel24.1.0INST 4835 B
#* Q
=i ISSetupPrerequisites
ThirdParty
+1 £ ox0a08
EUE datal
=F [ datalhdr
« [ data2
o [ data3
- L& Installerlnfo
[ isSetup.dit
[7] layout.bin
=R £ PurgeUtilitySetup
oy sew
B setup
b N ] setup Open
L1 setupin ' Run as administrator

Troubleshoot compatibility
|2 Edit with Notepad-++
12 Share
Restore previous versions
Send to >
Cut
Copy

Create shortcut

5. Inthe setup.exe window, click Yes to the 'Do you want to allow this app from an
unknown publisher to make changes to your device?' prompt.

Copyright © 2024. e2open, LLC. All rights reserved. 11
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Upgrading Parcel

User Account Control

setup.exe

Publisher: Unknown
File origin: Hard drive on this computer

Show more details

Yes

Do you want to allow this app from an
unknown publisher to make changes to your
device?

Mo

The following screen appears.

Blulay Solutions Parcel Installer - InstallShield Wizard

4y Blulay Solutions Parcel Installer reguires the following items to be installed on your
LY computer. Click Install to begin installing these requirements.

Status

Pending
Pending
Pending
Pending
Pending

Requirement

Microsoft Visual C++ 2012 Redistributable Package (x64)
Microsoft Visual C++ 2008 Redistributable Package (x86)
Microsoft Visual C++ 2008 Redistributable Package (x64)
Microsoft Visual C++ 2010 Redistributable Package (x64)
Microsoft Visual C++ 2010 Redistributable Package (x86)

6. Click Install.

Cancel

Note

restart.

If you get 'BluJay Solutions Parcel Installer' dialog box with "The installation of
BluJay Solutions Parcel Installer requires a reboot" message, click Yes to
restart the system. The upgrade installation process continues after system

Copyright © 2024. e2open, LLC. All rights reserved.
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\ /

Toge?her, We'll Soar.

BLUNJAY

Preparing Setup
Please wait while the InstallShield Wizard prepares the setup.

Blulay Solutions Parcel Installer Setup is preparing the InstallShield Wizard, which will guide you
through the rest of the setup process. Please wait.

InstaliShield

After few seconds, the Welcome screen of the Parcel Setup wizard appears.

7. Click Next on the "Welcome to the Setup...' screen of the wizard to continue with
the upgrade installation.

Copyright © 2024. e2open, LLC. All rights reserved.

13



TM-Parcel Upgrade Installation Guide

Upgrading Parcel

Blulay Sclutions Parcel Setup

Parcel 24.1

Welcome to the 5etup for BluJay Solutions

The InzstallShield ‘wizard will update the installed version
[22.1.0.3849] of Bluwlay Solutions Parcel to version
24,1.0,4885. To continue, click Mext.

FLEASE BACKUF THE DATABASE AND PROCEED

Cancel

Important Note: Before upgrading the MySQL to 8.0.32 and OBDC to 8.0.33 via
Parcel Installer, you must take a backup of your database.

BluJay Solutions Parcel Setup

Insta

Setup Type
Select the setup type that best suits your needs.

Parcel

The Blulay Solutions Parcel server includes several optional services that you can utilize.

Please indicate which of these services you wish to activate.

Shield

Next >

| | Cancel

8. On BluJay Solutions Parcel Setup screen, select Parcel Data Upload Service
checkbox to enable EOD Upload and then click Next and continue with the

upgrade installation.

Copyright © 2024. e2open, LLC. All rights reserved.
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BluJay Solutions Parcel Setup .

Setup Type

Select the setup type that best suits your needs. Parcel

The Blulay Solutions Parcel server includes several optional services that you can utilize.
Please indicate which of these services you wish to activate.

[V]iParcel Data Upload Service

< Back Next > ]| Cancel

Note
In case 'File Error' dialog box appears, click Retry and continue with the
upgrade installation.

9. The system starts to uninstall previous versions of ODBC and MySQL as shown
in the below sequence of screens:

Note
If you are upgrading from 23.2 to 24.1.0, you will not see uninstall message
for ODBC 32bit and 64bit.

Uninstalling ODBC 32bit

Windows Installer

Are you sure you wart to uninstall this praduct 7

Uninstalling MySQL 5.7

Copyright © 2024. e2open, LLC. All rights reserved. 15
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Windows Installer

Are you sure you want to uninstall this product?

10. Click Yes to continue.
11. After few seconds, the MySQL Installer dialog box appears.

MySOL Installer X

= | Optional MySQL Installer Upgrade Available

AN

;',;._,“,,M& You will continue receiving product catalog updates if you do not apply the upgrade.

e

Do you want to apply this upgrade now?

Yes

I ORACLE

12. Click No to close the dialog box. The Installation Wizard continues with the
upgrade installation.

Copyright © 2024. e2open, LLC. All rights reserved. 16



TM-Parcel Upgrade Installation Guide Upgrading Parcel

13. On the Setup Type screen, select the Server only option and then click Next.

[Z] MysQL instatter = X

MySQL(. Installer Choosing a Setup Type
Adding Community

Please select the Setup Type that suits your use case.

O Developer Default Setup Type Description
nstalis all prodiicts neededtor Installs only the MySQL Server. This type should
MySCL development purposes be used where you want to deploy a MySQL

Server, but will not be developing MySQL
applications.

@® Server only

Instalis onty the MySQL Sever
product.

QO Cient only
instalis only the MySCL Client
products, without a sérver,

QO Full
Installs all included MySQL
products and features.

QO Custom

Manually select the products that
should be instalied on the
system.

14. In the MySQL Installer screen, click Execute to install MySQL Server 8.0.32
package.
[Z] MysQL Installer

W\
MySQL. Installer Installation
Adding Community
The following products will be installed.

Product Status Progress Notes
[E] mysat severs032 Ready to Instal

Click [Execute] to install the following packages.

<Back | [ Becste || Concel

Copyright © 2024. e2open, LLC. All rights reserved. 17
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15. The installation completes. Review the MySQL Server 8.0.32 package Status as
‘Complete’ in the Installer screen and then click Next.

[Z] MysQL Installer - x
MySQ " Installer Installation
Adding Community
The follewing products will be installed.
Product Status Progress Motes
@ [2] mysau serversnzz Complete
Installation
Show Details >
16. In the Product Configuration wizard, click Next.
- X

[Z] MysQL Installer

PRV
MySQL. Installer Product Configuration

Adding Community
We'll now walk through a configuration wizard for each of the following products.

You can cancel at any point if you wish to leave this wizard without configuring all the

products.
Product Status
MySQL Server 8032 Ready to configure

Copyright © 2024. e2open, LLC. All rights reserved.
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17. On the Type and Networking screen, select Config Type as 'Server Computer'
and then click Next.
) MySQL Installer - X
PN
MySQL. Installer Type and Networking
MySQL Server 8.0.32 Server Configuration Type

Choose the correct server configuration type for this MySQL Server installation. This setting will
tem resources are assigned to the MySQL Server instance.

Connectivity
Use the following controls to select how you would like to connect to this server,
& Tcep Por: [3305 | X Protocol Port: [33060 |
EA Open Windows Firewall ports for network access
[[] Named Pipe Pipe Name: MYSQL

define how much

[J Shared Memory Memory Name:  MYSQL

Advanced Configuration

Select the check box below to get additional configuration pages where you can set advanced
and logging options for this server instance.

[J Show Advanced and Logging Options

18. On the Authentication Method screen, select 'Use Legacy Authentication
Method' and then click Next.

[Z] mysaL instatler - X

W\
MySQL. Installer Authentication Method
MySQL Server 8,0.32

O Use Strong P: d Encryption for Authentication (RECOMMENDED)
L 8 supports a new authentication based on improved stronger SHA256-based password
s. It is recommended that all new MySQL Server installations use this

Attention: This new authentication plugin on the server side requires new versions
Authentication Method ff} of connectors and clients which add support for this new 8.0 default authentication
(caching_sha2_password authentication),

Currently MySQL 8.0 Connectors and community drivers which use ibmysglclient 8.0 support
the thod. If clients and apphications cannot be updated to support this new
authentication method, the MySQL 8.0 Server can be configured to use the legacy MySQL
Authentication Method below

@® Use Legacy Authentication Method (Retain MySQL 5.x Compatibility)
Using the old MySQL 5x legacy authentication method should only be considered in the
following cases:

- If applications cannct be updated to use MySQL 8 enabled Connectors and drivers,
For cases where re-compilation of an existing application is not feasible,
= An updated, language specific connector or driver is not yet available.

Security Guidance: When possible, we highly recommend taking needed steps towards
upgrading your applications, libraries, and database servers to the new stronger authentication
This new method will significantly improve your security.

= G

19. On the Accounts and Roles screen, type "root" (all lowercase letters without
guotation marks) in the "MySQL Root Password" and "Repeat Password" fields,
and then click Next.

Warning
You must type this specific password, since Parcel uses this as the root
account password as required by the Parcel Configuration (Web Admin) Tool.

Copyright © 2024. e2open, LLC. All rights reserved. 19
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The root account has all privileges in the MySQL database.lt is important to
create a root account password. Any user logged in from a valid hostname can
access MySQL and make alterations to the database using this root account.

[Z] MysQL tnstaller - X
D
MySQL. Installer Accounts and Roles

MySQL Server 8.0.32

Root Account Password
Enter the password for the root account. Please remember to store this password in a secure
place.

MySQL Root Password:  |sess

Repeat Password: [-u.l

Password strength: Weak

Accounts and Roles

MySQL User Accounts

Create MySQL user accounts for your users and applications, Assign a role to the user that
consists of a set of privileges

MySQL User Name Host User Role Add User

< Back Next > Cancel

20. On the Windows Service screen change the window service name to MySQL in

"Windows Service Name" field and leave the default settings as it is in the screen
and then click Next.

Note
Ensure that the Windows Service Name field is MYSQL.

(] MysQL Installer - X

N\
MySQL. Installer Windows Service

MySQL Server 8.0.32 4 Configure MySQL Server as a Windows Service

Windows Service Details

Please specify a Windows Service name to be used for this MySQL Server instance.
A unique name 15 required for each instance.

Windows Service Name: >MySQl
[ Start the MySQL Server at System Startup

Run Windows Service as ...
The MySQL Server needs to run under a given user sccount. Based on the security
requirements of your system you need to pick one of the options below.

(@ Standard System Account
Recommended for most scenarios.
O Custom User

An easting user account can be selected for advanced scenarios.

<Back Cancel

Copyright © 2024. e2open, LLC. All rights reserved. 20
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21. On the Server File Permissions screen, select "No, | will manage the permissions
after the server configuration" option and click Next.
= MySQL Installer - X
D
MySQL. Installer Server File Permissions

MySQL Server 8.0.32 MySQL Installer can secure the server's data directory by updating the permissions of files and
folders located at:

C:\ProgramData\MySQL\MySQL Server 8.0\Data

Do you want MySQL Installer to update the server file permissions for you?

1o} Yes, grant full access to the user running the Windows Sesvice (if applicable) and the
administrators group only. Other users and groups will not have access.

(O Yes, but let me review and configure the level of access.

@ No, | will manage the permissions after the server configuration.

< Back Next > Cancel

22. On the Apply Configuration screen, click Execute to enable your configuration
settings.

[Z] MysQL instalter - X

=

.
MySQL. Installer Apply Configuration
MySQL Server 8.0.32 Click [Execute] to apply the changes
Configuration Steps Log

O Wiriting configuration file

Updating Windows Firewall rules
Adjusting Windows service

Initializing database (may take a long time)
Starting the server

Applying security settings

O 0O 0OO0O0Oo

Updating the Start menu fink

Apply Configuration

< Back [E Cancel

Copyright © 2024. e2open, LLC. All rights reserved. 21
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23. On the Apply Configuration screen, click Finish.

[7] MySQL Installer -

™
MySQL. Installer Apply Configuration
MySQL Server 80.32 The configuration operation has

Configuration Steps Log

& Writing configuration file

@

Updating Windows Firewall rules
Adjusting Windows service

Initializing database (may take a long time)

Q Q@ @

Starting the server

®

Applying security settings
Updating the Start menu link

Q

The configuration for MySQL Server 8.0.32 was successful.
Click Finish to continue.

Einish
24. On the Product Configuration screen, click Next.
133 MySQL Installer —
D,
MySQL. Installer Product Configuration
Adding Community
We'll now walk through a configuration wizard for each of the following products.
You can cancel at any point if you wish to leave this wizard without configuring all the
products.
Product Status
MySQL Server 8032 Configuration complete.
< >
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25. On the Installation Complete screen, click Finish to complete the MySQL
installation.

= MySQL Installer = X

MySQL. Installer Installation Complete
Adding Community

The installation procedure has been completed.

Copy Log to Clipboard

Installation Complete

_' Finish

26. After you click the Finish button, the upgrade process takes some time to display

the next screen.

Note
You can view the process icon on your task bar.

& Blulay Solutions Parcel Setup
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The Setup Wizard for MySQL Connector/ODBC 8.0 (64 bit) appears.
ﬁ MySQL Connector/ODBC 8.0 (64-bit) - Setup Wizard X

Welcome to the Setup Wizard for MySQL
Connector/ODBC 8.0 (64-bit)

The Setup Wizard will install MySQL Connector/ODBC 8.0
(64-bit) release 8.0.33 on your computer, To continue, dick
Next.

27. Click Next in the Setup Wizard.
The MySQL ODBC License Agreement screen appears.

28. Select 'l accept the terms in the license agreement' and then click Next.
ﬁ MySCOL Connector/ODBC 8.0 (64-bit] - License Agreement

License Agreement

Please read the following license agreement carefully.

Licenzing Information User Manual FY

My3Q0L Connector/ODBC B.0

Introduction

Thi=s Licen=e Information Us=ser Manual contain= Oracle's product license
and other licensing information, including licensing information for
third-party software which may be included in this distribution of
My3QL Connector/CDBC B.0.

La=t updated: February 2023

(®) 1 accept the terms in the license agreement

()1 do not accept the terms in the license agreement

= =
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29. On the Setup Type screen, select the Typical option and then click Next.

ﬁ MySOL Connector/QDEC 8.0 (B4-bit) - Setup Wizard

Setup Type
Choose the setup type that best suits your needs,

Please select a setup type.

' [ will be installed. Recommended for advanced users,

L5,

(®) Typical
—4 Common program features will be installed. Recommended for
o | general use,
e/
() Complete
w4 [¥] Al program features will be installed. (Requires the most disk
L] | g
o & space.)
- ]
O Custom

con

— Choose which program features you want installed and where they

Cancel

30. On the Ready to Install screen, click Install.

ﬁ MySCL Connector/ODBC 8.0 (84-bit) - Setup Wizard

Ready to Install the Program
The wizard is ready to begin installation,

exit the wizard.

Current Settings:

If you want to review or change any of your installation settings, dick Badk. Click Cancel to

Setup Type:
Typical

Destination Folder:
C:'\Program Files\MySQL\Connector ODBC 8.0%

con

Cancel

31. Click Finish in MySQL Connector/ODBC 8.0 (64-bit)-Setup Wizard to complete

the installation.
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ﬁ MySQL Connector/ODBC 8.0 (64-bit) - Setup Wizard X

Wizard Completed

Setup has finished installing MySQL Connector/ODBC 8.0
(64-bit). Click Finish to exit the wizard.

MySoL

<o Conce
The MySQL Connector/ODBC 32bit Setup Wizard appears.

ﬁ MySQL Connector/ODBC 8.0 (32-bit) - Setup Wizard X

Welcome to the Setup Wizard for MySQL
Connector/0ODBC 8.0 (32-bit)

The Setup Wizard will install MySQL Connector/ODBC 8.0
(32-bit) release 8.0.33 on your computer. To continue, dick
Next.

MySoL

<gack [ Next> || cancel |

32. On the Welcome screen of the MySQL Connector/ODBC Setup Wizard, click
Next.

33. Select 'l accept the terms in the license agreement’ and then click Next.
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ﬁ My3SCL Connector/ODBC 8.0 (32-bit) - License Agreement

License Agreement

Please read the following license agreement carefully.

Licen=ing Information User Manual

My33L Connector/ODEC B.0

Introduction

Thiz License Information User Manual containzs Oracle's product license
and other licens=ing information, including licens=ing information for
third-party software which may be included in this distribution of
My3QL Connector/ODBC B.0.

La=t updated: February 2023

(®)1 accept the terms in the license agreement

(7)1 do not accept the terms in the license agreement

ﬁ] My30L Connector/ODBC 8.0 (32-bit) - Setup Wizard

Setup Type
Choose the setup type that best suits your needs,

Please select a setup type.

(®) Typical
— Comman program features will be installed. Recommended for
" o | generaluse,
Re' J
) Complete
e ¢ [¥] Al program features will be installed. {Requires the most disk
‘& 2% space.)
-
OCustnm

— Choose which program features you want installed and where they
' will be installed. Recommended for advanced users.

L™,

*

34. On the Setup Type screen, select the Typical option and then click Next.
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35. On the Ready to Install screen, click Install.

ﬁ MySOL Connector/ODBC 8.0 (32-bit) - Setup Wizard

Ready to Install the Program
The wizard is ready to begin installation.

exit the wizard.

Current Settings:

If you want to review ar change any of your installation settings, dick Back. Click Cancel to

Setup Type:
Typical
Destination Folder:
C:\Program Files {x85)\MySQL\Connector ODBC 8.0%

< Back Install

36. A progress bar enables you to view the progress of the installation. Installation
completes when the MySQL Connector/ODBC 8.0 (32-bit) Setup Wizard displays

the Finish window. Click Finish.

ﬁ MySQL Connector/ODBC 8.0 (32-bit) - Setup Wizard

Wizard Completed

(32-bit). Click Finish to exit the wizard.

Setup has finished installing MySQL Connector /ODBC 8.0

37. After you click the Finish button, the upgrade process takes some time to display

the next screen.

Note
You can view the process icon on your task bar.
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< Blulay Solutions Parcel Setup

38. The Setup Status screen appears with a progress bar.

Blulay Selutions Parcel Setup *
Setup Status
Parcel
The InstallShield Wizard is updating (22. 1.0.3849) of BluJay Solutions Parcel to version
24.1.0.4385
Installing

C:\Program Files (x88)Kewil\Flagship\DBUpdate XML \usps. zip

e

ance

After the installation wizard completes installing the MySQL components that you
selected to install, there a few more steps to complete the Parcel upgrade
installation.

39. Click Next. The Setup Status screen displays Post Installation Activities progress
bar.
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Blulay Solutions Parcel Setup >

Parcel

The Installshield Wizard is updating (22.1.0.3849) of Blulay Solutions Parcel to version
24.1.0.4885

Setup Status

|Updating Database - Pass 5

1
_ |

InstallShield

After updating Parcel Database, the Schema update screen appears for updating
the Schema.

Please wait while your schema is being updated...

ToR] a
INSERT INTO DATABASECHANGELOG (ID. AUTHOR, FILENAME, DATEEXECUTED. ORDI
oK)

ALTER TABLE pactage MODIFY keyValuePairs LONGTEXT

[OK]

INSERT INTO DATABASECHANGELOG (ID, AUTHOR, FILENAME, DATEEXECUTED, OR!

[OK]
ALTER TABLE shipment MODIFY keyValuePairs LONGTEXT

[OK]
INSERT INTO DATABASECHANGELOG (ID, AUTHOR, FILENAME, DATEEXECUTED, ORDE
[OK] -

LS J T

] | update ompie |

b

40. After completing the Schema update, click Update complete to finish the
installation.
After Schema update is complete, Setup Status screen displays activating the
services, as shown in following screen.
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Blulay Solutions Parcel Setup *

Setup Status

Parcel

The InstallShield Wizard is updating (22. 1.0,3849) of BluJay Solutions Parcel to version
24.1.0.4885

Activating Services

Cancel

41. Click | Agree on License Agreement screen, when the stunnel 5.59 installer
opens.

@ stunnel 5.59 Setup - x

License Agreement o

Please review the license terms before installing stunnel 5.59.

Press Page Down to see the rest of the agreement.

opyright {C) 1298-2021 Michal Troinara

This program is free software; you can redistribute it andfor modify it under the terms of
the GMU General Public License as published by the Free Software Foundation; either
version 2 of the License, or (at your option) any later version,

This program is distributed in the hope that it will be useful, but WITHOUT ANY
WARRANTY; without even the implied warranty of MERCHAMTABILITY or FITMESS FOR
& PARTICULAR PURPOSE. See the GNU General Public License for more details.

You should_ha\u'e rer:ei\_red a copy of the GHU General Public License along with this W

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install stunnel 5.59.

Cancel

42. On the stunnel 5.59 Setup: Choose Users screen, select Install for anyone
using this computer option, and then click Next.
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o stunnel 5.59 Setup

Choose Users
Choose for which users you want to install stunnel 5,59,

computer. Click Next to continue.

(®) Install for anyone using this computer

() Install just for me

< Back

Select whether you want to install stunnel 5.59 only for yourself or for all users of this

o

Install stunnel users Description
Install for anyone using this Install stunnel 5.59 for all users of this
computer computer.

Install just for me

Install stunnel 5.59 for just for
yourself.

43. On the stunnel 5.59 Setup: Choose Components to install stunnel with selecting

openssl.exe check box.

o stunnel 5.39 Setup

Choose Components
Choose which features of stunnel 5,53 you want to install.

install, Click Next to continue.

Chedk the compenents you want to install and unchedk the compeonents you don't want to

— x

Select components to install: | Core Files
B Tools
W | operss xc |
: |:| tstunnel, exe
E1-[] Shorteuts
|:| Start Menu
|:| Desktop

Space required: 4.8 MB

Description

< Back
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44, On the stunnel 5.59 Setup: Choose Install Location screen, click Browse... and
specify the following Destination Folder and then click Install to proceed with the
stunnel installation.
<Drive>: \<Parcel Install Folder>\Flagship\STunnelService\

For Example:
C:\Program Files (x86)\Kewil\Flagship\STunnelService\
O stunnel 5.59 Setup — >
Choose Install Location
Choose the folder in which to install stunnel 5,59, o

Setup will install stunnel 5,59 in the following folder. To install in a different folder, dick
Browse and select another folder. Click Install to start the installation,

Destination Folder

| C:\Program Files (x86) Wewil\Flagship\STunnelService | Browse...

Space required: 4.8 MB
Space available: 137.6 GB

< Back Install Cancel

45, Enter your address details for the certificate in the openssl.exe file, as shown in
the following table.

Field Task
Country Name Enter the country name in 2 letter code.
For Example: US
State or Province Enter the state or province name.
Name For Example: Massachusetts
Locality Name Enter the city name.
For Example: Chelmsford
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Field Task

Organization Name Enter the organization name (i.e.,
company name.)
For Example: CA Solutions Ltd.

Organization Unit Enter the company unit name. (i.e,
Name section)

For Example: Engineering.
Common Name Enter the FQDN details of your server.

For Example: localhost.

46. On the stunnel 5.59 Setup: Completing stunnel 5.59 Setup screen, click Finish to
complete the stunnel installation.

Completing stunnel 5.59 Setup

stunnel 5,59 has been installed on your computer,

Click Finish to dose Setup.

[start stunnel after installation:

Once activating service is completed, if there are any errors, the Setup wizard
displays these errors, as well as the location of the installation log file.
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Blulay Selutions Parcel Setup
Problems that need to be resolved

The update is not complete, Some tasks were not able to be accomplished and need to be
completed. Please refer to the list below or to the installation log.

|1 The installer found a php.ini and has renamed it:
C:'Proaram Files (x86)Kewil \Flagship\phpnts'php.ini-old
Flease recondile it with the new php.ini just created.

Cancel

< Back

47. If there are errors review the installation log files. Refer sections under
Troubleshooting for information on resolving these. Otherwise, click Next to
complete the upgrade installation.

48. If there are no errors during the installation, the Update Complete screen

appears.
Blulay Solutions Parcel Setup

Update Complete

The InztallShield “Wizard haz updated Blulay Solutions Parcel
to wersion 24.1.0 4885,

(®) ez, | wart to restart my computer now.

(Mo, | will restart my computer later.

Laog file is: BJ24 1 nstall_2024012206_34_51.lag

Cancel

To run Parcel, you need to restart the computer where it is upgraded. The screen
gives you the following options:

a. Yes, | want to restart my computer now (default selection)
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b. No, | will restart my computer later.

49. Make the desired selection, and then click Finish to complete the upgrade. After
Parcel upgradation is successfully completed, follow the Post Installation Tasks.

Upgrading Parcel DB to 24.1.0 on Aurora Server

This section provides the information on upgrading Parcel DB 22.x and 23.x to 24.1.0

on Aurora Server.

Note: The below steps are same for upgrading Parcel DB older versions on Aurora
Server. But the Prerequisites of Parcel versions on Application Server and Aurora Server
are differ based on the respective Parcel versions.

Prerequisites:

e Application Server should have Parcel 22.x or 23.x and ensure that MySQL
installed on Application Server.

e Aurora Server should have Parcel DB 22.x or 23.x.
To upgrade Parcel DB to 24.1.0 on Aurora Server, follow these steps:
1. From Upgrading Parcel section, follow the instructions from steps 1-5.

2. Follow the below steps to upgrade Parcel DB from to 24.1.0 in the Application
Server.

3. Navigate to <Parcel Artifact
Folder>\Flagship\DBUpdate\XML\flagshipProperties.xml to change the value for
'flagshipHost' element from 'localhost' to Hostname/IP of the Aurora Server.

Navigate to <Parcel Install Folder>\Flagship\DBUpdate\XML\SetupProperties.bat

Replace the line "mysqgl -N -e "SELECT SCHEMA_NAME FROM
INFORMATION_SCHEMA.SCHEMATA WHERE SCHEMA NAME='didb" >
"%CURR_DIR%didb_exists.txt" with the line below and replace <hostname>,
<username>, <pwd> with the Hostname/IP, username and password of the
Aurora Sever respectively. mysql -h <hostname> -u<username> -p<pwd> -N -e
"SELECT SCHEMA_NAME FROM INFORMATION_SCHEMA.SCHEMATA
WHERE SCHEMA _NAME='didb™ > "% CURR_DIR%didb_exists.txt"

6. Replace the line "mysql -f < %drop_fs_user%" with the line below and replace
<hostname>, <username>, <pwd> with the Hostname/IP, username and
password of the Aurora Sever respectively. mysqgl -h <hostname> -u<username>
-p<pwd> -f < %drop_fs_user%

7. Replace the line "mysql -f < %create_fs_user%" with the line below and replace
<hostname>, <username>, <pwd> with the Hostname/IP, username and
password of the Aurora Sever respectively.mysql -h <hostname> -u<username>
-p<pwd> -f < %create_fs_user%

Save the file.
Navigate to <Parcel Install Folder>\Flagship\DBUpdate\UpdateDB_All_50.bat

10. Replace the line "mysql -f <set_permissions.sgl" with the line below and replace
<hostname>, <username>, <pwd> with the Hostname/IP, username and
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password of the Aurora Sever respectively.mysql -h <hosthame> -u<username>
-p<pwd> -f < set_permissions.sql

11. Save the file.

12. Open a command prompt using Administrative privileges and change directory to
folder: <Parcel Install Folder>\Flagship\DBUpdate and Execute the command.

13. Execute the following command and wait for it to complete.UpdateDB_AIll_50.bat
1 > update.log 2>&1
Now, the Parcel DB on Aurora Server is upgraded to 24.1.0.

After the successful upgrade to Parcel DB 24.1.0, connect Application Server
with Aurora DB. See Connecting Remotely to Database section for details.

Upgrading Parcel DB to 24.1.0 on Remote Server

This section provides the information on upgrading Parcel DB 24.1.0 on Remote
Server. Note: The below steps are same for upgrading older versions on Remote
Server. But the Prerequisites of Parcel versions on Application Server and Remote
MySQL Server might differ based on the respective Parcel versions.
Prerequisites:

e Application Server should have Parcel 22.x or 23.x and ensure that MySQL along
with data folder exists.

¢ Remote MySQL Server should have Parcel DB 22.x or 23.x
To upgrade Parcel DB to 24.1.0 on Remote Server, follow these

steps: Installing MySQL on Remote Server
This section provides the information on installing MySQL on Remote Server.
To install MySQL on a Remote Server, follow these steps:

1. Uninstall MySQL 5.7.x and restart the Server.

2. Extract the contents of the Parcel distribution zip file to a folder with no spaces on
the remote server.

3. Navigate to ThirdParty folder and install MySQL 8.0.32. Follow steps 1-12 from
Installing the MySQL Server section as described in the TM-Parcel Fresh
Installation Guide. Now, the MySQL on Remote Server is successfully installed.

Note

Make sure that the Remote DB Server has ‘Environment Variables’ > ‘System
variables’ > ‘Path’ as “C:\Program Files\MySQL\MySQL Server 8.0\bin” set.
Add if it is not available already.

4. Copy the my.ini file from Application Server MySQL 8.0 folder and replace the file
my.ini file on MySQL 8.0 Server folder of the Remote Server.

5. Restart MySQL Service.
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On Application Server

1. Copy the 'RemoteMySQL' folder from Parcel 24.1.0 installation package to a
local drive.

2. Unzip 'RemoteMySQL' and open shipnow.ini file. Replace Hostname "127.0.0.1"
with "Remote Server Name or IP" and save the file.

3. Navigate to 'RemoteMySQL' folder and double click on
"EnableAnonymous_RemoteServer_upgrade.bat" file to enable anonymous
user.ln command prompt "Enabled Anonymous MySQL user" confirmation
message will be displayed, as shown in the following screen.

ex. CG\Windows \system32\cmd.exe

Resetting root password
34870

root p.l:;f;\ml‘(l c()nplvl.cd
ing "root’ password
C pnow.ini
1 File{s) copied
Resetting root password
ManageRootID
Reset root password conmpleted
‘root’ password enabled
Enabling Anonymous MySql user
34878
EnablefAnonynous
Info: Granting Privileges.
Info: Granted Privilege
Enabled Anonymous MySql user
Press any key to continue . . .

The SqlUserAdmin.log file is generated and placed in the same file path folder.

4. Navigate to<Parcel Artifact
Folder>\Flagship\DBUpdate\XML\flagshipProperties.xml to change the value for
'flagshipHost' element from 'localhost' to the Remote IP Address or Remote
Hostname

Navigate to<Parcel Install Folder>\Flagship\DBUpdate\XML\SetupProperties.bat

Replace the line "mysqgl -N -e "SELECT SCHEMA_NAME FROM
INFORMATION_SCHEMA.SCHEMATA WHERE SCHEMA_NAME='didb™ >
"%CURR_DIR%didb_exists.txt" with the line below and replace <hostname> with
the Hostname/IP of the Remote Server mysqgl -h <hostname> -N -e "SELECT
SCHEMA_NAME FROM INFORMATION_SCHEMA.SCHEMATA WHERE
SCHEMA_NAME='didb™ > "%CURR_DIR%didb_exists.txt"

7. Replace the line "mysql -f < %drop_fs_user%" with the line below and replace
<hostname> with the Hostname/IP of the Remote Server.mysqgl -h <hostname> -f
< %drop_fs_user%

8. Replace the line "mysql -f < %create_fs_user%" with the line below and replace
<hostname> with the Hostname/IP of the Remote Server.mysqgl -h <hostname> -f
< %create_fs_user%

9. Save the file.

Copyright © 2024. e2open, LLC. All rights reserved. 40



TM-Parcel Upgrade Installation Guide Connecting Remotely to Database

10. Navigate to<Parcel Install Folder>\DBUpdate\UpdateDB_All_50.bat
Replace the line "mysql -f < set_permissions.sql" with the line below and replace
<hostname> with the Hostname/IP of the Remote Server.
mysql -h <hostname> -f < set_permissions.sq|l

11. Open a command prompt using Administrative privileges and change directory to
folder: <Parcel Install Folder>\Flagship\DBUpdate and Execute the command.

12. Execute the following command and wait for it to complete.

UpdateDB_All_50.bat 1 > update.log 2>&1

Once the database update is completed, the command prompt gets closed.

Now, the Parcel DB on Remote Server is upgraded to 24.1.0 To disable anonymous
user navigate to 'RemoteMySQL' folder and double click on
'‘DisableAnonymous_RemoteServer.bat' file.

Note
After the successful upgrade to Parcel DB 24.1.0, connect Application Server

with Aurora DB. See Connecting Remotely to Database section for detalils.

After Remote Parcel DB upgrade is successfully completed, follow the Post Installation
Tasks.

Connecting Remotely to Database

This section provides the information on connecting Application Server with Aurora DB
and Remote MySQL Server.

1. In Application Server, Navigate to <Parcel Artifact
Folder>\Flagship\bin\shipnow.ini

2. In shipnow.ini, comment and place the below code in shipnow.ini and configure
Machine Name or IP (depending whether both Application Server and Remote
MySQL Server available on same network) in the place of localhost (Remote
MySQL Server IP).MySQLHost="Hostname=localhost;database=didb;User
Id=sn_usr;Password=shipnowdb;ServerPort=1200;"

8 £5-1800-¢2 (10.10.108.146 ) - [n] X
BEX2oo0nlINynEAE 10.10.108.146 n
LIRS |
File | Edit Format View Help
=

[CONNECT] ;
0ne noApex="Pro Qs

MySQLHOS t="HOS
[SCHEMA]
NAME=T10

[DEBUGLOG]
DebugLogSettings="; DebugRotationvalue=5000000; EventRotationvalue=5000000; EventRotationCriteria=LOGROTNSIZE; DebugRotationCritel

3. Navigate to <Parcel Artifact Folder>\Flagship\WebGUI\config\config-Flagship.php
and provide Remote MySQL Server IP address replacing localhost under "mysq|l
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didb connection settings" section, as shown in following screen.

}’ php
define(
define (
define (
define (

define(
define (

» $_SERVER("I ME? r*j) >z

» WEBROOT .

‘', dirname(_PILE ) ):

‘', _PILB )

', WEBROOT . te
2 '+, WEBROOT .

define (
define(
define(
define (
define(

//mysql didb conn

ection

//define
define (
define (
define(
derfine (

4. Navigate to <Parcel Artifact Folder>\Flagship\WebGUN\defines\dbdefines.php
and provide Remote MySQL Server IP address replacing localhost under "mysq|
didb connection settings" section, as shown in following screen.

.F?chp

b
- |
0
o
o
w
o
w
W
n

/ Jmvaal

define('D:E
define (']
define ('l
define ("’

define('l

-

—aa

A4QC

5. For UCM - configure the details in 'Config.xml file: ucm/java/META-INF and
Persistence.xml file: ucm/java/META-INF (replace localhost and provide Remote
MySQL Server IP address and update username and password.)

6. Navigate to <Parcel Install Folder>\Flagship\ucm\java folder, open 'UCM-Server-
Service-Install.bat' file and replace localhost with Remote MySQL IP address.

7. Open acommand prompt using Administrative privileges and navigate to the
<Parcel Install Folder>\Flagship\ucm\java folder and then run 'UCM-Server-
Service-Install.bat' file by passing DBUsername and DBPassword as command
line arguments.For Example: UCM-Server-Service-Install.bat <DBUsername>
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<DBPassword>The Schema update screen displays, as shown in following
screen.

g: Scherna update

Please wait while your schema is being updated...

[OK]

INSERT INTO DATABASECHANGELOG (ID, AUTHOR, FILENAME, DATEEXECUTED, ORDE|
[OK]

ALTER TABLE package MODIFY keyValuePairs LONGTEXT

[OK]

INSERT INTO DATABASECHANGELOG (ID, AUTHOR, FILENAME, DATEEXECUTED, ORDE
[OK]

ALTER TABLE shipment MODIFY keyWaluePairs LONGTEXT

[OK]

INSERT INTO DATABASECHANGELOG (ID, AUTHOR, FILENAME, DATEEXECUTED, ORDE
[OK]

A

v
<« ) W

I —

When the Schema update (foreground screen) is complete, the Update complete
is activated. Click Update complete to finish the schema upgrade.

8. Do the below modifications as shown in ODBC 32 bit (replace localhost with the
Remote MySQL Server IP address)

= ODBC Data Source Administrator (32-bit) X

User DSN System DSN  Fle DSN  Drivers Tracing Connection Pooling  About
System Data Sources

Name Platform  Driver

Add
EEJ 26t MySQLODEC 8.0 Unicode Dever
ddbb4  B4bt  MySQLODEC 8.0 Unicode Driver Remove
datads 326t MySQLODEC 8.0 Unicode Driver
datadb64 640t  MySQL ODEC 8.0 Unicode Driver Configure
sordb 326t MySQLODEC 8.0 Unicode Driver
sodbB4  64bt  MySQLODEC 8.0 Unicode Driver

e, An ODEC System data source stores information about how to connect to the ndcated data provider
[==-F| A System data source is visbie to all users of this computer, including NT services

Cancel | [ 5ok Heo

9. Select didb and click Configure.
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10. In didb replace localhost of TCP/IP server and provide Remote MySQL Server
IP address, as shown in following screen.

MySQL Connector/ODBC Data Scurce Configuration X
Conn < J
Connector/ODBC

Connection Parameters

Data Source Name: hdb) |

Description: | MySQL OOBC 8.0 Uinicode Driver DSN ]

(®) TCP/IP Server: 1‘ 127.0.0.1 ‘ Port: | 3306
O Named Ppe:

User: \rm_ug

Password: [ censnsnne

Database: | didb v Test

Detads >> [Cox ]| conce Help

11. Similarly do for idatadb and sordb.

12. Do the below modifications as shown in ODBC 64 bit (replace localhost with the
Remote MySQL Server IP address.

3 ODEBC Data Seurce Administrater (54-bit) o

User DSH  System DSN  Fie DSM  Drivers Tracing Connection Pocling  About

System Data Sources
Name Fiatform  Deiver Add...
didb 3288 MySOLODEC B.0 Unicode Drives
B4kt MySOLODEC 8.0 Unicods Driver Remove
idatadh 324 MySGL ODBC 8.0 Unicode Driver
idstadb64 6442  MySOLODEC B.0 Unicode Drives Corfigure...

sordh 3242 MySQLODEC 8.0 Unicode Driver
sordbB4  Gdbit MySQLODEC 8.0 Unicode Driver

e An ODBC System data source stores information about how to connect to the indicated data provider.
[Ez2E A System data source is visible 10 all users of this computer, including NT senvices.

oot | [ | [

13. Select didb64 and click Configure.
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14. In didb64 replace localhost of TCP/IP server and provide Remote MySQL Server
IP address, as shown in following screen.

My5S0L Connector/ODBC Data Source Configuration 4

My S0 -

Connector/ODBC 3
Cormection Parameters

Data Source Name: | ot |
Description: | MySQL ODBC 8.0 Unicode Driver DS

(®) TCP[IP Gerver: [127.0.0.1 | port: [3306 |
() Mamed pipe:

[9:2_H | £r1_Lesr

Password: [vuvuuunul

Datagase: | deb ] Test

Detals >3 III Cancel Help

15. Similarly do for idatadb64 and sordb64.

16. Update the following configuration files (files with the .ini extension) in the local
<Parcel Artifact Folder>\Flagship\bin folder so that these files point to the remote
MySQL server:checkver.ini
purge.ini
tracking.ini
Note: Wherever you see "localhost" in these files, substitute the IP address of
the MySQL server.

17. Do the below changes in didb.settings (replace localhost and provide Remote
MySQL Server IP address in Remote MySQL Server)Didb URL:

ST RSUABD ERT Y © Dumtww|

machine_sase Smatn

.....
----

000000000000

i
i
i

EEERE

LR
Idbciayeqii//10.10.100. 20/ l

Sordb URL:
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5050 0 00 0

e e ——

‘Dot
AT HARAD EEF
naion rase s o smais iepse e

. »

as

az

oo0o00000

R ———)

= ) ~——

1

Idatadb URL.:

_

.
ﬂ Jrmcimanii/ 30,10, 500. 55/ Lantam r et arnertacot L TY

(]
(o] or

Nofe: Update didb.settings table set key_value with <Parcel Artifact

Folder>\Flagship\WebGUoutput where key name is 'output_dir'
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18. Configure Parcel App Servers in Remote MySQL Server (by default localhost will
be available)

Location: US Smoke Test Loc
e2open Global Parcel . shipDeteguibme @ administrator ~

Ship Track MyProfile  System  Workstation UCM

\ System / Parcel App Servers

Location ID Location Name D ~ Parcel « ParcelWeb =

—' Global Settings
[ Add Location
[ Delete Location I
[ Corporate DSN
[ CloseConfig
[ custom Data Mapping
[ E2NET Watermill Integration
j Tracking Module Export Carriers
j Control Tower Integration
] Dangerous Goods Data
[ Dangerous Goods Packing Types
] Configurable Business Rules Modul
[ Orchestration Layer Integration
[} Export Integration
[] Multi-Mode Report
[ 1 Parcel App Servers
3 Settings
[ UMS/E2Proxy Integration
=03 Mississauga CSP Test
+ GGermany CSP Testing
* (Hong Kong €SP Testing
+ ([ United States CSP Test
+ [IMexico CSP Testing { 4
+ (3 Port Dover-Jenny
"‘GNantes -Jenny

Qutput Directory

Y y > localhost http://localhost C\Program Files (x86)\Kewill\Flagship'WebGUI\outp

»
19. Verify the configuration of Parcel App Servers in didb.parcel_app_servers.

& evB02Sdevedpencom x  devB0lSdevelopencom X  devB0I0 x  devBOI2dev.edopencom X
Ele Edt View Query [Datsbsse Sever Joos Seriping Help
Sl o saFHsg m &

SQL File 1

e FA0 8 @] umtio 1000w | % @ Q (f [3
o o 1e SELECT * FROW didb.parcel_app_servers;

>

>

>

IS

4|

4|

id |

» B port_codes

4 |

4 |

4|

-

d |
Resott Grid | [ €% Pt R e gl 5 15 | ewot/inponts IGg [ | Wrap Cot Conterts 13

porce serves  porcel_web_bast _ outout o um st kol servce_poth regstered sen o regatered_system_tyoe

» locahost Cprogram Fles it/ devB012.Gev. e Jopen. com:S10JURMG... hip:/KdeyB012.dev. e dopen. comB 10 KDL sve  FAICIPOFICEFO07  Test
5 o wn o o om o

After making all the changes Restart MySQL Server in Application Server.
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Converting Parcel from HTTPS to HTTP on Apache

Server

1.

Navigate to the following location and open the httpd.conf file in atext
editor:C:\Program Files (x86)\Apache-httpd\Apache24\conf

Search for the word 'Listen' and update the comment, as shown below:#Listen 80

needs to be changed as Listen 80

& DEVBIP-UP02-BO1.BLUJAY.GLOBAL - Remote Desktop Connection

# ServerRoot: The top of the directory tree under which the server's
# configuration, error, and log files are kept.

Listen 12.34.56.78:80

#

# Do not add a slash at the end of the directory path. If you point

# Serv fy a local disk on the

# Mute If you wish to share the
# same - qunat  icten EndNext #ill need to change at

# leas

# Dwection Cancel

Server iactcons JUp (®Down ache24"

#

# Mutex: Allows you to set the mutex mechanism and mutex file directory

# for individual mutexes, or change the global defaults

#

# Uncomment and change the directory if mutexes are file-based and the default
# mutex file directory is not on a local disk or is not appropriate for some
# other reason.

#

# Mutex default:logs

#

# Listen: Allows you to bind Apache to specific IP addresses and/or

# ports, instead of the default. See also the <VirtualHost>

# directive.

#

# Change this to Listen on specific IP addresses as shown below to

# prevent Apache from glomming onto all bound IP addresses.

#

#

Navigate to the following location and open the httpd-ssl.conf file in a text editor:

C:\Program Files (x86)\Apache-httpd\Apache24\confiextra

Search for the word 'Listen' and update the comment, as shown below:Listen 443

needs to be changed as #Listen 443
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& DEVBJP-UP02-BO1.BLUJAY.GLOBAL - Remote Desktop Connection

Do NOT simply read the instructions in here without understanding
what they do. They're here only as hints or reminders. If you are unsure
consult the online docs. You have been warned.

Required modules: mod_log_config, mod_setenvif, mod_ssl,
socache_shmcb_module (for default value of SSLSessionCache)

R S SRE SR S S S

Pseudo Random Number Generator {PRNG):

Configure one or more sources to seed the PRNG of the SSL library.
The seed data should be of good random quality.

WARNING! On some platforms /dev/random blocks if not enough entropy
is available. This means you then cannot use the /dev/random device
because it would lead to very long connection times (as long as

it requires to make more entropy available). But usually those
platforms additionally provide a /dev/urandom device which doesn't
block. So, if available, use this one instead. Read the mod_ssl User
Manual for more details.

ECEE SR R R S R R

#SSLRandomSeed startup file:/dev/random 512
#SSLRandomSeed startup file:/dev/urandom 512
#SSLRandomSeed connect file:/dev/random 512
#SSLRandomSeed connect file:/dev/urandom 512

#

# When we also provide SSL we have to listen to the

# standard HTTP port (see above) and to the HTTPS port
#

me

5. Restart Apache2.4 Service.
Post Installation Tasks

Configuring 64bit DSN

Steps to add 64bit DSN:
e Open command prompt as administrator.

¢ Navigate to the installer path. Navigate to...... \ThirdParty\MySQL folder
(Example: C:\Parcel24.1.0_INST_4769\ThirdParty\MySQL).

e [Execute "Call ODBC 64-bit.bat" file.
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"Call ODBC 64-bit.bat"

rre\Downloads\Parcel23.1.@_INST_4334\ThirdParty\MySQL\"

re\Downloads\ 3.1.0_INS Thil cal _64-bit.bat shipnowdb 64-bit
format not correct

continue . . .

Update Password to Bcrypt

1. For TM-Parcel version 23.3.0 and above, the encryption algorithm of the stored
password has changed from md5 to Bcrypt to enhance the security of the
password during transmission as well as storage. Therefore, all the existing
passwords must be updated.

2. To update the password of all existing users except for built-in users, please use
“Update_Password_To_Bcrypt.zip” package. If you don’t update the passwords of
all the existing users, they won’t be able to log-in the application.

Note:- Built-in user’s (administrator, enterprise, application, holdship and
system_api_user) passwords will be automatically encrypted and updated during the
upgrade process.

Configuring HTTPS Certificate on Apache Server

Note: By default, Parcel uses the server.crt and server.key files as certificate in
C:\Program Files (x86)\Apache-httpd\Apache24\conf. It is suggested to get the
certificates from a certification authority and follow the below steps to deploy:

1. Copy the certificate issued from certification authority to the following
location.C:\Program Files (x86)\Apache-httpd\Apache24\conf

2. Navigate to the following location and open the httpd-ssl.conf file in a text
editor:C:\Program Files (x86)\Apache-httpd\Apache24\confiextra
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3. Search for the word 'SSLCertificateFile' and replace the <Certificate file> as per
the certificate received from certification authority, as shown below:

[ C:\Program Files\Apache-httpd\Apache24\conf\extra\httpd-ssl.conf - Notepads + - o X
File Edit Search View Encoding Language Settings Tools Macro Run Pluging Window ? + v X%
cBDHE T HR {akid2c/ag/ax§E ST EDIECRAu» @R B
[repdasicort £3 |
25 ServerName localhost:443 ~
126 ServerAdmin admin@example.com
127 Errorlog "C:\Program Files\apache-httpd\Apache24\logs\erzror.log”
2 Transferlog "C:\Program Files\apache-httpd\Apache24\logs\access.log”
L SSL En
$ Enable this virtual host
SSLEngine on
v
[ T e

it lemmah .13 884 Bame. 30 SR e e

4. Repeat Step 2.
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5. Search for the word 'SSLCertificateKeyFile' and replace the <Certificate key file>
as per the certificate received from certification authority, as shown below:

[ C:\Program Files\Apache-httpd\Apache24\conf\extra\ httpd-ssl.conf - Notepads+ - o X
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window ? + v X
cDHE T LB R d2cag2ax | EE ST EERETH P NEDNRB

i rpd ssicont 3 |

lhost: 443

n@example.com

:\Program Files\apache-httpd\Apache24\logs\erzror.log”

og "C:\Program Files\apache-httpd\Apache24\logs\access.log"

pd\Apache24\conf\server.key"”
a.key"

TR lemth .13 0£4  Kmee. 380

6. Restart Apache2.4 Service.

SR e e MimdeotFBiEy  ARTE D

Enabling HTTPS on IS Server

1. Navigate to IIS Manager and double-click on Server Certificates.

W3 Intemet Information Services (11S) Manager = o
0 &, oever-urese01 » W e
file View Help
ot @31 DEVBIP-UPO5-BOT H |
] o 7 jome
Q- 8. f Manage Server
@) StartPage = 2 Restan
Fileer: -% © i x
v %3 DEVEIP-UPDS-BO1 (BLUMAY\A ~i (& ShowAll | Group by: Ares ? 2
& Apphication Pools ASPNET - -
v & Stes $ — = \ 3 = .
o i 7 =
@ Defoult Web Site » & - "J ¥ ab ﬂ 3 r‘!
@ 1OLWebsae NET NET NET Error NET NETTrust  Application Connection Machine Key Pagesand  Providers
Authorzat.. Compilstion  Pages  Globalization  Levels Settings Strings Controls

Session State SMTP E-mail

& = .

B 4 o @ @ & & & R

Authentic CGl  Compression Default  Directory ErorPages  FastCGl  Handler HTTP  ISAPIand
Document  Browsing Settings  Mopping:  Respon..  CGlRestri.
. . o ¥
»
& Ll I “..’ F Q a «wy
ISAPIFiters  Logging MIMEType:  Modules  Output  Request Server Worker
Caching  Fiteing  [Certificates | Processes

Mansgement

=

Configunt..  Feature Shared
Editor  Delegation Configurat.
¢ > " Features View |5 Content View

2. Inthe Actions panel, click Create Self-Signed Certificate...The Create Self-
Signed Certificate dialog box appears, as shown in following screen.
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File  View Help
Connections
< - [
G Start Page
~ N3 DEVBIP-UPOS-BOT (BLUSAY\r:

‘f sen, "7

S » DEVRIP-UPDS-B01 »

elf-Signed Certificate

Specify Friendly Name

s this feat
Filter
Neme Specify a file name for the certficate request. This
Jigning
Specify a fiendly name for the certificate:
Flagship
Yo
Select a certficate store for the new certficate
Parcel
Personal
Feat View Content View

nformation can be sent to a certificate authonity for

Cancel

e

3000301DE19.
JEBFATIINEL
FETDEB3AS
FEA78620C) ©
CF783B6088.

780C 3493
FEASASCEBCF

3. Specify a friendly name for the certificate in the provided field (For example:
Flagship) and select a certificate store for the new certificate (Web Hosting) from
the drop-down list and then click OK, as shown in following screen.

signing:

Flagship

Web Hosting

Create Self-Signed Certificate

Specify Friendly Name

Specify a fnendly name for the certificate:

Select a certificate store for the new certificate:

Specify a file name for the certificate request. This information can be sent to a certificate authority for

Cancel

X
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The Self-Signed Certificate is created as shown in following screen.

@ Internet information Services (11S) Manager

— a8  x
& 9, 0eveI-UPCS-BOT » w - S e
File View Help
Connections ™ Actions
= @ O;I Server Certificates
]
& :; ;"'v"mp;i;m‘wl iy | Ut feature to request and manage certfcates that the Web servercan use with websits confgured for SSL
3 Application Pools Fiter . & ShowAll | Groupby: NoGrouping =
s Name 1ssued To Issued By Expination Date Certficate Hash
1213de03-d681-4429-2361-Tdc...  MS-Organation-P2P-Access., 202001 Q3BT CORIAC2ESFCCBONIDIDENS,
BIG-CAR-BO1 12222001 133400 8700759875 32 TDEBFATSHIEY
12130603-4681-4009-4361-T4c... MS-Organization-P2P-Access.. 7/3/2001 012833 TSASS32B88100AFETDEB2AR.
234034681 -4439-3361- 74c. MS-Organa: P, 3, 2282020 13:23:55 $1920899037142FFRAT620C . X
Flagship DEVBIP-UPCS-BO1blujay.glo..  DEVBIP-UPOS-BO1blujay.gle..  7/2/2022 00:00:00 BEQCOBOSIBIB2ECF 78386088...
oL DEVBJP-UPCS-BO1 blujay.glo..  DEVBIP-UPCS-BO1blujay.glo.. 6/29/2022 000000  132FFEB1CDMBF 778DC4IAT.
Parcel OEVEIP-UPCS-BO1.blujay.glo..  DEVBIP-UPCS-BO1blujay.glo..  &29/2022 000000  BCSISECCIBEEAFGAGASOEROF o

+
P

Navigate to Default Web Site, under Actions panel, click Bindings... and create
new Binding with https, as shown in following illustration.

~ &

Eile  View Help

d |2 18,
& St Page
v 93 DEVBIP-UPOS-BOY (BLLIAY\r
2 Application Pools

@ » DEVEIP-UPOS-BOT » Stes » Default Web Site »

0 Default Web Site Home

Filter: -

ASP.NET Site Bindings

a
Type M

NET
Authorizat

&

Machine Key Pa
C

Cor

a |

Authentic.

/o

MIME Types M

Management

Configurat.

e Ot Al Gintn

o5t Name Port

4 -

1P Address

Bindung Informa

w o
Actions
P
)
Ed..
Manage Website B
| [|=
Browse Website
Confiqure
o

Close

In the Actions panel, click Advanced Settings and make sure 'EnabledProtocols'
is in https, as shown in following illustration.

]

.

Ble View Help
Connections
Q- id 28,

U SatPage
v & DEVEIP-UPOS-BO1 (BLUIAY\r
& Agplication Pools

v & Stey

g FOUWebSite

@ » DEVBIP-UPCS-BOT » Sites » Default Web Site »

0 Default Web Site F

Filter .
ASPNET
. s ™
9 &
NET NET NET Ere
Authormat.. Compilation  Pages
ﬂ i ’iaa
MachineKey Pagesand  Provide
Controls
e
R car ]
[ =
Authentic €6l Compres
L
MIME Types  Modules Outpu
Cachin

Management

Configunt..
Editor

Advanced Settings

v (General)
Application Pool
)

Physical Path
Physicsl Path Credentisls

Physical Path Credentials Logon ClearTest

Preload Enabled
~_Behavior
[} énsviea Protocols
Timits’

Enabled Protocols

Enabled Protocols specifies the protacols that requests can use to access an
apphication. The default value i ‘hitp’, which enables both the HTTP and

w o-
Actions
DefaultAppPool
adan - Edit Site
1 -
W e L
CAProgram Files (x861\Kewil\Flagship .
Lation  Connection
ngs Srings
Falie Manage Website S
A |lm
A U Browse Website
4 ®
e L
Confiqure
o
oK Cancel
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6. Restart Default Web Site on the IIS Manager.

Configuring HTTPS Certificate for UCM

Note: For testing, use the ucm.p12 (in Flagship Installation directory > ucm > META-
INF) and ucm.pem (in Flagship Installation directory > WebGUI > ucm > internal). If not,
copy the certificates from certification authority and follow the below steps:

1. Update certificateFilePath and certificatePassword details in <Parcel Artifact
Folder>\Flagship\ucm\java\META-INF\config.xml file, as shown below.
<https>
<Enabled>¥</Enabled>
<CertificateFilePath>./META-INF/ucm.pl2</CertificateFilePath>

<CertificatePassword>blujayuem</CertificatePassword>
</https>

2. Update pemFilePath (Full Path to the certificate) and pemPassPhrase in

<Parcel Artifact Folder>\Flagship\WebGUNucm\internal\pemFile.properties file,
as shown below.

FIf the pem file exists in a different folder then provide full path for the PEM file
BEx:C:\certificates\ucm.pem (local path)
#\\ <machinename\IP>\certificates\ucm.pem (remote path)

lpemFilePath=C:\Program Files (x86)\Kewill\Flagship\WebGUI\ucm\internal\ucm.pem
IpemPassPhrase=blujayucm

3. Restart BluJayUCMServer Service.

Accessing the Parcel Application

To access the Parcel Application, follow these steps:

1. Openthe Parcel Application using https://localhost/login/login.phpaURL.
2. Enter the credentials *User Name* and *Password* and then click LOG IN.

Please Enter User Name, Password to Login.

User Name |

Password
Language English

LOGIN

Importing UPS World Wide Validation Data after the
Upgrade

The UPS Worldwide Validation (WWYV) Distribution is a set of data files distributed

monthly by UPS that a customer needs to import after the upgrade.
To import the UPS Worldwide Validation files, carry out the following steps:

1. Extract the files from the UPS-supplied zip file into a directory on your Application
Server.
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2. Inthe Parcel Configuration (Web Admin) tool, under the UPS carrier for which
you want to import these files, click Data Import to open the Import screen. (See

illustration below.)

3. Specify the information on this screen as follows:

In this field.... Type this....

Import Date The World Wide Validation Effective
Date in YYYYMMDD format; for
example: April 06, 2022 is
rendered as "20220406" - (without
guotation marks). This is mandatory
field for World Wide Validation import.

World Wide The full (absolute) path to the folder to

Validation Data which you extracted the World Wide

Directory validation zip file.

For Example:
C:\WWV _Files

Validation Data

Keep previous World Wide

Select this checkbox to keep previous
World Wide Validation Data,
otherwise it will be purged.

Billable Weight
Determination
Data Directory

The full (absolute) path to the folder to
which you extracted the UPS file.

For Example:
C:\BW_Files

Peak Surcharge Data Directory

The full (absolute) path to the folder to
which you extracted the UPS Peak
Surcharge zip file.

For Example:
C:\PS_Files

Save to import the files or click CANCEL to cancel out of this screen.Parcel UPS
WW Validation Data Directory Import screen

e2open -rarcel

Syoom | U5 Seoke Tent Location [ Cambers | U5 (L5 ( Data hepant
~ ¢
T
.

My N L

gt iants

~

O

Note: If the parcel is integrated with CBRM/AES/XML Interface, then you have to
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upgrade OL to v24.1.0.2 and Plugin Installer to v 24.1.0.1 You can find the
upgrade instructions for OL and Plugin Installer in respective installers.

Add Update Virtual Directory in IS

The Virtual Directory in IS is used for viewing the labels and reports.
This section describes about to how add and update the virtual directory in IIS.
To add virtual directory in IS, follow these steps:

1.
2.

Navigate to 1S Manager.

In the Connections pane, expand the Server Name, expand Sites node, click
Default Web Site, as shown in following screen.

Right-click on the Default Web Site, and then click Add Virtual Directory... , as
shown in following screen.

€3 inteenet Information Services (11S) Manager o

« @ » SNLBSY2 » Sites » Default WebSae » [T '
File  View Help
Connections. Actions.
0 Default Web Site Home
v seela A
3 Filter - 5 Show All | Group by: Area
S 7 Edit Site
v &) Sites
e 2 “ 3 - E ]
{ — | & .
4 Explore e o , & = | ] = ey
Edt Permissions. yession  Default Directory  ErmorPages  Handler HTTP Llogging MIMETypes Modules
Document  Browsing Mapping:  Respon.
D Add Apphcation. | n
4 Add Vitual Directory... i Y| Mansge Website ~
Edat Bandings. s:'“ SSL Settings :
ing
Manage Webste | i -
N Rtoh Browse Website
X Remove 0
Rename
Switch to Content View Configure
L

The Add Virtual Directory dialog box appears, as shown in following screen.
Add Virtual Directory e X

Site name:  Parcel
Path: /

Alias:

u

Example: images

Physical path:

Pass-through authentication

Connect as...

Cancel

In Alias: field, enter "parceloptions"”.

In Physical path: field, click and browse for Parcel Artifact Folder Path.For
Example: C:\Parcel Artifact Folder
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6. Click Connect as...The Edit Anonymous Authentication Credentials dialog box
appears, as shown in following screen.

Edit Anonymous Authentication Credentials ? X

Anonymous user identity:

(® Specific user:

s =]

(O Application pool identity

OK Cancel

7. The Edit Anonymous Authentication Credentials dialog box, accept the default
'Specific user:' option and then click Set...

The Set Credentials dialog box appears.

In the Set Credentials dialog box, enter Username, Password and Confirm

Password in the respective fields and then click OK, as shown in following
screen.

Set Credentials ? X

User name:

BluJay\hitesh.kankariya |

Password:

Confirm password:

oK Cancel

10. Click OK in the Add Virtual Directory dialog box.

11. Click Default Web Site and then double-click on Authentication on in the right-
pane, as shown in following screen.
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& DEVBIP-PRO2-BO1.BLUJAY.GLOBAL - Remote Desktop Connection
&) Internet Information Services (1IS) ager
C @ » DEVBIP-PRO2-BOT » Sites » Default Web Site »
File View Help
Connections .
~ 9 Default Web Site Home
@-id 2 8
4y Start Page —~ =
{ Filter: & All J v [55e
« 95 DEVBIP-PROZ-BOT (BLUIAVAS | oo 363 Show/All| Geadp by Area
) Application Pools ASP.NET
v @] Sttes & ) " ‘> = A
0 1 b
v & Default Web Stte 2] 4 A /] _3) 7 ab
addressbook NET NET NET Error NET NET Profile .NET Roles  .NET Trust NET Users  Application Connectior]
aspnet_client Authorzat... Compilation Pages Globalzation Levels Settings Strings
common “-
config ¥
custom SMTP E-mail
defines
error "
framework > ’
P - — 5 - :
help n cG1 4 — 1 ey - i/ L
includes 0D i—l & v . - = e y
integration Authenticati CGl Compression  Default Directory  Error Pages Handler HTTP ISAPI Filters  Logging
on Document  Browsing Mappings Respon...
temdata e
login &
myprofile
receive SSL Settings
ship
system Management
track
track-beta
transhation Configurat...
translation37 Editor

The Authentication screen displays.
12. In Authentication screen, select Anonymous Authentication and then click

Edit... in the right pane, as shown in following screen.

& DEVEIP-PRZ-BO1BLLIAY GLOBAL - Remate Desttop Con

@) internet information Semvicdagts) M

% @ » DIVEIP-PROZ-BOT » Ttes » Defasit Web Site »

e Mew  Hep

0 Authentication

EEY

No Groupeg

e Response Type
Enabled
Disabled

Disabled HTTP 302 LogevRedieect

The Edit Anonymous Authentication Credentials dialog box appears.

13. In Edit Anonymous Authentication Credentials dialog box, select Specify user
option and click Set.. and then click OK, as shown in following screen.

Edit Anonymous Authentication Credentials ? >

Anonymous user identity:

® Specific user:
|IUSR

Set...

(O Application pool identity

oK Cancel
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The Set Credentials dialog box appears.

14. In the Set Credentials dialog box, enter Username, Password and Confirm
Password in the respective fields and then click OK.

Set Credentials

User name:

? X

BluJay\hitesh.kankariya

Password:

L

Confirm password:

..............I

oK

Cancel

15. Click OK

16. Restart 1IS Service.To update virtual directory in IIS, follow these steps:
17. Right-click on the created virtual directory, click Manage Virtual Directory >

Advanced Settings...

& devbjp-pr01-bol.blujay.global - Remote Desktop Connection

o AR
N Eplore

Edit Permissions...

) Conwert to Application

t

4 AddApplication..

tiy Add Virtual Directory..

t

i Manage Vitual Directory  » | (3] Browse

Wi Refresh Advanced Settings..

¥ X  Remove

Switch to Content View

P I H
Q-2 18 0 arcel Home
€ Start Page i
3 4 g - ~ I d
v 93 DEVBIP-PROI-BO1 (BLUIAVR i NE1Show AN |} Seaup it} Aven
2 Application Pools ASP.NET
v & Stes [} = X
0N 1
@ KOLWebSite N | 54 - \ ‘1
v @ Parcel NET NET NET Error NET  .NETProfile NETRoles .NET
addresibook Authorzat.. Compilstion  Pages  Globalization Ley|
common —
-
config .
custom SMTP E-mail
defines
error =
framework g 2
" 4 )
help n car {| P 1 =
includes v = o Bt i a
integration Authentic..  CGl  Compression Default  Directory ErorPages  Hang
Document  Browsing Mappf
itemdata
login %
myprofile -
Sitpa SSL Settings
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18. In the Advanced Settings window, click I/ next to the *Physical Path* and
choose the new Parcel Artifact Folder path and then click OK.

- ») b DEVES-UPDLDCA » Stes » Default WebSte » parcelcptions » w
Actions
parceloptions Home
Fier - G Show it 1 Geou 4. unced Settings
a i " - v (Gemeral) 4 2 E Manage Virtual Directory
) & T S— v ¥ ¢ [H———
NE T e ¢ i Physcal Path Credentials BUUIAYWtesh kankariys ges Sesuen St
) e o Physical Path Cradentinls Logon Cle
> it Virtual Directory
P E-m o
2 =t Q
S a o > 5 @8
o Defeik O e
Document B
ontay
[
Physical Path
[physica®ath] P pat content for the
o Cancel

19. Restart IS Service.

Moving Apache from one drive to other drive

To move Apache from one drive to another drive, follow these steps:
1. Stop Apache2.4 service.
2. Open command prompt with administrator privileges.

3. Navigate to the ..Apache-httpd\Apache24\bin folder (Ex: C:\Program Files
(x86)\Apache-httpd\Apache24\bin)

4. Run httpd.exe —k uninstall command.The following message displays:
"The 'Apache2.4' service has been removed successfully".

Move 'Apache-httpd' folder from existing drive (Ex: C: to destination drive (EX: E:

Again, go to command prompt and navigate to ..Apache-httpd\Apache24\bin
folder (Ex: E:\Apache-httpd\Apache24\bin)

7. Run httpd.exe —k install command.
The following message displays:
"The 'Apache2.4' service is installed successfully".

8. Start Apache2.4 service.

Configuring Persistence XML File

As part of upgrade installation, we need to add e2netdb persistence unit in the
persistence.xml file to support integration with UCM service and Watermill Connector
service.

Steps to update Persistence XML File:
1. Go to <ArtifactLocationPath>\Flagship\ucm\java\META-INF folder.
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2. Edit the persistence.xml file, to add below e2netdb persistence unit after
<persistence-unit name="com.kewill.ucm.upgrade"> end tag.

<persistence-unit name="com.kewill.ucm.e2netdb">
<description>Transactional persistence unit for e2net db</description>
<provider>org.hibernate.ejb.HibernatePersistence</provider>
<class>com.kewill.ucm.watermillconnector.e2netdb.entities.ParcelManifestl
nfo</class>
<class>com.kewill.ucm.watermillconnector.e2netdb.entities.ParcelManifestS
hipmentinfo</class>
<class>com.kewill.ucm.watermillconnector.e2netdb.entities.ParcelPackagel
nfo</class>
<exclude-unlisted-classes>true</exclude-unlisted-classes>
<properties>
<property name="javax.persistence.jdbc.driver"
value="com.mysql.jdbc.Driver"/>
<property name="javax.persistence.jdbc.url"
value="jdbc:mysql://localhost:3306/e2netdb?autoReconnect=true&amp;character
Encoding=UTF-8"/>
<property name="javax.persistence.jdbc.user" value="sn_usr"/>
<property name="javax.persistence.jdbc.password" value="shipnowdb"/>
<property name="hibernate.dialect"
value="org.hibernate.dialect. MySQL5Dialect"/>

<property name="hibernate.show_sqgl" value="false"/>

<property name="hibernate.connection.release_mode"
value="AFTER_TRANSACTION"/>

<property name="hibernate.connection.useUnicode" value="true" />

<property name="hibernate.connection.charSet" value="UTF8" />

<property name="javax.persistence.lock.timeout" value="5000"/>

<!-- TODO: review the implications of using update with team -->

<!l-- <property name="hibernate.hbm2ddl.auto" value="update"/> -->

<property name="hibernate.connection.provider_class"
value="org.hibernate.service.jdbc.connections.internal. C3P0ConnectionProvider"
/>

<property name="hibernate.c3p0.min_size" value="25"/>

<property name="hibernate.c3p0.max_size" value="100"/>

<property name="hibernate.c3p0.timeout" value="3600"/>

<property name="hibernate.c3p0.max_statements" value="0"/>

<property name="hibernate.c3p0.idle_test_period" value="3600"/>

<property name="hibernate.c3p0.preferredTestQuery" value="select 1;"/>

<property name="hibernate.c3p0.acquire_increment" value="10"/>

<property name="hibernate.jdbc.batch_size" value="20"/>

<property name="hibernate.c3p0.unreturnedConnectionTimeout"
value="3600"/>

<property name="hibernate.c3p0.maxIdleTime" value="3600"/>

<property name="hibernate.c3p0.maxldleTimeExcessConnections"
value="300"/>

<!-- <property name="hibernate.cache.region.factory_class"
value="org.hibernate.cache.ehcache.SingletonEhCacheRegionFactory"/> -->
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<property name="hibernate.id.new_generator_mappings" value="false"/>
</properties>
</persistence-unit>

Please refer to the screenshot attached below.

. ew 10 &3 EFeJex eqrepsonse.tat £3 .n:» 3| Enewi2 &3 Ed debuglog £3 . new 13 &3 .enplcauo _appjson &3 E index html &3 E\s na_online_help himl &3 = persistence.xml E3

<property na .c3p0.unre edC: ionTimeout" value="3600"/>
<property na ibernate.c3p0.maxIdleTime" value="3600"/>
<property name="hi te.c3p0.maxIdleTi tions" value="300"/>
o </properties>
</persistence-unit>
| |<perslstem:e—un1t name="com.kewill.ucm.e2netdb">
<description>Transactional persistence un:.t: for e2net db</description>
<provider>org.hi .ejb.Hi t /provider>
<class>com.kewill.ucm. ill - .entities.ParcelManifestInfo</class>
<class>com.kewill.ucm. 11 o .entities.ParcelManifestShipmentInfo</class>
<class>com.kewill.ucm. ill t .entities.ParcelPackageInfo</class>
<exclude-unlisted-classes>true</exclude-! unllstedﬂ:lasses>
= <properties>
<property name="javax.persistence.jdbc.driver" value="com.mysql.jdbc.Driver"/>
<property name="javax.persistence.jdbc.url" value="jdbc:mysql://localhost:3306/e2netdb? ; ing
/>
<property name="javax.persistence.jdbc.user" value="sn usx"/>
<property name="javax.persistence.jdbc. value= WS

<property name="hibernate.dialect" value="org.hibernate.dialect.MySQL5Dialect"/>

<property name="hibernate.show_sql" value="false"/>

<property name= on.release mode" value="AFTER TRANSACTION"/>

<property name=" hibeznate connection.useUnicode" value="true" />

<property nai tion.charSet" value="UTF8" />

<property name="javax. pezslstence lock.timeout" value="5000"/>

<!-- TODO: review the implications of using update with team —->

<!-- <property name— "hibernate.hbm2ddl.auto" value="update"/> -->

<property nam e=" tion.provider class" value="org.hibernate.service.jdbc. tions.internal.C3P
<property name—'h:tbeznnte c3p0.min_size" value="25"/>

<property name="hibernate.c3p0.max_: _size" value="100"/>

<property nan .c3p0. ti t" value="3600"/>

<property nai .c3p0.max_: value="0"/>

<property nam ibernate.c3p0.idle_test period" value="3600"/>
<property name= .c3p0. tQuery" value="select 1;"/>

<property name="hibernate.c3p0.acquire_increment" value="10"/>
<property name=' m:nate jdbc.batch_size" valua— 20 />

<property name= .c3p0.unre " value="3600"/>
<property name="hibernate.c3p0.maxIdleTime" value="3600"/>
<property name="hi .c3p0.maxIdleTi tions" value="300"/>
<!-- <property name— "hibernate.cache.region.factory class" value="org.hibernate.cache.ehcache.SingletonEhCacheRegionFactory"/>
<property name= .id.new_¢ ._mappings" value="false"/>
= </properties>
= </persistence-unit>
L</persistence>

Save the persistence.xml file.
Restart the BluJayUCMServer.

dbdefines.php Changes

Unable to load Warehouse page

Add the below line in file <ArtifactsAndLogs>\Flagship\WebGUI\defines\dbdefines.php.
define('PERIPHERAL_AGENT_URL', "https://localhost:9070");

Save and Close the file and try to reload the warehouse page.

Reconfigure SSL Settings

Encrypt DB Communication

Note

These steps are applicable for TM-Parcel customers upgrading to 24.1.0 from
SSL enabled versions (TM Parcel using MySQL Secure Connection).

Please update the passwords of all the existing users before enabling SSL. See
Update Password to Bcrypt section for detalils.
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1. On Application Server, navigate to the parcel configuration file (shipnow.ini) and
open the shipnow.ini in a text editor.
For Example:
<Parcel Artifact Folder>\Flagship\bin\shipnow.ini

2. Turn on encryption as follows:
ENCRYPT_DB_COMMUNICATION=ENABLE_ENCRYPTION=y

3. Reconfigure SSL settings in ODBC Connector. Refer Configuring SSL Settings in
MySQL Connector/ODBC.

Update SSL Settings

Note

These steps are applicable for TM-Parcel customers upgrading to 24.1.0 from
SSL enabled versions (TM Parcel using MySQL Secure Connection).

1. Navigate to the <Parcel Artifact
Folder>/Flagship/java/conf/configuration.properties file and update the useSSL
and requireSSL fields as 'true'.

o useSSL:true

2. Navigate to the C:\ProgramData\MySQL\MySQL Server 8.0\my.ini and update
the SSL settings in my.ini file is shown in following screen.

Add Custom Configurations from Previous Version my.ini file

Note
This task is applicable for all upgrade scenarios.

Reconfigure custom configurations present in previous version my.ini (back up file) file
into the new version my.ini file at
C:\ProgramData\MySQL\MySQL Server 8.0.
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Restart Services
Enable and restart the following services:

e MySQL

o Kewill DiServer Service

e Kewill IA Service

o Keuwill Notification Service

o Kewill Scheduler Service

o Kewill Tracking Service

o KewillFlagshipConnectorFileService

o KewillFlagshipDatabaseFileService

o KewillFlagshipServerBridgeService

o KewillReportingService

e BluJayParcelCensusTool

¢ BluJayParcelDataUploadTool

e (For UCM): BluJayUCMServer Service
e (For UCM Purge): BluJayUCMPurgeService Service

Converting MylISAM to InnoDB

For version 23.2.0 and above, TM-Parcel installs fresh MySQL 8.0.32 version. If you
have DB engine as InnoDB in your previous version of TM-Parcel, follow these steps:

1. Convert MYISAM to InnoDB. Refer TM-Parcel Instructions Document Converting
MyISAM to InnoDB document for detals.

2. Navigate to the MySQL Configuration file (my.ini) location and open the my.iniin
a text editor, for Example: C:\ProgramData\MySQL\MySQL Server 8.0\my.ini,
and reset the DB engine type from MyISAM to InnoDB. For example:

a. default-tmp-storage-engine=InnoDB

b. default-storage-engine=InnoDB

Add/Update KOL and CBRM URLs

1. By default ‘localhost’ value would be available in the file. The machine name
and IP would be whitelisted and should work without adding in the file.

2. If user wants to add any other URL, they can add multiple machine name and
IPs with comma separated in the file at path (Line # 77 and 78) -
<Artifact location>/ Flagship/WebGUI/config/config-Flagship.php
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L,_},/ C:\Program Files (x86)\Kewill\ArtifactsAndLogs\Flagship\WebGUI\config\config-Flagship.php - Notepad++ -
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window ?

cHHE R Ga|sMab/oeny 2 fE=1 EEETAc® BEN®E
B itnd sl conf L3 [ config-Rlagship php E3
€ define( 'INTEGRATI INPUT', WEBROOT . i
define( ' I T', WEBROOT . ' t t' )

define service urls
define( '
define (

define time limicts
define( '
define (
define( 'TIME LIMIT VERY LONG', ):
define( 'TIME LIMIT HUGE',
define (

define cbrm and KOL urls
define ( BR? LS', local t'): "add urls wit
define( ' i t'); "add urls with

Additional Optional Steps

Setting up a Corporate Address Book

Overview

You can import Personal and Global Address Books as CSV files directly into the Parcel
Ul using the Import function on the Address Book screen, as well as adding addresses
to these address books directly from the Ul.

However, for security reasons, a Corporate Address Book must be set up directly in the

MySQL database that Parcel uses for this purpose. You can do this by using SQLyog or
another database administration tool to import the Corporate Address Book in the form
of a CSV file into the Corporate Address Book table in the database.

The following example procedure describes how to set up a Corporate Address book
using SQLyog with a sample CSV file. Follow a similar procedure with other database
administration tools.

Note: You can now configure.

Corporate Address Book setup - example procedure
To set up a Corporate Address Book in Parcel:

1. Create the database table required for the Corporate Address Book using the
database script provided. For additional information on this, see the following
Help topic in the Parcel User Guide (Online Help): "Corporate DSN".

2. Create your Corporate Address Book using Excel (suggested) or some other
application that lets you create CSV files. Refer to the field mapping section of
the Import tab on the Parcel Address book screen. Create a header row with
column headings that match those on the Address Book screen.Note: You do
not need to create columns corresponding to all the Address Book fields. See the
Address Book topics in the Parcel Help for more information on creating and
using address books.

3. With SQLyog open, connect to the Parcel MySQL database. Enter the IP
address of the Parcel instance in the MySQL Host Address field, and any other
required information, and then click Connect.
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Connect to MySQL Host X

New... Clone.. Save Rename... Delete
Saved Connections |[_] New Connection v |

MySQL HTTP SSH SSL  Advanced

MySQL Host Address |

Username | |

Password Save Password
Port 3306

Database(s)

R (Use ;' to separate multiple databases. Leave blank to display all) ?

WORKS WITH

M y sSQL Use Compressed Protocol

Session Idle Timeout Keep-Alive Interyal

(® Default () 28800 (seconds) (seconds)

In the left panel, expand the sordb database portion of the tree.

Find the corp_address_book table in the list, select this table, and then select
Table > View Data to ensure that the table is not already populated with address
book data.
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6. Select Table > Import data from CSV to open the Import Data From a CSV File
dialog.

Import Data From A CS¥ File

? Select Table and Columns To Impart [0 CS5Y

T ables Drelimiters

Caller_services A ~ Fields

Carmers B = Terminated by : bt
clozupld_status = = ;

config_joumal Encloged by <MOME >
config_patch_histomn Ezcaped by : LS
configoariers -

cunfigparrierservices Lines

configlistdata Terminated by : “h
configmapp

configmetadata w
configrmetaversion o =
corp --:I-:Ire:s::s: hook, w Charzet

= | 5. || Selectan | | Deselecta |

Other Options

[JLow pricity  [JConcurent [ JReplace  [Jlgnare [ lgnore l:lﬁnes

Import frorn file |I::'\D ocuments and Settingshjohn. flaggiky Documents'WaSAP Projects\Corp &ddr Book | E]

[ Impaort.. H Cloze ]

7. Ensure that the corp_address_book table is selected in the Tables list, and then

click L] to select the CSV file to import.Note: All columns in the Table are
selected by default. If your CSV file is correctly formatted (with blank columns
indicated), you can use this setting. The fields with data will be populated
correctly and those with no data will be left blank.

8. Click Import, and then select Table>View Data to ensure that the
corp_address_book table populated correctly with your Address Book data.

9. Open the Corporate Address book in Parcel and verify that the values for the
fields display correctly. You can now use the Corporate Address book as you
would any other address book. (For information on this, see the Address Book
topics in the Parcel Help.)Note: When you select an entry from the Corporate
Address Book, the text in the Address book fields will be "grayed out," indicating
that the fields are not editable directly. You must make any desired changes in
the original CSV file, and then re-import it.

Checking Settings

When upgrading from a previous version of Parcel, you should check your settings both
before and after running the installation process, especially if you want to retain existing
settings. To check Parcel settings, use SQLyog or another database management tool
to display the contents of the didb.settings table in the MySQL database. You can use

gueries to check settings for specific domains and subdomains. With the didb database

selected, use the following form:
select * from settings where domain = '<domain_name>' and sub_domain
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='<subdomain_name>"'

For example, to find settings for the JavaVM (see previous section), use:

select * from settings where domain = 'core' and sub_domain = 'javavm'

To find settings for the Database Service Connection (see previous section), use:
select * from settings where domain = 'dbs-connection'

Supporting UCM Integration on HTTPS

To support UCM Integration on HTTPS, update 'fs_webservice_https' under Global
Settings > Settings

e Y =support UCM Integration on HTTPS
The record associated to support UCM Integration on HTTPS is in the following table:

machine_name | Domain | sub-domain | key _name key value
ALL ucm websvc fs_webservice _https | Y

The ucm integration settings displays, as shown in the following screen.

Location: US Smoke Test Loc
e20pen  TM-Parcel i T
Track  MyProfile  System  Workstation  UCM
System / Settings
< ragefi of<[ENED A Edit record

Location ID Location Name. puacking. aama ::;7
= Domain

! seARcH] Sub Domain [

Key Name fs_websarvice_https

Key Value N

Display Name Fiag to Enable HTTPS for UCM
Value Type | ——

- Global Settings
La

Converting UCM from HTTPS to HTTP

Note: Make sure Parcel is in http.
1. Edit the setting for key_name and value according to the following table:

machine_na | domain sub-domain | key_name key value

me

ALL ucm websvc fs_webservi | N
ce_https

The settings of fs_webservice_https key_name for ucm Domain in Parcel
Application is shown in the following screen.
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€20pen  TM-Parcel I

Ship  Track  MyProfile  System  Workstation

System / Settings
< peefi oENED A

Location ID Location Name.

roesShizasdoos in

f EXX | subbomsin
- Global Se P Ry
Key Value
Display Name
Value Type

‘machine_name

o
Q.
o]
05
+
Qi
a
o]
is]
=]

5 cation
< >

Fiag to Enable HTTPS for UCM

2. Restart Kewill DiServer Service and Refresh the Application.

3. Navigate to <Parcel Artifact Folder>\ucm\java\META-INF\config.xml file and

update "Enabled" tag to "N".

</https>

<Enablec>N</Enabled>
<CertificateFilePath>./META-INF/ucm.pl2</CertificateFilePath>
<CertificatePassword>blujayucm</CertificatePassword>

4. Restart BluJayUCMServer Service.

Configuring Stunnel Settings for Encryption of Data in

Motion

Parcel supports Encryption of Data in Motion between client and server for data security

and protection as follows:

¢ Configuring the Stunnel Settings in Client Machine

¢ Configuring the Stunnel Settings in Server Machine

Configuring the Stunnel Settings in Client Machine
Note: Make sure to install Stunnel with openssl in client machine which has Parcel Web

Admin Tool (Javalin Tool).

To configure the Stunnel settings in Client Machine:

1. Navigate to the following location and open stunnel.conf file in a text
editor:<Drive>:<Parcel Install Folder>\Flagship\STunnelService\config

For Example:

<Parcel Install Folder>\Flagship\STunnelService\config

2. Inthe stunnel.conf file, add below service, as shown in following screen.

testClient accept = 1223
connect = \[Server IP Address\]:1222sslVersion = TLSv1.2

client = yes
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&, devbjp-up0d1-botblujay.global - Remote Desktop Connection

ile Edit format View Help
;options = SINGLE_DH_USE

include = conf.d

; NEeESREEERSEsAREEESRARER RS RR SRR Example TLS client mode services

lient = yes

[myService1]
jaccept = 4010

onnect = www.pld-certify.ups.com:443
slversion = TLSv1.2

[myService2]

hiccept = 4011
onnect = wwwcie.ups.com:443

slversion = TLSv1.2

(myService3]
jaccept = 4013

onnect = secure.dbschenkerusa.com:443 N

[

[myServiced]
hiccept = 4014

onnect = wwweie.ups.com:443

slversion = TLSv1.2

[testClient]

ccept = 1223

Konnect * 10.0.7.130:1222

slversion = TLSv1.2

klient = yes

stunnel.conf - Notepad

3. Save stunnel.conf file.
Restart stunnel service.

Set Host as Client Hostname/IP Address/localhost and Port as 1223 in Javalin

tool on the Client Machine.

6. Run any API Request on the Client Machine.

Configuring the Stunnel Settings in Server Machine

Note: Make sure to install Stunnel with openssl in Parcel server machine.
To configure the Stunnel settings in Parcel Server Machine:

1. Navigate to the following location and open stunnel.conf file in a text
editor:<Drive>:<Parcel Install Folder>\Flagship\STunnelService\config

For Example:

<Parcel Install Folder>\Flagship\STunnelService\config

2. Inthe stunnel.conf file, add below service, as shown in following screen.

testServer
client = no
accept=1222
connect = 1200
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cert = stunnel.pem

& DEVBJP-UP05-BO1.BLUJAY.GLOBAL - Remote Desktop Connection

s;options = SINGLE_ECDH_USE
s;options = SINGLE_DH_USE

P

3 * Include all configuration file fragments from the specified folder >
R 0 0 0 00 0 K R
H

3include = conf.d

P
>

3 * service definitions (at least one service has to be defined) "
R
H

3 OERRRREERERRRRRRR RO RO ROk R R Rk ek Evapple TLS client mode services

client = yes

[myServicel]

accept = 4010

connect = www.pld-certify.ups.com:443
sslversion = TLSv1.2
[myService2]

accept = 4011

connect = wwwcie.ups.com:443
sslversion = TLSv1.2
[myService3]

accept = 4013

connect = secure.dbschenkerusa.com:443
[myServicea]

accept = 4014

connect = wwweie.ups.com:443
sslversion = TLSv1.2

3RO ey Evapne TLS server mode services

[testServer]
client = no
accept = 1222
connect = 1200

cert stunnel. pen|

<

3. Save stunnel.conf file.

4. Restart stunnel service.

Encryption of Stored Data

Transparent Data Encryption (TDE) is employed to encrypt data at rest. This enables
you to encrypt sensitive data stored in tables and table spaces.

After the data is encrypted, this data is transparently decrypted for authorized users or
applications when they access this data.

Parcel supports TDE to encrypt data stored in MySQL Server. If you wish to enable
encryption of data stored in the databases, please refer to the following sections to
configure the servers to use TDE.

Configuring Transparent Data Encryption in MySQL Server

This section describes how to configure Transparent Data Encryption (TDE) in MySQL
Server.
Prerequisite:

TDE for MySQL is only supported with InnoDB engine. Please refer to "Parcel —
Instructions Document — Converting MylISAM to InnoDB to change the engine type."
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To configure Transparent Data Encryption in MySQL Server, follow these steps:

1. Navigate to the MySQL Configuration file (my.ini) location and open the my.iniin
a text editor.
For Example: C:\ProgramData\MySQL\MySQL Server 8.0\my.ini

2. Modify the my.ini file, as shown in the following figures.Add the below lines under
mysqld section.early-plugin-load=keyring_file.dll
Note: Keyring file can be placed in any location. However, please ensure the
MySQL application (mysqld.exe) has access to this file in the location it is
placed.New kerying flat file will be created in the below mentioned path:
keyring_file_data=C:/ProgramData/MySQL/MySQL Server 8,0/keyring

my.ini - Notepad

File Edit Format View Help
[client]

# pipe=

# socket=MYSQL

port=3306

[mysql]
no-beep

# default-character-set=

# SERVER SECTIOH

# The following options will be read by the MysQL Server. Make sure that
# you have installed the server correctly (see above) so it reads this
# file.

+

# server_types2

[mysqld]

# Flagship CAPO packet size increase
max_allowed packet=16M

internal_tmp_disk_storage_engine=MyISAM

default- tup- storage-engine=HyISAM

# The next three options are mutually exclusive to SERVER_PORT below.
# skip-networking

# enable-named-pipe

# shared-memory

# shared-memory-base-name=MyYSQL

# The Pipe the MysQL Server will use
7 socket=MYSQL

3. Restart the MySQL Service.Note: For 'EncryptDBatRest.php' file, please contact
Technical Support Team.

Place 'EncryptDBatRest.php’ file in ... \Kewil\Flagship\WebGUI path.

Open a command prompt using Administrative privileges and then navigate to
.\Kewil\Flagship\WebGUI directory.

Execute the below command:

php EncryptDBatRest.php

Now, the data in .ibd files gets encrypted.

Note: To ensure the data are encrypted in tables, run the following query:
SELECT TABLE_SCHEMA, TABLE_NAME, CREATE_OPTIONS FROM
INFORMATION_SCHEMA.TABLES WHERE CREATE_OPTIONS LIKE
'‘YENCRYPTION="Y"%",

The results are shown in following screen.
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Configuring Transparent Data Encryption in MSSQL Server

This section describes how to configure Transparent Data Encryption (TDE) in MSSQL
Server.
Prerequisite:

1. Create a new folder <BackupPath> in MSSQL Server for backup. For Example:
C:\TDE
Note: The TDE configuration in MSSQL Server is needed only if MSSQL SOR is
used.
To configure Transparent Data Encryption in MSSQL Server, you need to
execute the below command in MSSQL Server, as shown in the following steps:

2. Create a Master KeyThe master key is a symmetric key used to protect the
private keys of certificates and asymmetric keys.
You must create the Master Key. It must be created within the master database
with the USE MASTER command.
USE Master,
CREATE MASTER KEY ENCRYPTION BY PASSWORD =
'<UseStrongPasswordHere>";
For Example:
USE Master;
CREATE MASTER KEY ENCRYPTION BY PASSWORD =
'‘Ace3289%@12';

3. Create or Obtain a Certificate Protected by the Master KeyOnce the master key
is created along with the strong password (that you should remember or save in
a secure location), now create the actual certificate and name it.
Execute the below command:
USE Master;CREATE CERTIFICATE '<CertificateNameHere>'
WITH SUBJECT = '<GenericSubject>"
For Example:
USE Master;CREATE CERTIFICATE '<TDECert>
WITH SUBJECT = '<TDE Certificate>";
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4. Create a Database Encryption KeyNow, utilize the USE command to switch to
the database that you wish to encrypt. Then create a connection between the
certificate that you just created and the actual database. Then indicate the type
of encryption algorithm.

Execute the below command:

USE '<DB Name>"

CREATE DATABASE ENCRYPTION KEY WITH
ALGORITHM = '<Encryption Algorithm>"'
ENCRYPTION BY SERVER CERTIFICATE '<CertificateNameHere>";
For sordb:

USE sordb;

CREATE DATABASE ENCRYPTION KEY WITH
ALGORITHM = AES_256

ENCRYPTION BY SERVER CERTIFICATE TDECert;
For idatadb:

USE idatadb;

CREATE DATABASE ENCRYPTION KEY WITH
ALGORITHM = AES_256

ENCRYPTION BY SERVER CERTIFICATE TDECert;

5. Backup the Private Encryption Key and CertificateNow, backup the private
encryption key and certificate you created and store it in a secure location.
Execute the below command:

BACKUP CERTIFICATE '<CertificateNameHere'>

TO FILE ='<BackupPath>'

WITH PRIVATE KEY ( FILE = '<BackupPath>\<PrivateKey>",
ENCRYPTION BY PASSWORD = '<UseStrongPasswordHere>");
For Example:

BACKUP CERTIFICATE TDECert

TO FILE ='C\TDE\TDE_Cert'

WITH PRIVATE KEY (FILE ='C:\TDE\TDE_CertKey.pvk/,
ENCRYPTION BY PASSWORD = 'Ace3289%@12);

6. Turn TDE OnFinally, you need to enable encryption on the database. Execute the
below command:
USE '<DB Name>";
ALTER DATABASE '<DB
Name>' SET ENCRYPTION
ON;
For sordb:
USE sordb;
ALTER DATABASE
sordb SET
ENCRYPTION ON;
For idatadb:
USE idatadb;
ALTER DATABASE
idatadb SET
ENCRYPTION ON;
Now, if you want to check the progress of the database encryption on the
MSSQL Server, execute the below command.
SELECT DB_NAME(database_id) AS '<DB Name>', encryption_state FROM
sys.dm_database_encryption_keys;
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For sordb:
SELECT DB_NAME(database_id) AS sordb, encryption_state FROM
sys.dm_database_encryption_keys;

8 MSSQLEncrypt\ - HeidiSQL 2.5.0.51%
File Edit Search Tools Goto Help
d~F OHRI2IS 22 BONNOOVYVX D~
[,Dmm:ef.na lJTah!sﬁlter J ;
v ¥ MSSQLEncrypt
v idatadb
dbo.idata_addresses
dbo.data_flexdata
dbo.idata_hazmatdata
dbo.idata_items
dbo.idata_packages

~EHEMS L s 5 O
SE Host: 101727 P Queny” P Query#2* x B Query#3* x P Query#4* x P Querysst x

BUSELECT DB_NAME(database_id), encryption_state
PAFROM sys.dm_database_encryption_keys ;

08

dbo.idata_shipments
dbo.idata_special_servi...
dbo.idata_spexdata

master

model

msdb

v sordb

-| dbo.addresses

| dbo.applied_charges

| dbo.audit_events

| dbo.corp_address_book

0B

|-1 dm_database_encryption_keys (2x2)

0

| dbo.corp_group_address

COLUMN1 encryption_state
| dbo.corp_group_addre... tempch 3
| dbodb_version sordo

| dbo.event_log
dbo.flag_data

| dbo.flexdata
dbo.hazmat_data

| dbo.items

For idatadb:

SELECT DB_NAME(database_id) AS idatadb, encryption_state FROM
sys.dm_database_encryption_keys;

Database Encryption Status Details

The following table shows the encryption status details of the database displayed in
Results grid.
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Database
Encryption Status

Description

No database encryption key present, no encryption

Unencrypted

Encryption in progress

Encrypted

Key change in progress

Decryption in progress

OO BWNF O

Protection change in progress (The certificate or asymmetric
key that is encrypting the database encryption key is being
changed.)

Configure Encrypted Connections to Database

Parcel supports encrypted connections to the database. This is available for connections
to MySQL, MSSQL and Oracle in this release.

In-order to set up encrypted connections, configuration changes are required to both the
database server and, in the Application (Modules).

Configuring MySQL to Use Encrypted Connection

To configure the MySQL to use encrypted connections, follow these steps:

1. For encrypted connection SSL Certificates are required. These can be generated
in any of the following methods:Get SSL Certificates from Certificate Authority
(CA). These certificates should be in PEM format.Use default MySQL SSL
Certificates which can be found in MySQL Installation path.For Example:
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C:\ProgramData\MySQL\MySQL Server 8.0\Data

» ThisPC » Local Disk (C) » ProgramData » MySQL » MySOL Senver 57 + Data »
sme
upsspdb
’ wm
' wspsdb 021 13:2¢ File folder
s auto.cnf

BIP-180-REF err
BIP-180-REF pid

ca.pem 1072

ca-key.pem

client-cert.pem

client-key.pem g
DEVBIP-UP3-BOY.err 15/201814:0 R File 6 KE
DEVBIP-UP03-B801-slowlog
DEVBIP-UP05-801,err
DEVBIP-UPQS-BO1,pid

(€ DEVBIP-UPO5-801-slow.log
FS-52-Clen
F$-52-REF err
FS-521-Cl.err i 2
FS-521-REF.err 12013 14 ERRE -
FS-600-C2.em
FS-600-RC.err
FS-601-C2.em W
FS-601-REF.err 28/2014 11:20 ERR File I
FS-1800-C2.err
FS-60001-C2.err
ib_buffer_pool 2021 1436
ib_logfiled 2021 14:3¢ 49152 K
ib_legfilel V1472017 14:0% File 42152 KE
ibdatal
ibtrmp
HL)-T0ere 12/201¢
W) TO0RC arr C
AT err 3 KE
KLAB-MMZ.2rr
mysql_upgrade_info

private_key.pem

public_key.pem

server-cert.pem

server-key.pem

< calartad £ A2 KR

2. Navigate to the MySQL Configuration file (my.ini) location and open the my.ini in
a text editor.For Example: C:\ProgramData\MySQL\MySQL Server 8.0\my.ini

3. Search for the property 'skip_ssl' if it is available, and comment the line, as
shown below:skip_ssl needs to be changed as #skip_ssl

4. Add the below keys in the my.ini file, as shown in following table.

Keys Description

ssl_ca Provide the path of the server
Certificate Authority (CA) certificate
file in PEM format.

ssl_cert Provide the path of the server public
key certificate file in PEM format.
ssl_key Provide path of the server private key

file in PEM format.
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ssl_cipher Provide the cipher algorithm
supported by MySQL.

Note: Use Cipher "DHE-RSA-
AES128-GCM-SHA256:AES128-
SHA". This should be also used in
Application (Modules).

require_secure_trasnport Set this key to allow SSL connection
only.
Valid values are:
e ON
e OFF
tls_version Set the tls_version to "TLSv1.2".

e The SSL settings in my.ini file is shown in following screen.

GCM-SHA256:AES128-SHA"

e Restart the MySQL Service.

Configuring the Application (Modules) to Use Encrypted

Connections to the Databases

To configure the Application (Modules) to use encrypted connection to MySQL Server,
follow these steps:
Prerequisite:

e MySQL Server should be enabled for accepting encrypted connections.

For information on the above setting, see Configuring MySOQL to Use Encrypted

Connection section.

1. On Application Server, navigate to the parcel configuration file (shipnow.ini)
location and open the shipnow.ini in a text editor.For Example:<Parcel Artifact
Folder>\Flagship\bin\shipnow.ini

2. Add the below string in the shipnow.ini file and save the file.

ENCRYPT_DB_COMMUNICATION=ENABLE_ENCRYPTION=y;SSL_CA=ca.pe
m;SSL_CAPATH=<Client SSL Certificates Directory Path>;SSL_CERT=client-
cert.pem;SSL_KEY=client-key.pem;SSL_CIPHER=DHE-RSA-AES128-GCM-
SHA256:AES128-SHA; SSL_TLS_VERSION=TLSV1.2

Copyright © 2024. e2open, LLC. All rights reserved. 79



TM-Parcel Upgrade Installation Guide Additional Optional Steps

The description of the string to add in the shipnow.ini file, is shown in following
table.

String Description

ENCRYPT_DB_COMMUNICATION | ENCRYPT_DB_COMMUNICATION is the
header of the string.

ENABLE_ENCRYPTION Set this flag to 'y' to turn on encrypted
connection to MySQL Server.
Valid values are:

ey
e n
By default, this key is set to 'n'".
SSL_CA Provide the path of the MySQL Server

Certificate (ca.pem) file used in the server.

For more information, see Configuring MySOL
to Use Encrypted Connection section, Step 1.

SSL_CAPATH Provide the path of the client certificate files.

Note: In case of Remote MySQL configuration
copy all client SSL certificates from MySQL
Server to Application Server and provide the
path.

SSL_CERT Provide the path of the client SSL public key
certificate file in PEM format.

SSL_KEY Provide the path of the client SSL private key
file in PEM format.

SSL_CIPHER Provide the cipher algorithm supported by
MySQL.

Note: Use Cipher "DHE-RSA-AES128-GCM-
SHA256:AES128-SHA". This should be also
used in MySQL Server.

TLS_VERSION Set the TLS_VERSION to 'TLSv1.2'.

3. For KewillFlagshipConnectorFileService, KewillFlagshipDatabaseFileService,
KewillFlagshipServerBridgeService, KewillReportingService, BluJayParcelCensusTool
and BluJayParcelDataUploadTool Services:Navigate to the <Parcel Artifact
Folder>/Flagship/java/conf/configuration.properties file and update the fields as shownin
Step 6.

4. For UCM:Navigate to the <Parcel Artifact Folder>Flagship/ucm/java/META-
INF/config.xml file and update the fields as shown in Step 6.

5. For UCMPurge:Navigate to UCM Purge Property file (shown below) and update the
fields under #DB SSL properties as shown in Step 6.
<Parcel Artifact Folder>Flagship/ucm/java/META-INF/UCMPurge.properties.xml

6. Update the fields, as shown in following table.
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Fields

Description

useSSL

Set this field to allow the SSL settings on the
services. Valid values are:

e true

o false

requireSSL

Set this field to allow the connection between
MySQL and the Services.
Valid values are:

e true

e false

The 'requireSSL' settings should be
'true’ at Java Services and SSL
settings should be configured at
MySQL.

verifyServerCertificate

Set this field to verify the MySQL Server
certificate. Valid values are:

e true

o false

If verifyServerCertificate is set to true, then
you need to configure
trustCertificateKeyStoreUrl and
trustCertificateKeyStorePassword fields.

trustCertificateKeyStoreUrl|

Provide the path of the truststore file, which is
created by executing the command from

Creating and Importing Truststore section.

For Example:
file:/C:/mysql/truststore

trustCertificateKeyStorePassword

Provide the password to the certificate, which
is created by executing the command from

Creating and Importing Truststore section.

For Example:
testmysql
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Fields Description

clientCertificateKeyStoreUrl Provide the path of the keystore file, which is
created by executing the command from
Creating and Importing Client Keystore
section.

For Example:
file:/C:/mysql/keystore

This is optional field. If the credentials which
you are using to connect to mysql has been
configured with ssl_type as x509 then you

need to import client certificate to keystore.

You can check with the below query:
SELECT ssl_type FROM mysqgl.user WHERE
USER='<user name which is used to connect
to database>";

clientCertificateKeyStorePassword | Provide the password to the keystore
certificate which is created by executing the
command from Creating and Importin

Client Keystore section.

For Example:
mypassword

This is optional field. If the credentials which
you are using to connect to mysgl has been
configured with ssl_type as x509 then you
need to import client certificate to keystore.

tlIsVersion Set the tIsVersion to 'TLSv1.2'.

7. On Application Server, navigate to the dbdefines.php file in a text editor and update
the fields, as shown in following table.For Example: <Parcel Artifact
Folder>\Flagship\WebGU\defines\dbdefines.php

String Description

ENABLE_ENCRYPTION | Set this flag to 'y' to turn on encrypted connection to
MySQL Server.
Valid values are:

Yy

e n

By default, this key is set to 'n".

Note: The flag value is case sensitive, and user
has to set it with lower case 'y' or 'n'.

SSL_CA Provide the path of the MySQL Server Certificate (ca.pem)
used in the server.

For more information, see Configuring MySQL to Use
Encrypted Connection section, Step 1.
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String Description

SSL_CAPATH Provide the path of the Certificate Authority (CA) certificate
file where we placed in the client.

SSL_CERT Provide the path of the client SSL public key certificate file
in PEM format.

SSL_KEY Provide the path of the client SSL private key file in PEM
format.

SSL_CIPHER Provide the cipher algorithm supported by MySQL.
Note: Use Cipher "DHE-RSA-AES128-GCM-
SHA256:AES128-SHA". This should be also used in
MySQL Server.

SSL_TLS_VERSION Setthe SSL_TLS_VERSION to 'TLSv1.2".

8. Restart the following services:

Kewill DiServer Service

Kewill IA Service

Kewill Notification Service

Kewill Scheduler Service

Kewill Tracking Service
KewillFlagshipConnectorFileService
KewillFlagshipDatabaseFileService
KewillFlagshipServerBridgeService
KewillReportingService
BluJayParcelCensusTool
BluJayParcelDataUploadTool

For UCM: Restart BluJayUCMServer Service.
For UCM Purge: Restart BluJayUCMPurgeService Service.

Creating and Importing Truststore
To create and import Truststore, follow these steps:

1. Open acommand prompt using Administrative privileges, and then Navigate to

the \jre\bin folder:

o For KewillFlagshipConnectorFileService,
KewillFlagshipDatabaseFileService, KewillFlagshipServerBridgeService,
KewillReportingService, BluJayParcelCensusTool and
BluJayParcelDataUploadTool Services: Navigate to Flagship\jre_x86\bin
folder.

For Example:cd <Parcel Install Folder>\Flagship\java\jre_x86\bin

o For UCM and UCM Purge: Navigate to UCM \jre\bin
For Example:cd <Parcel Install Folder>\Flagship\ucm\java\jre\bin
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2. To import the MySQL server certificate (ca.pem) into keystore, execute the
below command:keytool -importcert -alias <alias-name> -file <path to ca.pem> -
keystore <truststore path> -storepass <password>

For Example:
keytool -importcert -alias MySQLCACert -file "C:\ProgramData\MySQL\MySQL
Server 8.0\Data\ca.pem" -keystore "c:/mysqgl/truststore” -storepass testmysq|l

e keytool: This is the main tool to import the MySQL server certificate into keystore.
e <alais-name> : Provide the name of the certificate file.
For Example:MySQLCACert.
e <path to ca.pem>: Provide the path of ca.pem that server uses.
For Example:C:\ProgramData\MySQL\MySQL Server 8.0\Data\ca.pem
e <truststore path>: Provide the path where you want to create the truststore file.
Note: Make sure there are no spaces in the path.
For Example:c:/mysql/truststore
e <password>: Provide the password to the certificate file.
For Example:testmysql

3. For 'Trust this certificate? no:' Type 'yes' or 'y and then click <Enter> from your
keyboard.

Now, the truststore file will get created.
Configure the created truststore file and password from the above command
in trustCertificateKeyStoreUrl and trustCertificateKeyStorePassword fields.

Creating and Importing Client Keystore

To create and import Client Keystore, follow these steps:

Note: Make sure that OpenSSL is installed on the Application Server. If it is not installed,
please click below link to download and install:

https://www.openssl.org/source/ &

1. On Application Server, open a command prompt using Administrative privileges,
and then Navigate to OpenSSL \bin folder.Note: If users copy certificates to
Application Machine, they can execute the below command in Application
Machine.

2. To convert client-cert.pem, client-key.pem to client-keystore.p12 file, execute the
below command:

openssl pkcs12 -export -in <client-cert.pem path> -inkey <client-key.pem path> -
name <name> -passout pass:<password> -out <client-keystore.p12 path>

For Example:

openssl pkcs12 -export -in "C:\ProgramData\MySQL\MySQL Server
8.0\Data\client-cert.pem" -inkey "C:\ProgramData\MySQL\MySQL Server
8.0\Data\client-key.pem" -name "mysq|lclient" -passout pass:mypassword -out
"c:\mysql\client-keystore.p12"

e <client-cert.pem path>: Provide the path of client certificate.
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For Example:
C:\ProgramData\MySQL\MySQL Server 8.0\Data\client-cert.pem
e <client-key.pem path>: Provide the path of client-key.pem.
For Example:
C:\ProgramData\MySQL\MySQL Server 8.0\Data\client-key.pem
e <name>: Provide the client certificate keystore name.
For Example:
mysqlclient
e <password>: Provide the password to the client-keystore.p12 file.
Note: Same password should be used while importing with keytool for Step 3.

For Example:
mypassword

o <client-keystore.p12 path>: Provide the path of client-keystore.p12 file.
For Example:
c:\mysgl\client-keystore.p12

3. To import client-keystore.p12 file to keystore, open command prompt using
Administrative privileges in Application (Modules), and then Navigate to \jre\bin folder.

For Example:

cd <Parcel Install Folder>\Flagship\java\jre_x86\bin

Execute the below command:

keytool -importkeystore -srckeystore <client-keystore.p12 path> -srcstoretype
pkcsl12 -srcstorepass <pl2 file password>-destkeystore <keystore path> -
deststoretype JKS -deststorepass <password>

For Example:

keytool -importkeystore -srckeystore c:\mysql\client-keystore.p12 -srcstoretype
pkcsl12 -srcstorepass mypassword -destkeystore c:\mysql\keystore -
deststoretype JKS -deststorepass mypassword

o keytool: To import keystore.p12 to keystore.
o <client-keystore.p12 path>: Provide the path of client keystore.

For Example:
c:\mysgl\client-keystore.p12

e <pl2file password>: Provide the password of client keystore.
For Example:
mypassword

o <keystore path>: Provide the client certificate keystore path.

Note: Make sure there are no spaces in the path.
For Example:
c:\mysql\keystore

e <password>: Provide the password to the client certificate key store.
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For Example:

mypassword

Now, the keystore file will get created.

Configure the created keystore file and password from the above command in
clientCertificateKeyStoreUrl and clientCertificateKeyStorePassword fields.

Configuring SSL Settings in MySQL Connector/ODBC
To configure the SSL Settings in MySQL Connector/ODBC, follow these steps:
1. Open ODBC Data Source Administrator window (for both 32-bit and 64-bit).

2. Click System DSN tab, select the didb Data Source from the System Data
Sources list and then click Configure.The MySQL Connector/ODBC Data Source
Configuration dialog box appears.

3. Inthe MySQL Connector/ODBC Data Source Configuration dialog box, complete
the fields as shown in the next step (Step 4).
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4. Click Details >> to expand the MySQL Connector/ODBC Data Source
Configuration dialog and then click SSL tab, as shown in following screen.

MySQL Connector/ODBC Data Source Configuration X
S
Connector/ODBC

Connection Parameters

Data Source Name: ‘ didb

Descrition: l MySQL ODBC 8.0 Unicode Driver DSN

@ TCP/IP Server: | 127.0.0.1 | port: [3306 |
O  Named Pipe:

User: lsn_ug- I

Password: {uo...... ]

Database: ] didb v | Test

Connection Metadata Cursors/Results Debug SSL Misc

SSLKey | D:\sSL_keys\dlent-key.pen | ...

SSL Certificate .lf):\SSL_kevs-\cient—cert.pem]

SSLCAFie | D:\SSL_keys\ca.pem | B

SSL CAPath | D:\SSL_keys | B

SSL Cipher | DHE-RSA-AES 128-GCM-SHA|

SSL Mode | v|

RSA Public Key |
[CJDisable TLS Version 1
[[JDisable TLS Version 1.1
[[Jpisable TLS Version 1.2

Details << E Cancel Help

5. Inthe SSL tab, complete the fields as shown in the following table.

Fields Description

SSL Key Enter the path of SSL Client Private
Key in PEM format.

For Example: <SSL Certificates
Path>\<client-key.pem>

SSL Certificate Enter the path of SSL Client Public
Certificate file in PEM format.

For Example: <SSL Certificates
Path>\<client-cert.pem>
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Fields Description

SSL CA File Enter the Certificate Authority (CA)
certificate file in PEM format.

For Example: <SSL Certificates
Path>\<ca.pem>

SSL CA Path Enter the path name of the Certificate
Authority (CA) certificate file where we
placed in the client.

For Example: <SSL Certificates
Path>

SSL Cipher Provide the cipher algorithm
supported by MySQL.

Note: Use Cipher "DHE-RSA-
AES128-GCM-SHA256:AES128-
SHA". This should be also used in
Application (Modules).

6. Click OK.

Generating a Self-Signed SSL Certificate using OpenSSL

To generate a Self-Signed SSL Certificate using OpenSSL, follow these steps:

1. On Application Server, navigate to OpenSSL\bin folder and launch the
openssl.exe using Administrative privileges.For Example:

gram Fiées\ OpenSSL-Wnbd b openssl eve

2. To generate private key and self-signed certificate, execute the below
command:req -newkey rsa:2048 -nodes -keyout <private key> -x509 -days 365 -
out <self-signed certificate>.

For Example:
req -newkey rsa:2048 -nodes -keyout key.pem -x509 -days 365 -out
certificate.pem
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o -newkey rsa:2048: This specifies that the key should be 2048-bit, which is
generated using the RSA algorithm.

o -nodes: This specifies that the private key should not be encrypted with a
pass phrase.

<private key>: Provide the name of the private key.

<self-signed certificate>: Provide the name of the self-signed certificate.
-x509: This specifies req to create a self-signed certificate.

-days 365: This specifies that the certificate is valid for 365 days.

3. You are now prompted to provide certificate information, as shown in the
following table:

O O O O

In this field... Do this...

Country Name Enter the country name in 2 letter code.
For Example: US

State or Province Enter the state or province name.
Name For Example: Massachusetts

Locality Name Enter the city name.
For Example: Chelmsford

Organization Name | Enter the organization name (i.e., company name.)
For Example: CA Solutions Ltd.

Organization Unit Enter the company unit name. (i.e, section)
Name For Example: Engineering

Common Name Enter the Fully Qualified Domain Name (FQDN) of the host that
you intend to use the certificate.
For Example: localhost

4. To view the contents of a certificate in plain text, execute the below command:x509 -
text -noout -in <self-signed certificate>

For Example:x509 -text -noout -in certificate.pem
e <self-signed certificate>: Provide the name of the self-signed certificate name.

5. To combine your private key and self-signed certificate into a PKCS12 file, execute
the below command:

pkcs12 -inkey <private key> -in <self-signed certificate> -export -out <PKCS12 file>
For Example: pkcs12 -inkey key.pem -in certificate.pem -export -out certificate.p12

e <PKCS12 file>: Provide the name of the PKCS12 file.
You will be prompted for export password, which you can leave blank.
6. To view and verify the certificate, execute the below command:
pkcs12 -in <PKCS12 file> -noout -info

For Example:pkcs12 -in certificate.pl2 -noout -info
The certificate file is now created, it can be uploaded to Keystore.

Configuring MSSQL to Use Encrypted Connection

To configure the MSSQL to use encrypted connections, follow these steps:
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9.

10.
11.
12.
13.

14.
15.

For encrypted connection SSL Certificates are required. These can be generated
in any of the following methods:Get SSL Certificates from Certificate Authority
(CA). These certificates should be in PEM format.Get SSL Certificates using

openssl, as shown in Generating a Self-Signed SSL Certificate using
OpenSSL section.Now, import it to the certificate store on MSSQL using

Microsoft Management Console.

Open the Microsoft Management Console (MMC), click *Start{*}, then Run and in
the dialog box type 'mmc' and click OK.The MMC Console window appears.

From the File menu, select Add/Remove Snap-in...The Add/Remove Snap-in
dialog box appears.

In Add/Remove Snap-in dialog box, under Available snap-ins section, select
*Certificate* and then click Add>.The Certificates snap-in dialog box appears.

In Certificates snap-in dialog box, click *Computer account{*}, and then click
Next.

Select *Local computer{*}, and then click Finish.

Click OK. The Add/Remove Snap-in dialog box gets closed.
Your installed certificates are located in the Certificates folder in the Personal
container.

Expand Certificates, expand Personal, and then right-click Certificates, point to
*All Tasks{*}, and then click Import....The Certificate Import Wizard window
displays.

Click Next to continue importing the certificates to a computer.

Click Browse.. and select the file to import and then click Next.

Enter the password for the private key and then click Next.

Select 'Place all certificates in the following store' option and click Browse...

In 'Select Certificate Store' dialog box, select 'Trusted Root Certification
Authorities', click OK and then click Next.

Click Finish to add certificate to the computer.

Click X (Close) in the upper right corner of the MMC console to close MMC
console screen.

Enabling Encryption at the MSSQL

To enable encryption at the MSSQL, follow these steps:

1.
2.

Open the SQL Server Configuration Manager.

In SQL Server Configuration Manager, expand SQL Server Network
Configuration, right-click Protocols for <server instance>, and then select
Properties.

In the Protocols for {_}<instance name>{_} Properties dialog box, on

the {*}Certificate{*} tab, select the desired certificate from the *Certificate* drop-
down menu, and then click OK.

On the {*}Flags{*} tab, select *Yes* in the *Force Encryption* box, and then click
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OK, as shown in following illustration.

File Action View Help
% 2065 @
)a SQL Server Configuration Manager (Local) Protocol Name Status
E ; ?
i SQL Server Services ¥ shared Memory  Enabl Protocols for MSSQLSERVER Properties  + X
SQL Server Network Configuration (32bit) || «
4 Named Pipes Disabl¢
2 sqL Native Client 11.0 Configuration (32b|| , Flags  Certficate  Advanced
- g TCPAP Enable S
v i SQL Server Network Configuration 3 General
e Protocols for MSSQUSERVER -
2 sqL Native Client 11.0 Configuration Hide Instance No
Force Encryption
Turn on or off encryption for selected server instance
{' oK | Cancel Apg Help

4. Restart the SQL Server service.

Configuring the Application (Modules) to Use Encrypted
Connections to the Databases — MSSQL

To configure the Application (Modules) to use encrypted connection to MSSQL Server,
follow these steps:
Prerequisite:

e MSSQL Server should be enabled for accepting encrypted connection.

For information on the above setting, see Generating a Self-Signed SSL Certificate

using OpenSSL section.
To generate a Self-Signed SSL Certificate using OpenSSL, follow these steps:
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1. On Application Server, navigate to OpenSSL\bin folder and launch the
openssl.exe using Administrative privileges.

2. To generate private key and self-signed certificate, execute the below
command:req -newkey rsa:2048 -nodes -keyout <private key> -x509 -days 365 -
out <self-signed certificate>
For Example:req -newkey rsa:2048 -nodes -keyout key.pem -x509 -days 365 -
out certificate.peme -newkey rsa:2048: This specifies that the key should be
2048-bit, which is generated using the RSA algorithm.« -nodes: This specifies
that the private key should not be encrypted with a pass phrase.« <private key>:
Provide the name of the private key.s <self-signed certificate>: Provide the name
of the self-signed certificate. -x509: This specifies req to create a self-signed
certificate.» -days 365: This specifies that the certificate is valid for 365 days.

3. You are now prompted to provide certificate information, as shown in the
following table:

In this field... Do this...
Country Name Enter the country name in 2 letter code.

For Example: US

State or Province Enter the state or province name.
Name

For Example: Massachusetts

Locality Name Enter the city name.

For Example: Chelmsford

Organization Name | Enter the organization name (i.e., company name.)

For Example: CA Solutions Ltd.

Organization Unit Enter the company unit name. (i.e, section)
Name

For Example: Engineering

Common Name Enter the Fully Qualified Domain Name (FQDN) of the host that

ou intend to use the certificate.
or Example: localhost

To view the contents of a certificate in plain text, execute the below command:

x509 -text -noout -in <self-signed certificate>
For Example:
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x509 -text -noout -in certificate.pem
* <self-signed certificate>: Provide the name of the self-signed certificate name.

To combine your private key and self-signed certificate into a PKCS12 file, execute the
below command:

pkcsl2 -inkey <private key> -in <self-signed certificate> -export -out <PKCS12 file>
For Example:

pkcsl12 -inkey key.pem -in certificate.pem -export -out certificate.p12

* <PKCS12 file>: Provide the name of the PKCS12 file.

You will be prompted for export password, which you can leave blank.

To view and verify the certificate, execute the below command:

pkcsl12 -in <PKCS12 file> -noout -info

For Example:

pkcsl12 -in certificate.pl2 -noout -info

The certificate file is now created, it can be uploaded to Keystore.
Configuring MSSQL to Use Encrypted Connection section.

Generating a Keystore and Truststore
To generate a keystore and truststore, follow these steps:

1. Open a command prompt using Administrative privileges, and then Navigate to
the keystore.exe file in \ucm\java\jre\bin folder:For Example:C:\Program Files
(x86)\Kewill\Flagship\ucm\java\jre\bin

2. To generate the certificate in the keystore file, execute the below
command:keytool -keystore <Keystore file> -genkey -alias client
For Example:keytool -keystore keystore -genkey -alias client
keytool: This is the main tool to generate the certificate in the keystore file.
<Keystore file>: Provide the name of the Keystore file.
For Example:keystore

3. Once prompted, enter the information required to generate a CSR. A sample key
generation section is shown in following screen.

re -genkey -alias client

letter country code for this unit?

JQ4D3.blujay.global, OU=dev, O=blujay, L=hyd, ST=ts, C=in correct?

ore password):

an industry standard forma

s12".

4. To convert keystore to PKCS12 format, execute the below command:keytool -
importkeystore -srckeystore <Source keystore name> -destkeystore <Destination
keystore name> -deststoretype <Destination keystore type>
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For Example:keytool -importkeystore -srckeystore keystore -destkeystore
myKeystore -deststoretype pkcsl2-importkeystore: To import a single entry or all
entries from a source keystore to a destination keystore.

<Source keystore name>: Provide the Source keystore name.

For Example:keystore

<Destination keystore name>: Provide the Destination keystore name.

For Example:myKeystore

<Destination keystore type>: Provide the type of Destination keystore.

For Example:pkcs12
A sample import section is shown in following screen.

e -srckeystore keystore -d ore -deststoretype pkcsi2

ully imported, @ entries f

5. To export the client certificate and import it to the keystore, execute the below
command:keytool -import -keystore <Keystore File Name> -file <Path to client
certificate>\clientCer.cer -alias clientCer
For Example:keytool -import -keystore myKeystore -file
<C:\Users\Abc\Desktoop\1004\sqglServerPat>\clientCer.cer -alias clientCer

Note: If clientCer.cer file is not available, use certificate.pem file to add to KeyStore.
"myKeystore" is the keystore file that is generated.

1. To create the truststore file and add the server certificate to the truststore,
execute the below command:

keytool -import -file <Path to Server certificate>\serverCertificate.cer -alias
serverCertificate -keystore <Truststorefile>

For Example:

keytool -import -file <Path to Server certificate>\serverCertificate.cer -alias
serverCertificate -keystore <truststore file>

e <Pathto Server certificate>: Provide the path of the server certificate.
e <truststore file>: Provide the name of truststore file.
1. Enter the password to the truststore file.

2. For 'Trust this certificate? no:' Type 'yes' or 'y' and then click <Enter> from your
keyboard

Now, the truststore file will get created.

Configure the created truststore file path and truststore password from the above
command in the didb.settings tables for SORDDB and IDATADB, see "Adding DSN
for MSSQL Database Connection" section, Step 6.
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Configuring SSL Settings in MSSQL

To configure the SSL Settings in MSSQL, follow these steps:
Enabling TLS 1.2 in Windows Registry Editor
To enable TLS 1.2 in windows registry editor, follow these steps:

1. Open the Registry Editor (Start > Run > regedit).

2. Inthe
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProvider
S\SCHANNEL\Protocols directory:

Create the new key called "TLS 1.2" (Protocols > New > Key TLS 1.2)

Right-click the "TLS 1.2" Key and create subkeys:s "Client"
* "Server"

5. Right-click the "Client" and "Server" subkeys and create a new DWORD (32-bit)
Value called 'DisabledByDefault’. (New > DWORD (32-bit) Value >
DisabledByDefault).

Leave the default value as '0'.

Right-click the "Client" and "Server" subkeys and create a new DWORD (32-bit)
Value called 'Enabled'. (New > DWORD (32-bit) Value > Enabled).

8. Set the default value as '1".
9. Close the Registry Editor.

10. Restart the Server Machine.

Adding DSN for MSSQL Database Connection
Prerequisite:

e Application Server should be installed with 'ODBC Driver 17 for SQL Server'
driver and above.

To add DSN for MSSQL Database Connection, follow these steps:
1. Open ODBC Data Source Administrator (32-bit) window.

2. Select the *System DSN* tab, click Add... and select 'ODBC Driver 17 for SQL
Server' drive or later and then click Finish. Note: For secure encryption only
'ODBC Driver 17 for SQL Server' driver and above are supported.

The Microsoft SQL Server DSN Configuration screen displays.
In the Microsoft SQL Server DSN Configuration screen, complete the fields as
follows, and then click Next.
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= s

”

§01 Server

In this fields... Do this..
Name Enter the data source name.
For Example: idatadb_mssql17
Description Enter the description.
For Example: idatadb_mssql17
Server Select the SQL Server you want to
connect from the drop-down list.
Microsoft SQL Server DSN Configuration X

This wizard will help you create an ODBC data source that you can use to connect to
SQL Server.

What name do you want to use to refer to the data source?

Name: l ]

How do you want to describe the data source?
Description: idatadb_mssql17 ‘

Which SQL Server do you want to connect to?

Server: |5VJQ4D3 v|

o] Wet> | [ | [

3. In Microsoft SQL Server DSN Configuration screen, select 'With SQL Server
authentication using a login ID and password entered by the user.' option and
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enter Login *ID* and *Password* in the respective fields, and then click Next.

Microsoft SQL Server DSN Configuration X
< How should SQL Server verify the authenticity of the login ID?
/:‘32\ (O Wih Integrated Windows authentication.
SOL Server

(O With Azure Active Directory Integrated authentication.

® With SQL Server authentication using a login ID and password entered
by the user.

OW(h Azure Active Directory Password authentication using a login ID
and password entered by the user

®) With Azure Active Directory Interactive authentication using a login ID
entered by the user.

(O With Azure Managed Service Identity authentication.

(O With Azure Service Principal authentication.

Login ID: |sn_usr ‘

Password: |esssssses ]

e [et> ] | wes | [ e

4. Select the appropriate database from the drop-down list and complete the
configuration as shown in following illustration and then click Test Data Sources..
to test the connectivity to that database.idatadb

sordb
Microsoft SQL Server DSN Configuration X
< [ Change the default database to:
) = foaiact] ]
SOL Server [eror server: l
SPN for mirror server (Optional):
[[] Attach database filename:

[4] Use ANSI quoted identifiers.
[41 Use ANSI nulls, paddings and wamings.

Application intent:
READWRITE v
[[] Mutti-subnet failover.
[ Transparent Network IP Resolution.
[[] Column Encryption.
Enclave Attestation Info:
[[] Use FMTONLY metadata discovery.

o [t [ oo | | e
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)

g

L Server

Microsoft SQL Server DSN Configuration

[[] Change the language of SQL Server system messages to:
(Default)

[4] Use strong encryption for data.
[ Trust server certificate.
[ Perform translation for character data.

[[] Use regional settings when outputting curency, numbers, dates and times.

[[] Save long running queries to the log file:
C:\Users\AMULYA™1 KOP\AppData\Local\Temp\C Browse
Long query time (milliseconds): 30000
[[] Log ODBC driver statistics to the log file:

C:\Users\AMULYA™1 KOP\AppData\Local\Temp\< Browse

Comedretrycourt:‘1

Connect retry interval (seconds): |r1o

T

ODBC Microsoft SQL Server Setup X

A new ODBC data source will be created with the following configuration:

Server: 5VJQ4D3

Mimor Server:

Microsoft ODBC Driver for SQL Server Version 17.07.0002

Data Source Name: idatadb_mssql17
Data Source Description: idatadb_mssql17

Use Integrated Security: No
Database: idatadb

Language: (Default)

Data Encryption: Yes

Trust Server Certfficate: Yes

Muttiple Active Result Sets(MARS): No

Translate Character Data: Yes

Log Long Running Queries: No

Log Driver Statistics: No

Use Regional Settings: No

Use ANSI Quoted Identifiers: Yes

Use ANSI Null, Paddings and Wamings: Yes

| Test Data Source... | ok Cancel

Copyright © 2024. e2open, LLC. All rights reserved.

98



TM-Parcel Upgrade Installation Guide Additional Optional Steps

5. After adding DSN, do the changes in didb.settings, as shown in following table:
SORDB

domain sub_domain key name key value

core sor dbtype Change from
mysql to mssql

core sor dsn Enter dsn name.

For example:
sordb_mssql

core sor user id Enter the user
id.

For example:
sn_usr

core sor password Enter the
password.
For example:
shipnowdb

dbs-connection sordb name Enter the sordb
name.

For example:
sordb

dbs-connection sordb username Enter the sordb
username.

For example:
sn_usr

dbs-connection | sordb password Enter the sordb
password.

For Example:
shipnowdb

dbs-connection | sordb driver Change to
com.microsoft.s
glserver.jdbc.SQ
LServerDriver

dbs-connection sordb url Enter the URL in
jdbc:sqglserver:/
ocalhost:1433;d
atabaseName=s
ordb format.

For Example:
jdbc:sqlserver://
5VJQ403.blujay.
global:1433;data
baseName=sord
b
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domain

sub_domain

key name

key value

dbs-connection

sordb

trustStore_path

Enter the
trustStore path.

For Example:
C:\Users\Blujay\
myTrustStore

dbs-connection

sordb

trustStore_pass
word

Enter the
trustStore
password.

For Example:
test123

dbs-connection

sordb

use_secure_enc
ryption

Set this flag to
'y' to turn on
encrypted
connection to
MSSQL Server.
Valid values are:
°y

n

By default, this
key is set to 'n'.

T
o ¥ | (Read Only) vidYHE K| REE Y 5 Mumtrows Frstrow 4 [0 » #ofrows 1000
(@ machine name domain sub_domain key name key value ~
ORL |core sor dsn sordb_mssql
O AL core sor user id sn_usr
0O awL core sor password shipnowdb
O AL core sor enable_batch_log n
O aLL core sor addparam
O awc core sor send_userpass_seperately n
O AL core sor dbtype mssql
0O aw dbas-connection sordb name sordb
O AL dbs-connection sordb Type JDBC
O AL dbs-connection sordb url jdbc:sqglserver://SVJQ4D3.blujay.global:1433;Datal
0O AL dbs-connection sordb username sn_usr
0O awL dbs-connection soxrdb password shipnowdb
0O AL dbs-connection sordb driver com.microsoft.sqlserver.jdbc.SQLServerDriver
0O AL dbs-connection sordb dialect
0O AL dbs-connection sordb trustStore_path C:\Users\Amulya.Koppula\myTrustStore
0O awL dbs-connection sordb trustStore_password testl23
O aw dbs-connection sordb use_secure_encryption ¥ v
6. IDATADB
domain sub_domain key_name key value
core idata dbtype Change from
mysql to mssql.
core idata dsn Enter dsn name.
For example:
idatadb_mssqll
I
core idata user id Enter the user
id.
For example:
sn_usr
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domain sub_domain key name key value

core idata password Enter the
password.
For example:
shipnowdb

dbs-connection | idatadb name Enter the

idatadb name.
For example:
idatadb

dbs-connection idatadb username Enter the
idatadb
username.
For example:
sn_usr

dbs-connection idatadb password Enter the
idatadb
password.
For Example:
shipnowdb

dbs-connection | idatadb driver Change to
com.microsoft.s
glserver.jdbc.SQ
LServerDriver

dbs-connection idatadb url Enter the URL in
jdbc:sqglserver:/l
ocalhost:1433;d
atabaseName-=id
atadb format
For Example:
jdbc:sqglserver:1
0.0.8.47:1433;dat
abaseName=idat
adb

dbs-connection idatadb trustStore_path Enter the
trustStore path.

For Example:
C:\myTrustStore

dbs-connection | idatadb trustStore_pass | Enter the
word trustStore
password.

For Example:
test123
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domain sub_domain key name key value
dbs-connection | idatadb use_secure_enc | Set this flag to
ryption 'y' to turn on
encrypted

connection to
MSSQL Server.
Valid values are:
°y

n

By default, this
key is set to 'n'.

i3 1Result ¢ 2Profiler ™ 3Messages RERRLLLLC] & S Info

AT BEED EET

[ |machine name |domain |« sub_domain key_name |key_value

D ALL core global document_in_response_part_size

D ALL ui-app idata query_£romhold N

[=f e core idata dsn [ESacadb mssqii?

767}.'_1. core idata password shipnowdb

D}J.!. core idata user id sn_usr

O AL core idata dbtype mssgl

g ALL core idata addparam

O AL core idata send_userpass_seperately n

O aLL dbs-connection idatadb name idatadb

[mjFVAR dbs-connection idatadb type JDBC

Ej ALL dbs-connection idatadb url jdbc:sqlserver://10.0.8.47:1433;databaseName=idatadb
O AL dbs-connection idatadb username sn_usr

D ALL dbs-connection |idatadb password shipnowdb

D AL dbs-connection idatadb driver com.microsoft.sqlserver.jdbc.SQLServerDriver
[j.\u. dbs-connection idatadb dialect

D.‘.LL dbs-connection idatadb trustStore_path C:\myTrustStore

[j ALL dbs-connection idatadb trustStore_password testl2l

D.‘.:.I. dbs-connection idatadb use_secure_encryption ¥

Configuring Oracle to Use Encrypted Connection
To configure the Oracle to use encrypted connections, follow these steps:
7. Log in to the machine where the Oracle database is installed.

8. To create a directory where you want to store all the wallets, execute the below
commands:mkdir wallets
cd wallets

For Example:
oracle@parcel-orcl02-fr4 bin$

mkdir Wallets
oracle@parcel-orcl02-fr4 bin$ cd Wallets

To create an empty wallet with auto-login enabled for the Oracle server, execute the
below command:

orapki wallet create -wallet ./server_wallet -auto_login -pwd <server wallet password>
For Example:

oracle@parcel-orcl02-fr4 Wallets$

orapki wallet create -wallet ./server_wallet -auto_login -pwd oracle123
Two files are created under the server_wallet directory:
server_wallet/cwallet.sso

server_wallet/ewallet.p12

1. To add a self-signed certificate in the wallet with a distinguished name as
CN=Server, OU= Engineering, O=XYZ, and C=US, execute the below command:
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orapki wallet add -wallet ./server_wallet -dn
"CN=server,0=XYZ,0U=Engineering,C=US" -keysize 1024 -self_signed -validity
365 -pwd < server wallet password >
You will find a new pair of private or public keys is created.
For Example:

oracle@parcel-orcl02-fr4 Wallets$

orapki wallet add -wallet ./server_wallet -dn "CN=server" -keysize 1024 -self_signed
-validity 365 -pwd oraclel123

2. To export the server certificate to a file, execute the below command:
orapki wallet export -wallet ./server_wallet -dn
"CN=server,0=XYZ,0U=Engineering,C=US " -cert ./server_wallet/cert.txt
For Example:oracle@parcel-orcl02-fr4 Wallets$ orapki wallet export -wallet
Jserver_wallet -dn "CN=server" -cert ./server_wallet/cert.txt

3. To create a wallet for Oracle client with auto login enabled, execute the below
command: (proceed the same way as for the server).
orapki wallet create -wallet ./client_wallet -auto_login -pwd <client wallet
password>
For Example:oracle@parcel-orcl02-fr4 Wallets$
orapki wallet create -wallet ./client_wallet -auto_login -pwd oracle123
To add a self-signed certificate in the wallet with a distinguished name as
CN=Client, OU= Engineering, O=XYZY, and C=US, execute the below
command:orapki wallet add -wallet ./client_wallet -dn
"CN=client,0=XYZ,0U=Engineering,C=US" -keysize 1024 -self_signed -validity
365 -pwd < client wallet password >
For Example:oracle @parcel-orcl02-fr4 Wallets$
orapki wallet add -wallet ./client_wallet -dn "CN=client" -keysize 1024 -
self_signed -validity 365 -pwd oracle123

4. To export the client certificate to a file, execute the below command:
orapki wallet export -wallet ./client_wallet -dn
"CN=client,0=XYZ,0U=Engineering,C=US " -cert ./client_wallet/cert.txt
For Example:oracle@parcel-orcl02-fr4 Wallets$
orapki wallet export -wallet ./client_wallet -dn "CN=client" -cert
Jclient_wallet/cert.txt

5. To exchange the server and client their public keys, execute the below
commands:

orapki wallet add -wallet ./server_wallet -trusted_cert -cert ./client_wallet/cert.txt -pwd
<server wallet pwd >
For Example:

oracle@parcel-orcl02-fr4 Wallets$

orapki wallet add -wallet ./server_wallet -trusted_cert -cert ./client_wallet/cert.txt -pwd
oracle1l23

orapki wallet add -wallet ./client_wallet -trusted_cert -cert ./server_wallet/cert.txt -pwd <
client wallet pwd >

For Example:

oracle@parcel-orcl02-fr4 Wallets$
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orapki wallet add -wallet ./client_wallet -trusted_cert -cert ./server_wallet/cert.txt -pwd
oraclel23

Configuring Database to Use TCPS with Server Key

To configure the network to activate SSL using Oracle Network Manager, follow these
steps on the Oracle Database server.

1.
2.

Configure the listener.ora file.

Launch the Net Manager tool. To open network manager, execute the below
command:netmgr

Navigate to Local > Listeners > Listener.

Click Add Address to add Listening Location addresses, as shown in the
following table.

In this field... | Do this...

Protocol Select the 'TCP/IP with SSL' as protocol from drop-down list.

Host

Enter the database host name.

For Example:
parcel-orcl02-fr4.blujay.global

Port

Enter the TCPS Port

For Example:
1525

Oracle Net Manager - 7uul/oracle/app/proauct/19.3.07db . 1/network/admin/ - O x|

File Edit Command Help

%2 Oracle Net Configuration Listening Locations v

&®, Local

Profile Address3
@ Service Naming

Listeners
P RS

— Network Address

Protocol: [Eg[!p with SSL t]

Host: |parcel-orclo2-fr4.blujay.global
Port: |1 525

Show Advanced|

Click File > Save Network Configuration to save the configuration settings.

Copyright © 2024. e2open, LLC. All rights reserved. 104



TM-Parcel Upgrade Installation Guide Additional Optional Steps

The listener.ora network configuration file that you created looks as show below:

For Example:

/u01/app/oracle/product/19.3.0/db_1/network/admin/listener.ora

LISTENER =

(DESCRIPTION_LIST =

(DESCRIPTION =

(ADDRESS = (PROTOCOL = TCP)(HOST = <HostName>)(PORT = <PortNumber>))

)
(DESCRIPTION =
(ADDRESS = (PROTOCOL = IPC)(KEY = EXTPROC1521))

)

(DESCRIPTION =
(ADDRESS = (PROTOCOL = TCPS)(HOST = <HostName>)(PORT = <PortNumber>))

)
)

0N PR

10.

11.

Configure the tnsnames.ora file.
Navigate to Local > Service Naming.
Click Edit > Create.The Net Service Name Wizard: Welcome screen displays.

Enter the name that you want to use to access the database or service in the
*Net Service Name* field and click Next.

Select the 'TCP/IP with SSL (Secure Internet Protocol)' protocol used for the
database you want to access.

Enter the TCP/IP host name for the computer where the database is located in
the Host Name field.

Enter the TCP/IP port number for Oracle database in the *Port Number* field and
click Next.

Enter the service name of the database that you want to access in the Service
Name field.

Select the database connection type as 'Dedicated Service' from *Connection
Type* drop-down list and click Next.

Click Test... if you want to test the connection of the wizard or else click Finish to
create the net service name.

Click File > Save Network Configuration to save the network configuration
settings.The thsnames.ora network configuration file that you created looks as
show below:
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For Example:
Oracle Net Manager - /uOl/oracle/app/product/19.3.0/db_.1/network/admin/ - B X

File Edit Command Help

@-ﬁ Oracle Net Configuration Service Identification
&®,Local
4 Service Name: pdbprcl2.blujay.global
PR ey o8

gsence Naming B ——

Eg‘:prdz oL ETGI LN Dedicated Server -
:

é’apdbprclz HUse OracleB Release 8.0 Compatible Identification

Listeners
L@ usTeENER Address Configuration

Address 1

Protocol: TCP/IP with SSL ~]

Host Name: parcel-orclo2-fr4.blt

Port Number: [1szs—
Show AdvancedJ

ORASSLCON =

(DESCRIPTION =

(ADDRESS_LIST =

(ADDRESS = (PROTOCOL = TCPS)(HOST = <HostName>)(PORT = <PortNumber>))

)

(CONNECT_DATA=

(SERVER = dedicated)
(SERVICE_NAME-= <ServiceName>)

)
)

Configure the sglnet.ora file.
Navigate to Local > Profile.
Select 'Network Security' from the drop-down list.

Click SSL tab and then select Server option, if you do not have an SSL form.

ok~ DN PRE

In the Credential Configuration panel, select 'File System' from the *Configure
Method* drop-down list and click Browse... and specify the Sever Wallet
Directory.

6. Inthe Cipher Suite Configuration panel, leave the default settings in Revocation
Check, Require SSL Version and Require Client Authentication fields.

Select Cipher Suite as RSA AES 128 CBC SHA.

Click File > Save Network Configuration to save the network configuration
settings.The sqlnet.ora network configuration file that you created looks as show
below:
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For Example:
%2 0racle Net Configuration

é—@.&.,Local

- Credential Configuration

g Service Naming Configuration Method: ‘File System ~

g cprel2
EgoiASSLCON wallet Directong |ruo1/oracle/app/product/l  Browse...

&2 pdbprei2 Encryption wa‘l_lf%olrectory! Browse...
Listeners E}\ﬂgure SSLfar: © Client ® Server
L@ usTeENER Cipher Suite Configuration
Authentication |Encryption Data Integrity
RSA AES_128_CBC SHA
DH_anon 3DES_EDE_CBC SHA

Add \ Remove |

Revocation Check: [None = |
Require SSL Version: [Any—-
I Require Client Authentication

Note: In order to use SSL for server connections, you must choose the protocol,
TCP/IP with SSL. when configuring the Listener.

SQLNET.AUTHENTICATION_SERVICES= (BEQ, TCPS, NTS)
SSL_VERSION =0

SSL_CLIENT_AUTHENTICATION = FALSE

WALLET_LOCATION =

(SOURCE =

(METHOD = FILE)

(METHOD_DATA=

(DIRECTORY = /uOl/oracle/app/product/19.3.0/db_1/Wallets/server_wallet)
)

)
SSL_CIPHER_SUITES = (SSL_RSA_ WITH_AES_128 CBC_SHA,

SSL_DH_anon_WITH_3DES_EDE_CBC_SHA)

Configuring the Application (Modules) to Use Encrypted

Connections to the Databases — Oracle

To configure the Application (Modules) to use encrypted connection to Oracle, follow
these steps:

1. Copy the cwallet.sso file from client wallet present in server to the client where
you want to connect to SSL DB Server.

2. Add the below tns entry in thsnames.ora file present in client location.

ORASSLCON =
(DESCRIPTION =

(ADDRESS_LIST =

(ADDRESS = (PROTOCOL = TCPS)(HOST = <HostName>)(PORT = <PortNumber>))

)

(CONNECT_DATA =

(SERVER = dedicated)
(SERVICE_NAME = <ServiceName>)
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1. Run Oracle SQL Developer locally.The Oracle SQL Developer home page
displays.

2. Inthe Connections pane, right-click and select New Connection.The New /
Select Database Connection dialog box appears.

3. Inthe New/ Select Database Connection dialog box, enter the database
connection details as shown in the following table.

In this field... Do this...

Name Enter the name of the connection.

User Info Username: Enter the database
username.

For Example: sordb
Password: Enter the database

password.
Connection Type Select TNS from the drop-down list.
Details Network Alias: Select ORASSLCON

from the drop-down list.

Note: This name is same as tns name
which we have added.

Advanced: Specify the trustStore file
path received from the server side
and trustStore path as SSO.

B New / Select Database Connection

Connection Name  Connection Detalls | | Name DB using| TCPS 2 Color
DB Test sordb®//10.67.8...
8 s TCPS Oatabase Type [Oracle >

(!
DB using TCPS sordb@(DESCRIP. Yoke ] Sroxy Lar +

Authentication Type Defauk
Username [sordb Role |defaul -

Password [sesessecsesecece 7| Saye Password

Connection Type TNS -
Details  Advanced

*) Ngtwork Akas ORASSLCON =

Connect [dentifier

Status

Help Save Clear Test Cgnnect Cancel
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B New / Select Database Connection

Connection Name  Connection Detals | | Name DB using|TCPS B3  color
DB Test sordb@//10.67.8...

atabase Type [Orace »

DB using TCPS sordb@(DESCRIP

User Info  Proxy User

Authentication Type |Default ~

Username sordb Role |default -
Password  sesssssssssssene |v] Saye Password
Connection Type TNS -

Detals Advanced

Name Value #
javax.net ssl.trustStore C:\Users|Srikar,Medathati\Documents\or acle_wallet\clien. .. x
javax.net.ssl.trustStoreType SSO
Use OCI
Status :
Help Save Clear Test Connect Cancel

4. Click Save to save the configurations.

Configuring SSL DSN Settings in Oracle

To configure the SSL DSN Settings in Oracle, follow these steps:
1. Create sqglnet.orafile in C:\instantclient_19 9 path.

2. Add below details in sglnet.ora file and save the file.

SQLNET.AUTHENTICATION_SERVICES = (BEQ,TCPS,NTS)
SSL_VERSION =0
SSL_CLIENT_AUTHENTICATION=FALSE
WALLET_LOCATION =

(SOURCE =

(METHOD = FILE)

(METHOD_DATA=

(DIRECTORY = <<ADD wallet path without file name>>)

)

)
SSL_CIPHER_SUITES= (SSL_RSA_WITH_AES_128 CBC_SHA,

SSL_DH_anon_WITH_3DES_EDE_CBC_SHA)
The sqlnet.ora file that you added looks as shown below:
For Example:
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SQLNET.AUTHENTICATION SERVICES = (BEQ,TCPS,NTS)
SSL_VERSION = 0
SSL_CLIENT AUTHENTICATION=FALSE

WALLET LOCATION =
(SOURCE =
(METHOD = FILE)
(METHOD DATA =
(DIRECTORY = C:\Users\Srikar.Medathati\Documents\oracle wallet\client wallet\client wallet)
)
)

SSL_CIPHER SUITES= (SSL_RSA WITH AES 128 CBC_SHA, SSL _DH anon WITH 3DES_EDE CBC_SHA)

1. Open ODBC Data Source Administrator (32-bit) window.

2. Select the *System DSN* tab, click Add... and select 'Oracle in
instantclient_19 9' drive and then click Configure.

The Oracle ODBC Driver Configuration screen displays.

1. Inthe Oracle ODBC Driver Configuration screen, complete the fields as shown in
following table for *sordb* DSN configuration and then click OK.

In this field... Do this...
Data Source Name Enter the data source name.
For Example: sordb_orcl2
Description Enter the description.
For Example: sordb_orcl2
TNS Service Name Select the TNS service name related

to TCPS service presentin
tnsnames.ora file.

UserlD Enter the sordb User ID.
For Example: sordb

2. Click Test Connection to test the sordb connectivity to the database and enter
password in the *Password* field and then click OK.

3. Similarly complete the fields for *idatadb* DSN configuration and then click OK.

In this field... Do this...
Data Source Name Enter the data source name.
For example: idatadb_orcl2
Description Enter the description.
For Example: idatadb_orcl2
TNS Service Name Select the TNS service name related

to TCPS service presentin
tnsnames.ora file.

UserlID Enter the idatadb User ID.
For Example: idatadb

Click Test Connection to test the idatadb connectivity to the database and enter
password in the *Password* field and then click OK.
Do the changes in didb.settings table for SORDB and IDATADB, see "Adding
DSN for MSSQL Database Connection" section, Step 6
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Change Log On user for all Kewill _ BluJay Services

By default, Windows Services run with Local System account which means Local
System account should have full access to the configured remote folder location. Instead
of allowing system account to access configured Parcel Artifact folder, we can change
Log On user for each service by following below steps:

1.
2.

Open the Windows Services screen.

From the Services list, right-click on "Kewill DiServer Service" and then click
Properties.

Click Log On tab.

Select This account: option, enter the username and password details in the
respective fields that the service is to run under.

Click OK.
Restart the service.
Repeat the Step 2-6 for all Kewill/BluJay services.

Changing Parcel Artifact Folder Location

If user prefers to change configured Parcel Artifact folder location after Parcel Installation
is completed, then user needs to follow below steps:

1.
2.

Stop all Kewill/BluJay/Apache services.

Open a command prompt using Administrative privileges and then navigate to
.\Kewil\Flagship\bin directory.

Select MoveAtrtifactsAndLogs.bat file, and then pass 2 command line arguments,
such as :First Param: Source Path directory where Flagship path is
resided.Second Param: Destination Path directory where you want to move the
Parcel Artifacts.

The MoveAtrtifactsAndLogs.bat batch file is used to move all log/artifacts/configuration
files from existing Parcel Artifact location to the newly configured remote folder location.
Note: Make sure the destination path directory already exists and it has all required
privileges.

For Example:

>MoveArtifactsAndLogs.bat "C:\Program Files (x86)\Kewil\ArtifactsAndLogs"
"C:\Blujay\ArtifactsAndLogs"

1.

Click <enter> from your keyboard.The Parcel Artifacts are now moved from one
location to another location.

After the Parcel Artifacts moved to the required destination path directory, you
need to update the below changes.

Update Parcel Artifact Folder in ..\Kewill\Flagship\bin directory.Navigate to
.\Kewill\Flagship\bin directory.Open ParcelSystem.ini file and set the value for
'RemoteFileRepository’ to defined Destination Path directory where you moved
the Parcel Artifacts.

For Example:
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C:/Blujay/ArtifactsAndLogs

Note: It is recommended to use forward slash in the path. If using backward slash, use
double slashes in the path like "C:\\Blujay

ArtifactsAndLogs"

1. Save and close the ParcelSystem.ini file.

2. Openacommand prompt using Administrative privileges and navigate to the
<Parcel Install Folder>\Flagship\ucm\java folder and then run 'UCM-Server-
Service-Install.bat' file by passing DBUsername and DBPassword as command
line arguments.For Example: UCM-Server-Service-Install.bat <DBUsername>
<DBPassword>

3. Update the settings of output_dir key _name for ui-app Domain in Parcel
Application is shown in the following screen.

Location: JP SMOKE Test

ezopen Global Parcel Ship Date: 01/31/2024 @adm'\nistrator -

Ship Track  MyProfile  System  Workstation UCM  Help

| System / Settings

Page °f4n = Edit record

Location ID Location Name machine_name ALL

O =D | suoe

Sub Domain global

- Global Settings Key Name output_dir
[)Add Loeation Key Value C:\Program Files (xB85)\Kewill\A
[ Delete Location Display Name Manifest (DPRN) output directo
[ Corporate DSN Value Type [password v

[ CloseConfig

[) Custom Data Mapping

[} E2NET Watermill Integration

[ Tracking Module Export Carriers

[ Control Tower Integration
Dangerous Goods Data

[} Dangerous Goods Packing Types

[ Configurable Business Rules Module

[ Orchestration Layer Integration

Dgport Integration

[ Multi-Mode Report

p T

aoelin rs
[ [settings |

LIUM Proxy Integration
+ [ Mississauga CSP Test
+ ) Germany CSP Testing
+ [JUnited States CSP Test
+ [ ]Mexico CSP Testing
+ () Port Dover -Jenny

+ I:INan‘tes-Jenny_ -
4 »

Notes:Make sure to append Parcel Artifact Folder with
"IFlagship/WebGUl/output" directory.
Use backward slash in given path.

Update PHP.INI File.

5. Navigate to the following location and open the php.ini file in a text editor:For
Apache — . \Kewill\Flagship\php\php.ini
For 1IS — ..\Kewil\Flagship\phpnts.php.ini

6. Search for the word include_path and append new given Parcel Artifact Folder
separated by ;'
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For Example:

include_path =".;C:\php\includes;C:\\Blujay
ArtifactsAndLogs"

Note: Use two backward slashes in given path.

1.
2.
3.

8.

Save and close the php.ini file.
Update httpd.conf file (For Apache only)

Navigate to the following location and open the httpd.conf file in atext
editor:..\Apache-httpd\Apache24\conf

Search for <IfModule alias_module> and add the below lines under <IfModule
alias_module> section.Alias/parceloptions/"<add new custom path>"

For Example:

<IfModule alias_module>

ScriptAlias /cgi-bin/"C:/Apache24/cgi-bin/"

Alias/parceloptions/"C:\\Blujay

ArtifactsAndLogs"

</IfModule>

At the end of </IfModule> add the below lines
<Directory "<add new custom>">

Allow from all

AllowOverride None

Options Indexes FollowSymLinks MultiViews
Require all granted

</Directory>

For Example:

<Directory "C:\\Blujay

ArtifactsAndLogs">

Allow from all

AllowOverride None

Options Indexes FollowSymLinks MultiViews
Require all granted

</Directory>

Note: Use two backward slashes in given path, in case of network drive, use four
backward slashes at the starting.

Save and close the httpd.conf file.

Update Parcel options in Virtual Directory (For IIS Machine only)For information,
see Add/Update Virtual Directory in IS section.

Restart all Kewill/BluJay/Apache services.

Supporting UMS and E2Proxy Integration

To support UMS and E2Proxy Integration, update the following keys under Global

Settings

machine_name | domain sub- key_name key value
domain

ALL integration | etwoproxy | enable_ums_integration |y
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e y =support UMS Integration

The UMS integration layer settings displays, as shown in the following screen.

e2open Global Parcel

Ship  Track  MyProfile  System

Location: JP SMOKE Test
Ship Date: p3/02/2024

Workstation UCM

Help

@ administrator =

| System / Settings

| reaei o ERED

Location ID Location Name

| B <cARCH)

= Global Settings
:] Add Location
:] Delete Location
:]@porate DSN
:] CloseConfig
[ ] Custom Data Mapping
[ E2NET Watermill Integration
3 Tracking Module Export Carriers
3 Control Tower Integration
3Mgerous Goods Data
| Dangerous Goods Packing Types
j Configurable Business Rules Module
jOrchestration Layer Integration
:]gport Integration
[ Multi-Mode Report
[ Parcel App Servers
[ Settings
[ UMS/E2Proxy Integration
+ IMississauga CSP Test
+ )Germany CSP Testing
+ JHong Kong CSP Testing
+ (JUnited States CSP Test
+ JMexico CSP Testing
+ DFor‘t Dover -Jenny
+ l;iNantes-Jenny, -
4 3

machine_name
Domain

Sub Domain
Key Name

Key Value
Display Name
Value Type

Edit record
[AaLL
|integration
[etwoproxy
|enab|e_ums_integ ration
ly
|UMS Integration

| password v

machine_nam | domain
e

sub-
domain

key_name

key valu
e

ALL integratio
n

etwoprox
y

enable_e2proxy_integratio
n

y

e y =support E2Proxy Integration

The E2Proxy integration layer settings displays, as shown in the following screen.
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e2open Global Parcel ocanon P SHORE Test @ administrator =

Ship Date: 01/31/2004

Ship  Track  MyProfile  System  Workstation UCM  Help

| system / settings |
rage[l o ENED Edit record
D o Name. imachine_name ALL
C O =D | e e
Sub Domain etwoproxy

- Global Settings Key Name enable_e2proxy_integration

[ Add Location Key Value Y

[ ] Delete Location Display Name E2Proxy Integration

[) Corporate DSN Value Type passwor a -
[} CloseConfig

[} Custom Data Mapping

[[) E2NET Watermill Integration

[} Tracking Module Export Carriers

[] Control Tower Integration

[ Dangerous Goods Data

[ Dangerous Goods Packing Types
[] Configurable Business Rules Module
[} Orchestration Layer Integration

[) Export Integration

[ Multi-Mode Report

[} Parcel App Servers

[ Settings

[) UMS/E2Proxy Integration

+ (IMississauga CSP Test
+(1Germany CSP Testing

+ JUnited States CSP Test

+ IMexico CSP Testing
+ JPort Dover -Jenny
+ (INantes -Jenny - ‘ ‘

] b

Disabling Weak SSL Cipher Suites in IIS

The user needs to disable weak SSL cipher suites in IIS for security purpose.
This section describes about how to disable the weak SSL cipher suites in IIS.
To disable Weak SSL Cipher Suites in IIS, follow these steps:

1. Open the Local Group Policy Editor (Start > Run > gpedit.msc).

2. On the left hand side, expand Computer Configuration, Administrative
Templates, Network, and then click on SSL Configuration Settings, as shown in
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following screen.

File Action View Help
o 2@ 3 m Y

N
. Local Computer Policy - 1 ﬁc f )

v i~ Computer Configuration
. Software Settings
I Windows Settings
v | Administrative Templates

Select an item to view its description.  Setting
\iz] SSL Cipher Suite Order
|iz] ECC Curve Order

| Control Panel
v 1 Network
| Background Intelligent Transfe
| BranchCache
| DirectAccess Client Experience
DNS Client
| Fonts
| Hotspot Authentication
| Lanman Server
1 Lanman Workstation
| Link-Layer Topology Discovery
.| Microsoft Peer-to-Peer Networ
1 Network Connections
| Network Connectivity Status Ir
1 Network Isolation
Network Provider
1 Offline Files
| QoS Packet Scheduler
1 SNMP
| SSL Configuration Settings
| TCPIP Settings
| Windows Connect Now
| Windows Connection Manage
Wireless Display v < >
< > \ Extended /\Standard/

2 setting(s)

3. On the right hand side, double click on SSL Cipher Suite Order.The SSL Cipher
Suite Order screen displays, as show in following screen.

& SSL Cipher Suite Order O X
B SSL Cipher Suite Order Next Setting
@® Not Configured ~ Comment:
O Enabled
O Disabled
Supported on: At least Windows Vista
Options: Help:
SSL Cipher Suites This policy setting determines the cipher suites used by the

Secure Socket Layer (SSL).

If you enable this policy setting, SSL cipher suites are prioritized in
the order specified.

If you disable or do not configure this policy setting, default
cipher suite order is used.

Link for all the cipherSuites: httpy/go.microsoft.com/fwlink/?
Linkld=517265

« (o]
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4. By default, the "Not Configured" option is selected. Click "Enabled" option to edit
your Server's Cipher Suites.

a

g
[} SSL Cipher Suite Order

Next Setting
O Not Configured Comment:
@ Enabled
O Disabled
SuppOHec o At least Windows Vista
Options: Help:
‘”SSL Cipher Suites 1 7Th'75 POi;Cy Se(il}\g t;Eterm;nes tHe c;pif;er sujtes usedxby Vthe

Secure Socket Layer (SSL).
TLS_AES_256_GCM_SHA384,TLS_AES_128

If you enable this policy setting, SSL cipher suites are prioritized in
the order specified.

If you disable or do not configure this policy setting, default
cipher suite order is used.

Link for all the cipherSuites: http://go.microsoft.com/fwlink/?
Linkld=517265

The 'SSL Cipher Suites' field is filled with text once you click on the "Enabled"”
option.

5. Replace the existing text with the below text and click

OK.TLS_DHE_RSA WITH_AES 256 _GCM_SHA384,TLS DHE_RSA WITH_A
ES_128 GCM_SHA256,TLS_RSA WITH_AES 256 GCM_SHA384,TLS RSA_
WITH_AES 128 GCM_SHA256,TLS _ECDHE_RSA WITH_AES 256 GCM_S
HA384,TLS ECDHE_RSA_WITH_AES_128 GCM_SHA256,TLS RSA WITH_A
ES 256_CCM_8,TLS_RSA WITH_AES 256 _CCM,TLS_RSA WITH_AES 128
_CCM_8,TLS_RSA WITH_AES 128 CCM,TLS_ECDHE_RSA_WITH_CHACH
A20_POLY1305_SHA256

6. Restart the Server Machine.

Disabling Weak SSL Protocol in lIS

The user needs to disable weak SSL protocol in IIS for security purpose.
This section describes about how to disable the weak SSL protocol in IIS.
To disable Weak SSL Protocol in IS, follow these steps:

1. Open the Registry Editor (Start > Run > regedit).

2. Create the new keys called "TLS 1.1" (Protocols > New > Key TLS 1.1) and "TLS
1.2" (Protocols > New > Key TLS 1.2)

a. Right-click the "TLS 1.1" and "TLS 1.2" Keys and create subkeys:n the
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityP
roviders\SCHANNEL\Protocols directory:
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"Client"
"Server"

i. Right-click the "Client" and "Server" subkey and create a new
DWORD (32-bit) Value called 'DisabledByDefaultEnabled'. (New >
DWORD (32-bit) Value > DisabledByDefaultEnabled).

ii. Leave the default value as'0'.

ii. Right-click the "Client" and "Server" subkey and create a new
DWORD (32-bit) Value called 'Enabled’. (New > DWORD (32-bit)
Value > Enabled).

iv. Leave the default value as '1".
v. Close the Registry Editor.
vi. Restart the Server Machine.

Troubleshooting Upgrade Installation

Overview - Troubleshooting

If any errors occur during the installation, they appear in a popup and also in the log file.
The log file is located in the root of the folder where you installed Parcel (usually <Parcel
Install Folder>\Flagship) and has the following form:
BJ222Install_<yyyymmdd_mm_ss>.log

For Example: BJ231Install_20240108122_15 5.log

"Problems that need to be resolved" Screen

If the "Problems that need to be resolved" screen appears, it means that the installation
could not be completed. Read the detailed information in the screen.

If you decide that you need to re-install Parcel, you must first uninstall Parcel. See the
section

Uninstalling Parcel for instructions.

Common Problems, Causes, and Solutions

The following table lists some common problems that you may encounter during
installation:

Common Problem

Cause/Suggestion for Resolution

On opening the Parcel
Installation Wizard, a
message is

displayed indicating that
the pathname of the
installer contains spaces
(seeillustration below).

You should not receive this message if you install
directly from the Parcel CD. However, if you first copy
the installation folder to a local drive on the machine
where you are installing Parcel, you need to ensure
that the pathname to this folder does not contain
spaces.

Any error occurs during
installation.

Errors are displayed in pop-up windows and also in
the log file. (See above for information on this file.)
Consult these sources for additional information on
the source of the error.

The "Problems that need to
be resolved"” screen is

displayed at the conclusion
of the installation process.

The installation could not be completed. Read the
detailed information on the screen. The following rows
describe some of the more common errors.
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Common Problem Cause/Suggestion for Resolution

The "Problems that need to | You need to configure the ODBC Connector for
be resolved" screen MySQL on the server.

displays the

following message: "The
MySQL MyODBC
Connector was installed
and will need
configuration."

Database connection error with port blocking

When using Parcel, if you have port blocking activated you may receive the following My
SQL error (or a similar database connection error) in the log file:
RateEngine.cpp;CRateEngine::CRateEngine;INFO;Error connecting to database:;DB
Connection was timed out. Will be tried once again when user calls CONNECT

For information on correcting this error by using an alternative to port blocking, see the
following section: Database Errors with Port Blocking.

Database Errors with Port Blocking

The Problem with Port Blocking

Several network security providers include port blocking functionality as a defense
against malware and other destructive programs. This functionality accomplishes this by
blocking ports that malicious programs can open to listen for or poll for commands in
order to use the machine as a bot or vector for spam. This port blocking technique
usually works by allocating ports in the Windows registry in a way that prevents the use
of certain ports for external traffic to and from the machine.

This type of port blocking can adversely affect the operation of Parcel and MySQL for
the following reason. Each of these applications employs a strategy of listening for
connections on a common port, and then shunting each connection to a different,
randomly-selected port in order to listen for the next connection. (This same strategy is
employed by virtually every multithreaded program that handles multiple TCP/IP
connections.) With port blocking enabled, Parcel or MySQL may randomly allocate a
port within the blocked range, and then move a connection to the blocked port. However,
the blocked port prevents any traffic in either direction.

If this scenario involves an interaction between an API client and Parcel, it deceptively
appears that Parcel has the connection open but is ignoring data flow through this
connection. In the di_debug log, this circumstance typically shows as a successful initial
connection with no additional traffic.

If this scenario involves an interaction between Parcel and MySQL, MySQL returns the
following error message in the di_debug log:

RateEngine.cpp; CRateEngine::CRateEngine;INFO; Error connecting to database:; DB
Connection was timed out. Will be tried once again when the user calls CONNECT]|

Note: Since the connection itself does not actually fail, this message is only a warning in
Parcel rather than a fatal error, although subsequent database queries may result in "no
data found." errors. This error is intermittent, since not every port allocated by MySQL
will be in the blocked range; most transactions should still go through. Additionally, since
the above error message can also occur when MySQL encounters other types of
connection problems, it may not necessarily result from port blocking.
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Workaround

You should disable port blocking permanently on any machine operating in conjunction
with the Parcel system, including after-market port blocking (which allows the ports to be
opened and then blocks traffic without notifying the application).

As an alternative security measure to port blocking, e2open LLC recommends the use of
Windows IPSec functionality. For more information on IPSec, see the following Microsoft
Web page:

{*H+}http://support.microsoft.com/kb/813878+* a

DB Upgrade Problems with configuration.xml File

When performing an upgrade on an existing Parcel system, the process may freeze
during the database upgrade stage if you have edited or deleted and recreated the
following Java configuration file:

<Parcel Artifact Folder>\Flagship\java\conf\configuration.xml

If, for some reason, this file becomes corrupted or, for any reason, you need to edit or
delete and recreate this file, please carry out the following steps:

1. Open the Windows Component Services window: Start > Administrative Tools >
Component Services > Services (Local).

2. Stop the following services:Kewill DIServer Service
KewillFlagshipDatabaseFileService

3. Before editing or deleting the configuration.xml file, make a copy of the existing
file and forward it to Customer Support. (If possible, wait for analysis and advice
from Customer Support before taking further steps.)

4. After editing the configuration.xml file or creating a new one and adding it to
the{*}..\Program Files\Kewill\Flagship\java* folder, restart the following
service:KewillFlagshipDatabaseFileService
This required step re-initializes the configuration.xml file with the correct paths.

5. Copy the flagshipProperties.xml file from the <Parcel Artifact Folder>{color}
Flagship\DBUpdate\XML folder to the ..\Program
Files\Kewill\Flagship\Java\tmp\dbin folder and wait for it to be deleted
automatically by the service after it has been processed.

6. Restart the following service:Kewill DIServer Service

Log File Rollover Problems

Changes were introduced in the Parcel logging process to ensure that the di_debug.log
file is correctly backed up after rolling over when the maximum file size is reached, and a
backup copy of the old log file is made when the new log file is created. With the new
logging changes, interprocess locking was introduced to ensure correct log rotation.
However, if for some reason log rotation is not working, then you need to carry out the
following steps:

1. Manually stop all Flagship services.

2. Delete all files in the Flagship/loglocks directory, or else delete the directory itself.
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3. Manually restart all Flagship services.The log rollover process should now
function correctly.

Services Starting Problems

After Parcel installation is completed and machine is restarted, Windows may take some
time to reconnect to different network drives. So, when either network/mapped drive is
set as Parcel Artifact folder and if windows try to start Kewill services before network
drive is up, it might fail.

In few cases, if network drive is too slow and failed to start any of Kewill Services, then
users have to Manually restart all Kewill/BluJay/Apache services.

Uninstalling Parcel

If you receive an error at the end of the installation program and you want to try re-
installing Parcel using the installation program, you must first uninstall Parcel.

You can uninstall Parcel and any of the third-party programs installed by the installation
program (Apache Web Server, MySQL).

To uninstall Parcel, follow these steps:

1. Open the Control Panel > Administrative Tools > Services window. You can
access the Control Panel by clicking the Start in the lower-left corner of your
screen.

2. Inthe Services window, the Flagship services are named beginning with the
word "Kewill". If you have trouble locating the services listed below, contact
Technical Support.

To stop services, double-click the service and click the Stop in the dialog box that
appears. These are the services you will need to stop:Apache 2.4

MySQL - you must stop this service even if you are not uninstalling MySQL.

All Kewill Services

Stunnel SSL Wrapper

Navigate to the Add/Remove Programs screen from the Control Panel.

In the *Add/Remove* Programs list, select *Flagship* or *Kewill Flagship{*}, and
then click Remove.Windows uninstalls Parcel. However, the third-party programs
installed by the installation program (such as Web Server and MySQL) are not
uninstalled. Optionally, to uninstall these programs, select them in the following
order in the Add/Remove Programs list, and then click Remove:a. MySQL
Connector/ODBC

MySQL Server

5. If you uninstalled MySQL, delete the MySQL directory where it was installed. By
default, this is C:\Program Files\MySQL.

6. Toremove Apache, delete the Apache Group directory. By default, this is
C:\Program Files\Apache Group.

7. If you uninstalled MySQL, search the C:\WINDOWS\System and
C:\WINDOWS\System32 directories for .dll and .exe files related to MyODBC
and MySQL. Delete them.
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8. Rename the C:\Program Files\Kewill\Flagship directory if you want to save
existing log files.

9. Open the Windows Registry Editor (Navigate to Start > Run, type regedit in the
Open field, and then click OK).

Warning: Be very careful editing the Registry. Before you edit the Registry, you
should create a backup of it. If you have Windows XP, you can do this by creating a
restore point using System Restore (Start > All Programs > Accessories > System Tools
> System Restore). For other Windows operating systems, your system administrator
will need to create an image of the system.

1. Inthe left pane of the Windows Registry Editor, expand
HKEY_LOCAL_MACHINE > System >CurrentControlSet > Services.

2. Delete the following keys:

DI_Server_svc

JTrack

Kewill TSN Communication Service

MySQL (delete only if you uninstalled MySQL!)
Notification Service

SchedulerSvc

Stunnel SSL Wrapper

O O O O O O O

3. Look for the keys listed in Step 11 in any ControlSet00n folders (where nis a
digit). The ControlSet00n folders would appear on the same level as the
CurrentControlSet folder. If the keys are found in any ControlSet00n folder,
delete them just as you did in Step 11.

Close the Registry Editor.

Re-start your computer.

Printing Reports

On the Reports page, when you select a postage statement and click Print, if Parcel
returns the error Report Server could not be started, you need to start the Kewill
Reporting Service manually. To do this, navigate to the Windows Control Panel >
Administrative Tools > Services list (click the \[Start\] in the lower-left corner of your
desktop to find the Control Panel). Locate the Kewill Reporting Service in the Services
list. Right-click on it and select Start.
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Error Message related to powershell

In case "Windows cannot find 'powershell.exe" error message appears, please follow
these steps:

1. Please find fixPathEnvironmentVariable.ps1 file in 21.1.0 Installer.
Open PowerShell command prompt with Administrator privileges
Navigate to folder where fixPathEnvironmentVariable.ps1 file copied
Run Set-ExecutionPolicy RemoteSigned command

Type Y for Execution Policy change.

Run fixPathEnvironmentVariable.ps1 script

Press Enter to exit.

Restart the system.

© ©® N o o bk~ wDd

After restart, now continue with Step 3 in Upgrading Parcel section.

Pending tasks during upgrade on an |IS environment

If you are upgrading to TM-Parcel 24.1.0 on an IIS environment, the following error may
occur before completing the upgrade installation process:

BluJay Solutions Parcel Setup X

Problems that need to be resolved
Parcel

The update is not complete. Some tasks were not able to be accomplished and need to be
completed. Please refer to the list below or to the installation log.

1)The installer found a php.ini and has renamed it:
C:\Program Files (x86)\Kewil\Flagship\phpnts\php.ini-old
Please reconcile it with the new php.ini just created.

The error message screen appears before the final step (restarting the machine) of the
upgrade installation process.

Perform these steps to resolve the error:

1. Navigate to the path mentioned in the Setup Wizard, for example, C:\Program
Files (x86)\Kewil\Flagship\phpnts.
You will see two php.ini files in the folder. Existing php.ini file has been renamed
to php.ini-old and a new file php.ini has been created.
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2. Openthe php.ini file in a text editor.

a. Remove the starting comments (#) for the below settings and set those

with the following values:
= fastcgi.impersonate = 1
= fastcgi.logging=0
= cgi.fix_pathinfo=0

= cgi.force redirect=1

3. For Example: Change #fastcgi.impersonate to fastcgi.impersonate=1.

o C\Program Files (x85]\Kewd® Flagship! phpats\php.ins - Notepade «
Fde Edt Search View Encoding Language Settings Tools Macro Run Plugins Window 7
I > o D dF E IR R = 3
phon 3 |
...... pat
28
MS ini file

4. Configure any other changes required in the php.ini file, and then save thefile.

5. Restart the IIS Service.
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6. On the Parcel Setup screen, click Next and complete the upgrade installation
process.
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